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EXECUTIVE SUMMARY

The Internet of Things (IoT) is expected to comprise tens of billions of networked devices, highperformance networks, and powerful data processing facilities which will generate, transport, and
process huge amounts of data and thus enable new applications and services that will transform
industry and society
Addressing very diverse applications and use cases and utilising a variety of hardware and software
technologies, the Internet of Things is an extremely complex structure.
Unlike 5G, which started from one specific application, i.e. mobile communications and which can
build on a global standardisation framework and process that has been refined for more than 15 years,
the IoT has no such common background. Consequently, the IoT standardisation ecosystem is much
more fragmented.
International alliances such as oneM2M and AIOTI were created to coordinate and channel IoT
standardisation activities based on the model of the 3GPP and the 5G PPP in the mobile
communications world. However, considering the variety of standardisation bodies and committees
active and the large number of forums and IoT research and promotion initiatives, considerable work
in terms of coordination and harmonisation remains to be done, with, security and privacy, semantic
interoperability, and radio spectrum allocations being prominent examples.
Being at the forefront of technological advances in areas related to the Future Internet, Europe and
China are playing particularly important roles in the global standardisation process.
While both regions are deeply involved in the global standardisation process through their
participation in all relevant standardisation bodies and initiatives, the centralisation of power in China
enables fast decisions for or against a particular technology as well as effective implementation, with
NB-IoT being a prominent example. In what appears to be a departure from the past strategy of
defining distinctively local standards, China now embraces global standards and influences their
definition through active participation of government and industry in relevant standardisation bodies
and initiatives.
While a detailed comparison of the IoT standardisation strategies in the EU and China as well as the
role and impact of Large Scale Pilots on standardisation remain to be completed, certain focus areas in
which harmonisation of IoT standards should be desirable and beneficial become visible, for instance
verticals of common interest such as Smart Transportation, E-Health, Agriculture, and Industrial
Automation.
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1
1.1

INTRODUCTION
Motivation

Much has been written about the Internet of Things (IoT), it has been described as a paradigm shift, a
technology disruption, an opportunity of unprecedented dimensions in terms of business potential, and
a catalyst for societal transformation.
In the European Union (EU) the IoT is widely recognised as the next step of disruptive digital
innovation, and likewise in China where the Internet of Things has become an important carrier for
strategic information industries and integrated innovation.
A thorough documentation on the IoT international cooperation between the EU and China on IoT
development in both regions and future cooperation avenues has been provided in [1]. The EXCITING
project builds upon the conclusions derived in [1]
In acknowledgment of the technological and commercial capabilities and potential of China the
European Union aims to promote political and industrial cooperation between the regions. To make
full use of the knowledgebase and advantages of both regions the EU-China IoT Advisory Group,
established in 2011, defined a number of joint activities including the carrying out of twinning
activities between IoT Large Scale Pilots (LSPs) and Megaprojects on IoT key technologies, and the
definition and implementation of IoT architectures, test beds and platforms, and semantic and
technical interoperability. Connected and Automated Vehicles, e-Health, Smart Cities, Smart
Agriculture, and Industrial IoT were identified as specific cooperation areas [1].

1.2

Objectives of this deliverable

This document summarises the findings of Phase 1 of Task 3.1 which aims to identify global
standardisation activities for IoT, with a focus on Europe and China.
In this deliverable we identify the key international standards bodies for IoT, as well as other
associations and fora participating in the global IoT standardisation process and review the work that
is in progress at the various stakeholders. The findings from this deliverable constitute the foundation
for the Phase 2 deliverable on this subject (D3.2) which will include a comparison of the IoT
standardisation strategies in the EU and China and identify the focus areas in which harmonisation of
IoT standards should be addressed.
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2

INTERNET-OF-THINGS (IOT) ESSENTIALS

We start with a very basic question: What is the IoT?
An Internet search will provide a plethora of definitions, some very basic, some highly sophisticated,
some very abstract.
The Alliance for the Internet of Things Innovation (AIOTI) defines IoT as follows:
IoT is a concept and a paradigm that considers pervasive presence in the environment of a variety of
things/objects that through wireless and wired connections and unique addressing schemes are able to
interact with each other and cooperate with other things/objects to create new applications/services
and reach common goals.
The IoT is the network of physic al objects that contain embedded technology to communicate and
sense or interact with their internal states or the external environment.
In simple terms, the IoT will comprise a large number (some forecasts talk about tens of billions,
others even of trillions) of networked devices, high-performance networks, and powerful data
processing facilities which will generate, transport, and process huge amounts of data and thus enable
new applications and services that will transform industry and society.

Figure 1: The Internet of Things Key Themes [2]

The IoT will be the base and backbone of the future Smart World, where everything will be smart,
from cities to transportation, homes, buildings, health care, and lifestyles.

© EXCITING Consortium 2016-2018
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Figure 2: IoT Applications and Services (exemplary) [3]
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3

IOT STANDARDISATION

Considering the complexity of the IoT, standardisation of this still rather vague concept is an
enormous challenge.
In its Technical Report TR 103 375 V1.1.1 [4], the European Telecommunications Standards Institute
(ETSI) reviewed the IoT standards landscape provided by the Alliance for IoT Innovation (AIOTI),
see [5] and performed a gap analysis of requirements in certain IoT areas in [6]. The objective of [6]
was to promote and suggest existing technology reusability that could be used by Large Scale Pilots
(LSPs) and to identify any challenges derived from discovered gaps.

Figure 3: IoT SDOs and Alliances, from [5]

The report [6] concluded that currently, the following main points have been identified as cross IoT
interoperability and harmonization challenges:
•

Duplication of applied IoT architectures and models. This has been already addressed by the
AIOTI High-Level Architecture (HLA) [7] which can be mapped to the different architectures
standardized.

•

There is a large number of communication protocols address heterogeneous types of
communication requirements, such as: wireless/wireline, long range/short range; bandwidth,
latency, real time/best effort. Also in this area the landscape analysis shows many cases of
duplication for specific needs, which triggers interoperability and deployment challenges for
the end users, whether they are city authorities, manufacturers and last but not least, the public
people. Furthermore, despite this wide offer, connectivity performance and availability cannot
be guaranteed by certification standards.

•

The Data models are usually developed on a proprietary basis and mostly specific to the
vertical domains to which they apply.

•

The applied processing rules and decision-making processes under the reception of sensor data
lack harmonization. Typically, they are defined on a proprietary basis and usually not

© EXCITING Consortium 2016-2018
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standardized.
•

Topics such security and privacy are addressed on an isolated basis for part of the
applications. Data ownership is also a hot topic. Moreover, the education of end users on these
features has also been identified as a new requirement.

•

The ease of use and of maintenance after purchase would require a more global approach,
taking into account that most of the end-users are not technical people

In the following sections 3 and 4 the most prominent organisations engaged in IoT standardisation are
presented.

3.1 IETF (Internet Engineering Task Force)
Initially, there were three IETF working groups (WGs) focusing on IoT with constrained devices and
networks: 6LoWPAN, which defined IPv6 adaption layer and header compression suitable for
constrained radio links; ROLL, which focuses on routing protocols for constrained-node networks;
and CoRE, which aims to extend the Web architecture to most constrained networks and embedded
devices. The activity around IoT has increased since and today there are seven WGs actively looking
into various aspects of IoT (an additional two are completed), as well as an Internet Research Task
Force (IRTF) research group focusing on open IoT research issues
The first IETF IoT WG, IPv6 over Low-power WPAN (6LoWPAN), was chartered in March 2005. It
defined methods for adapting IPv6 to IEEE 802.15.4 (WPAN) networks that use very small packet
sizes by means of header compression and optimizations for neighbour discovery. The 6LoWPAN
WG concluded in 2014, and the 6Lo WG that replaced it applies similar adaption mechanisms to a
wider range of radio technologies, including “Bluetooth Low Energy” (RFC 7668), ITU-T G.9959 (as
used in Z-Wave, RFC 7428), and the Digital Enhanced Cordless Telecommunications (DECT) Ultra
Low Energy (ULE) cordless phone standard and the low-cost wired networking technology MasterSlave/Token-Passing (MS/TP) that is widely used over RS-485 in building automation.
The Routing Over Low-power and Lossy networks (ROLL) WG produced specifications for both the
RPL protocol “IPv6 Routing Protocol for Low-Power and Lossy Networks” (RFC 6550) and a set of
related extensions for various routing metrics, objective functions, and multicast. Another output of
ROLL was a number of requirements documents and applicability statements, a terminology
document, and a security threat analysis.
While the IoT-oriented IETF working groups have already produced the first wave of mature
standards for IoT, new research questions are emerging based on the use of those standards. The IRTF
Thing-to-Thing Research Group (T2TRG) was chartered in 2015 to investigate open research issues in
IoT, focusing on issues that exhibit standardization potential at the IETF. Topics being explored
include the management and operation of constrained-node networks, security and lifecycle
management, ways to use the REST paradigm in IoT scenarios, and semantic interoperability.

3.2 W3C (WORLD WIDE WEB CONSORTIUM)
W3C is an international community that develops open standards to ensure the long-term growth of
the Web. It was founded in 1994 by Tim Berners-Lee and currently has more than 460 members
including businesses, non-profit organisations, universities, governmental entities, and individuals.
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3.2.1

The Web of Things (WoT)

In 2016 W3C launched the Web of Things Interest Group to counter the fragmentation of the Internet
of Things by introducing a Web-based abstraction layer capable of interconnecting existing Internet of
Things platforms and complementing available standards. Further objectives are to reduce costs
through the global reach of web standards, to enable open markets of services, and to unleash the
power of the network effect
The Web of Things Working Group was formed in 2017 to develop standard complementing building
blocks (e.g., metadata and APIs) that enable easy integration across IoT platforms and application
domains.

Figure 4: W3C Web of Things structure and tasks [8]

Web of Things Interest Group

Web of Things Working Group

Launched early 2015.

Launched early 2017.

Pre-standardisation activities.

Cross-domain vocabulary for thing descriptions.

Use cases and requirements.

Serialisation as JSON (JavaScript Object Notation).

Experimental specifications & Plugfests.

Application Programming Interfaces (APIs).

Liaisons with external groups.

Security review with help from other groups.

Test frameworks.

Security metadata and cross platform approaches
building on top of IoT platform security.
Table 1: W3C Web of Things profile
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3.2.1.1 WoT Future Work
•

•

•

Cognitive Web*1 as a synthesis of Linked Data, AI, Cognitive Science and Computational
Linguistics
o

Cognition as the reasoning processes between sensing and actuation

o

Focus of interest given recent progress on deep learning

Extending Linked Data to become more like human memory
o

Transient activation levels and persistent link strengths

o

Reasoning based upon statistics of past experience

o

Declarative memory (episodic + semantic) and Procedural memory (rules)

Cognitive agents for the Web of things – taught like a child through a sequence of lessons and
through self-guided exploration

3.3 ITU (International Telecommunications Union)
The ITU serves a dual role. While it serves as the United Nations specialised agency for information
and communication technologies, it is also one of the three international standards developing
organisations (SDOs), as designated by the WTO.
It has three main areas of activity organised in ‘Sectors’ which work through conferences and
meetings.
The ITU Telecommunication Standardisation Sector (ITU-T) develops international standards for
information and communication technologies known as ITU-T Recommendations.
The ITU Radiocommunication Sector (ITU-R) is the regulatory arm of the ITU. Its task is to ensure
the rational, equitable, efficient and economical use of the radio-frequency spectrum by all
radiocommunication services, including those using satellite orbits, and to carry out studies and
approve Recommendations on radiocommunication matters.
The ITU Telecommunication Development Sector (ITU-D) fosters international cooperation and
solidarity in the delivery of technical assistance and in the creation, development and improvement of
telecommunication and ICT equipment and networks in developing countries.
Within its Standardisation and Radiocommunication branches the ITU has a variety of ongoing
activities related to the IoT.

3.3.1

ITU IoT Standards Initiative

The ITU Global Standards Initiative on Internet of Things defined the IoT as "the infrastructure of the
information society”. It enables a wide range of devices to be sensed or controlled remotely and to
exchange data through connection to the Internet network infrastructure.
The range of application of IoT is very broad – extending from smart clothing, to smart cities, to
global monitoring systems. To meet these varied requirements, a range of access technologies, both

1

* Inspired by John R. Anderson’s pioneering work on Adaptive Control of Thought-Rational (ACT-R)
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wired and wireless, are required to provide access to the network.
While most current IoT applications use wired technologies and short-range wireless technologies,
these are now being augmented by the deployment of low power wide area networks and optimised
mobile cellular and satellite systems.

3.3.2

ITU-R activities related to the IoT

The spectrum requirements and standards for IoT wireless access technologies and techniques are
addressed in ITU-R, including the:
•

Protection of radio services from power line telecommunication system emissions,

•

Harmonisation
of
frequency
ranges,
used for the operation of short range devices,

•

Development of standards for wide area sensor and actuator network systems,

•

Identification of radio spectrum to support the implementation of narrowband and broadband
machine-type communication infrastructures,

•

Support for massive machine-type communications within the framework of the standards and
spectrum for IMT-Advanced (4G) and IMT-2020 (5G),

•

Use of fixed-satellite and mobile-satellite communications for IoT.

technical

and

operating

parameters

3.3.2.1 Resolution ITU-R 66
Studies related to wireless systems and applications for the development of the Internet of Things [9]:
•

Different radiofrequency bands, many of which provide communication channels,
infrastructure and capacity, could be used in IoT deployment with the aim of ensuring costeffective deployment and efficient use of the radiofrequency spectrum.

•

IoT is a concept encompassing various platforms, applications, and technologies that are, and
will continue to be, implemented under a number of radiocommunication services.

•

The implementation of IoT currently does not require specific regulatory provisions in the
Radio Regulations.

•

ITU-R is invited to conduct studies on the technical and operational aspects of radio networks
and systems for IoT.

•

Development of ITU-R Recommendations, Reports and/or Handbooks as appropriate, on the
basis of the studies.

3.3.2.2 ITU-R Studies on Power Line Telecommunication (PLT)
Question ITU-R 221-2/1 [10] calls for studies of acceptable levels of radiation from
telecommunication systems utilizing wired electrical power supply so as not to impair the performance
of radiocommunication systems.
Reports ITU-R SM.2158 [11] and ITU-R SM.2212 [12] on Impact of PLT systems on radio systems
operating below 80 MHz and in the VHF and UHF bands above 80 MHz.
•

Illustrate the potential for interference to various radiocommunication services in the presence
of emissions/radiation from PLT systems and devices.
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•

Describe the radio-frequency emission/radiation characteristics of PLT systems as well as the
characteristics and protection criteria of radiocommunication systems.

•

Discuss potential methods for mitigating interference from PLT emissions.

3.3.2.3 Resolution ITU-R 54 on Short Range Devices (SRDs)
ITU-R Resolution 54-2 [13] addresses the harmonisation for SRDs for economies of scale,
technological advances, tuning ranges, spectrum sharing, and integration in consumer products
crossing borders:
•

Harmonisation of technical and operating parameters (use advanced technologies).

•

Measurement procedures to verify these parameters and ensure protection to radio services

•

Deployment in specific bands, harmonised globally or regionally (may ease the use of relevant
frequency bands/tuning ranges, preferably on a global or regional basis)

•

Recognised role played by some SRDs in the Internet of Things (IoT)

•

Technical & operating parameters and spectrum use for SRDs (Rep. ITU-R SM.2153)

•

Frequency ranges for global/regional harmonisation of SRDs (Rec. ITU-R SM.1896)

•

Other on-going studies on global harmonisation of SRD Categories & for IoT Deployment

Class

Applications

Technologies

Personal Area Networks
(PANs)

Headsets, device links (e.g.
medical/sport to iPhone)

Bluetooth (2.4 GHz)

Home Area Networks
(HANs)

Alarms, Home Automation,
Smart Lighting (sub-GHz)

ZigBee (2.4 GHz), KNX (868-870
MHz),Wideband Networking such as
IEEE802.11ah (sub-GHz)

RFID

Tag reading, Ticketing payment Sub-GHz (4-channel plan) and 2.4 GHz
cards, car tolls

Metropolitan Area Networks Sensing and control applications Low Power Wide Area Networks (LPWAN (MANs)
LoRa„and SigFox) (sub-GHz), Wi-SUN (subGHz), Low speed metering networks (169 MHz)
Satellite M2M

Truck tracking, remote sensor
reading

Under study at 862-863 MHz

Table 2: Typical applications supported by Short-Range Devices (SRDs) [14]

3.3.2.4 IMT - International Mobile Telecommunications
IMT support for IoT:
•

In the short term, the current IMT-Advanced 4G standard (Rec. ITU-R M.2012) is being
enhanced to include support for IoT (e.g. NB-IoT systems).

•

In the longer term, IoT is seen as an integral element of the IMT-2020 standard being
developed in ITU, extending the benefits of the IMT massive economies of scale and globally
harmonised frequencies and standards to all industry sectors.

•

The framework and overall objectives of the future development of IMT for 2020 and beyond
is detailed in Recommendation ITU-R M.2083.
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Enhanced Mobile Broadband
Gigabytes in a second
3D video, UHD screens
Work and play in the cloud
Smart Home/Building
Augmented reality
Industry automation
Mission critical application,
e.g. e-health

Voice
Smart City

Self Driving Car

Future IMT

Massive Machine Type
Communications

Ultra-reliable and Low Latency
Communications

Figure 5: IMT-2020/5G use cases and applications [15]

3.3.2.5 Integration of satellite systems
Satellites cover a wide area with high capacity and can instantaneously connect any place within their
footprint, allowing rapid connection of cities, villages, businesses and homes with a predictable quality
of service.
In addition, satellite networks are less vulnerable to natural disasters and similar incidents than their
terrestrial counterparts – an intrinsic property that makes them the preferred delivery method for
highly secure and mission-critical services.
Satellites may help to accelerate the commercially viable development of Next Generation Access
Technologies anywhere in the world, provided a number of satellite-specific issues are considered.
Both geostationary and non-geostationary satellite networks have their specific benefits for integration
of satellite-based solutions into Next Generation Access Technologies.

3.3.3

ITU-T activities related to the IoT

Acting on its role as an international SDO, ITU has been developing international standards on various
ICT-related topics through its standardisation wing, the ITU-Telecommunication Standardisation
Sector (ITU-T). The main standardisation activities within ITU-T are conducted through Study Groups
(SGs), which are technical groups through which representatives of the ITU-T membership formulate
international standards (ITU-T Recommendations). As of August 2017, there were 11 functional Study
Groups.

3.3.3.1 ITU-T Study Group 20
ITU-T Study Group 20 (ITU-T SG20) was created in June 2015 to address the standardisation
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requirements related to IoT, with a focus on Smart Cities and Communities (SC&C). Since its
creation, it has served as the lead study group within ITU-T responsible for the development of
international standards to enable the coordinated development of IoT technologies, including M2M,
ubiquitous sensor networks, interoperability of IoT applications and datasets employed by various
vertically oriented industry sectors.
On the smart city front, ITU-T SG20 examines how IoT technologies could be leveraged to address
key urban development challenges.
ITU-T SG20 studies the following Questions, under which various ITU-T Recommendations are
developed:
•

Q1/20: Research and emerging technologies including terminology and definitions

•

Q2/20: Requirements and use cases for IoT

•

Q3/20: IoT functional architecture including signalling requirements and protocols

•

Q4/20: IoT applications and services including end user networks and interworking

•

Q5/20: SC&C requirements, applications and services

•

Q6/20: SC&C infrastructure and framework

The group’s current key topics include:
•

•

•

Research and emerging technologies including terminology and definitions
o

Common terminology for IoT and SC&C

o

Consideration on end user adoption of IoT

o

IPv6

o

Research and emerging technologies related to IoT and SC&C

Internet of Things (IoT) aspects
o

General requirements and capabilities of IoT applications and services

o

Frameworks and functional architectures of IoT to support networks and gateway

o

Specific IoT services covering transportation safety services, e-health services, etc.

o

IoT based smart greenhouse, smart farming, smart manufacturing and Big Data issues

o

Security, trust and privacy protection in IoT

Smart Cities and Communities (SC&C) aspects
o

SC&C related ecosystem, applications, services and use cases

o

Open Data

o

Spatio-temporal modelling for SC&C

o

Integrated sensing & management for Smart Sustainable Cities

Its future work may include new or further studies in the following areas (but not limited to):
•

Identification and addressing aspects in IoT

•

Security, privacy and trust of IoT/SC&C systems, services and applications

•

Accessibility of IoT

•

Data centric capabilities for IoT, including Big Data:
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•

Semantic and syntax aspects of IoT

•

IoT management and provisioning

•

Quality of service and end-to-end performance for IoT and its applications

•

IoT and cloud computing

•

IoT and end user networks

•

IoT applications and services

•

Connected vehicles and intelligent transportation

•

Industrial Internet and smart manufacturing

•

Retail stores

•

Use cases and requirements in other application domains

•

IoT functional architectures (in different application domains)

•

APIs and protocols for IoT

•

Network evolution for smart city services (5G & IoT)

•

Platforms interoperability for smart cities and communities

•

Integrated management for smart cities, including smart residential communities, smart
port, tourist destinations, smart building etc.

•

Metadata and modelling for smart cities

•

IPv6 potential for the Internet of Things and Smart Cities

•

ICT use for city infrastructure

•

Key performance indicators for smart sustainable cities (SSCs)

•

Global smart sustainable cities index

•

Open data and/or open source data

•

Artificial intelligence

•

E-smart services

•

Applications for SSCs

A detailed list of current work items on IoT within SG20 is provided in the Appendix to this
document.
At its March 2017 meeting, SG20 established the Focus Group on Data Processing and Management
(FG-DPM) to support IoT and Smart Cities & Communities. Taking into account the data
interoperability, classification, format and security issues that affect various stakeholders, this Focus
Group plays a role in providing a platform to share views, to develop a series of deliverables, and
showcasing initiatives, projects, and standards activities linked to data processing and management
and establishment of IoT ecosystem solutions for data focused cities.
The IoT-related specifications already published by ITU-T and the main IoT related activities of ITUT have essentially involved Study Group 11, Study Group 13, Study Group 16 and Study Group 17
(the key involved Study Groups - September 2015 status):
• SG11 has focused on the interoperability, protocol and testing aspects of IoT
•

SG13 has mainly focused on the network aspects of IoT
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•

SG16 has mainly focused on the application aspects of IoT

•

SG17 has focused on the security aspects of IoT

Other IoT related activities have been progressed within specific ITU-T Focus Groups which, by
nature, do not generate standards: the main IoT-related Focus Groups (now closed) have been the
Focus Group on M2M Service Layer, the Focus Group on Smart Water Management and the Focus
Group on Smart Sustainable Cities. Other complementary IoT activities have been progressed within
Study Group 15 (Smart Grid and Home Network aspects) and the Collaboration on ITS
Communication Standards.
3.3.3.2 ITU-T Work Item on IPv6
ITU-T Study Group 3 (ITU-T SG3) on Tariff and accounting principles and international
telecommunication/ICT economic and policy issues has a specific Question on this topic, i.e. Question
6 on “International Internet connectivity including relevant aspects of Internet protocol (IP) peering,
regional traffic exchange points, cost of provision of services and impact of transition from Internet
protocol version 4 (IPv4) to Internet protocol version 6 (IPv6)”. Currently, this Question has the
following work items relating to IP:
•

STUDY_IIC: International Internet Connectivity, including IP peering, Regional Traffic
Exchange Points, and cost of provision of services

•

STUDY_IPV6: Economic impact of transition from IPv4 to IPv6

Through its Question 3 on “Architectures, management, protocols and Quality of Service”, ITU-T
Study Group 20 also addresses IPv6 in the smart city context. Currently, the following work items on
IPv6 are being considered within Q3/20:
•

Supp-Y.IPv6-IoT: IPv6 Potential for the Internet of Things and Smart Cities;

•

Y.IPv6RefModel: Reference Model of IPv6 Subnet Addressing Plan for Internet of Things
Deployment

•

Y.IPv6-suite: Reference Model of Protocol Suite for IPV6 interoperable Internet of Things
Deployments

Once approved, these new work items have the possibility of serving as international standards in this
area.
3.3.3.3 World Telecommunication Standardisation Assembly-Resolution 64 (Rev.
Hammamet, 2016)
World Telecommunication Standardisation Assembly (WTSA) Resolution 64 on “Internet protocol
address allocation and facilitating the transition to and deployment of IPv6” [16] states2 that:

2

•

the exhaustion of IPv4 addresses calls for acceleration of IPv4 to IPv6 migration, which
becomes an important issue for Member States and Sector Members
Noting that the progress towards adoption of IPv6 that has been made over the last few years;

•

Considering that IPv6 deployment and migration is an important issue for Member States and
Sector Members.

Please note that only a few of the elements of the Resolution have been mentioned here.
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•

Considering that there are Member States with sufficient technical skills in IPv6 that are
nevertheless encountering a delay in the IPv4 to IPv6 transition due to various reasons;
Considering that many developing countries want the Telecommunication Standardisation
Sector (ITU-T) to become a registry of IP addresses in order to give the developing countries
the option of obtaining IP addresses directly from ITU, while other countries prefer to use the
current system.

•

Considering that deployment of IPv6 facilitates Internet of things (IoT) solutions, which
require a huge amount of IP addresses.

•

resolves to instruct Study Groups 2 and 3, each according to its mandate, to analyse statistics
for the purpose of assessing the pace and geography of IPv6 address allocation and
registration for interested members and, especially, developing countries, in collaboration with
all relevant stakeholders.

3.3.4

The “United for Smart Sustainable Cities” (U4SSC) initiative

ITU and the United Nations Economic Commission for Europe (UNECE) launched the "United for
Smart Sustainable Cities" (U4SSC) initiative in May 2016. U4SSC is supported by 18 United Nations
agencies, secretariats and programmes. It gathers global experts in this domain, to attain Sustainable
Development Goal 11 "Make cities and human settlements inclusive, safe, resilient and sustainable".
The U4SSC initiative is currently working on the following deliverables:
•

U4SSC is currently working on the following deliverables.

•

Guidelines on tools and mechanisms to finance SSC projects.

•

Guidelines on strategies for circular cities.

•

City science application framework.

•

Guiding principles for artificial intelligence in cities.

•

Blockchain 4 cities.

3.3.5

ITU Summary

A variety of radio technologies will be used to implement the Internet of things, extending from short
range devices to wide area sensor networks and global terrestrial IMT systems as well as satellite
systems.
The ITU-R Study Groups are developing technical and operational standards to facilitate the
deployment of IoT on a global basis, including harmonised frequency spectrum and appropriate
regulatory regimes.
Associated aspects will also be addressed at the forthcoming World Radiocommunication Conference
2019 (WRC-19) agenda items 1.11, 1.12, 1.13, 1.16 and 9.1 (issues 9.1.5 & 9.1.8)
ITU-T Study Groups have also been working on the development of international standards related to
IPv6. The two main study groups working on this are ITU-T SG20 and ITU-T SG3.
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3.4 oneM2M
3.4.1

oneM2M Overview

oneM2M was launched in 2012 as a global initiative to ensure the most efficient deployment of
Machine-to-Machine (M2M) communications systems and the Internet of Things.
Its aim is to develop technical specifications for a common M2M Service Layer that can be embedded
within various hardware and software to connect the wide range of devices worldwide with M2M
application servers.
oneM2M has adopted the successful 3GPP partnership model. It comprises fourteen partners including
ETSI and seven other leading ICT SDOs as well as representatives of different industry sectors
including Telematics and intelligent transportation, Healthcare, Utilities, Industrial automation, and
Smart homes.

Figure 6: oneM2M partnership structure [17]

3.4.2

Why oneM2M?

The purpose and goal of oneM2M is to develop technical specifications that address the need for a
common M2M Service Layer that can be readily embedded within various hardware and software and
relied upon to connect the myriad of devices in the field with M2M application servers worldwide.
A critical objective of oneM2M is to attract and actively involve organizations from M2M-related
business domains such as telematics and intelligent transportation, healthcare, utilities, industrial
automation, smart homes, etc.
oneM2M prepares, approves and maintains the necessary set of Technical Specifications and
Technical Reports for:
•

Use cases and requirements for a common set of Service Layer capabilities;

•

Service Layer aspects with high level and detailed service architecture, in light of an access
independent view of end-to-end services;

•

Protocols/APIs/standard objects based on this architecture (open interfaces & protocols);
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•

Security and privacy aspects (authentication, encryption, integrity verification);

•

Reachability and discovery of applications;

•

Interoperability, including test and conformance specifications;

•

Collection of data for charging records (to be used for billing and statistical purposes);

•

Identification and naming of devices and applications;

•

Information models and data management (including store and subscribe/notify functionality);

•

Management aspects (including remote management of entities); and

•

Common use cases, terminal/module aspects, including Service Layer interfaces/APIs
between:

•

Application and Service Layers;

•

Service Layer and communication functions

3.4.3

Collaborations and convergence/consolidation

oneM2M created a multi-level structure for collaboration with major SDOs and other stakeholders
with the goal of achieving convergence and harmonisation of standards:

Figure 7: oneM2M external collaboration ecosystem and structure [Source: oneM2M]
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3.4.4

Technology Choices

There are many different technology choices in various areas, including connectivity, virtualisation,
and semantics which oneM2M strives to integrate in a common framework.
A comprehensive overview of connectivity technology choices and the IoT standards landscape can be
found in ETSI TR 103 375 V1.1.1.

Figure 8: M2M technology – Connectivity options [Source: oneM2M]
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Figure 9: M2M technology – Virtualisation [Source: oneM2M]

3.4.5

The M2M Common Service Layer

The Common Service Layer is a software “framework” with the following characteristics:
•

Located between the M2M applications and communication HW/SW that provides
connectivity.

•

Provides functions that M2M applications across different industry segments (e.g. Consumer,
Enterprise, Industrial) commonly need (e.g. data transport, security/encryption, remote
software update, etc.).

•

Like an “Android” for the Internet of Things, but it sits both on the field devices/sensors and
in servers.

•

Standardised – not controlled by a single private company.
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Figure 10: M2M common requirements [Source: oneM2M]

3.4.6

oneM2M Release 3

Release 3 is the latest set of Technical Specifications released by oneM2M, covering virtually all
aspects of M2M communications from functional architecture to conformance testing to applicationspecific extensions (Figure 11).

Figure 11: Summary of oneM2M Release 3 features [Source: oneM2M]
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3.5 AIOTI (Alliance for Internet of Things Innovation)
3.5.1

The development of the AIOTI

The Alliance for Internet of Things Innovation (AIOTI) [18] was initiated by the European
Commission in 2015 as a result of the European and global IoT technology and market developments.
Currently, AIOTI aims to create and master sustainable innovative European IoT ecosystems in the
global context to address the challenges of IoT technology and applications deployment, which
include standardisation, interoperability and policy issues, in order to accelerate sustainable economic
development and growth in the new emerging European and global digital markets.
On the 22nd of November 2016, AIOTI became a non-profit Industrial Association legal entity based
in Brussels.
The key strategic challenges identified at the general AIOTI level are:
•

Addressing rapid technological developments.

•

User acceptance of IoT innovation, building trust.

•

Drive towards deployment.

•

Managing the risk of fragmentation, converge in a field of international competition.

•

Involvement of Small and Medium Enterprises.

•

Education and information to stakeholders in their context.

The AIOTI overall structure [19] is depicted in Figure 12.

Figure 12: AIOTI structure, from [20]

The AIOTI comprises thirteen Working Groups (Figure 13), nine “vertical” groups, focusing on nine
different vertical industries, from Smart Living (WG05) to Smart Building (WG13), and four
“horizontal” working groups (WG01 to WG04), focusing on topics that are relevant to all vertical
working groups [21]:
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•

WG01: IoT Research: focus of defining a common vision of IoT technology and addressing
European research challenges.

•

WG02: Innovation Ecosystems: focus on designing actions to develop innovation ecosystems
by stimulating startups, enabling Large Scale Pilots, encouraging the use of open IoT
platforms, and linking large and small companies through open innovation.

•

WG03: IoT Standardisation: identifies and, where appropriate, makes recommendations to
address existing IoT standards, analyses gaps in standardisation, and develops strategies and
use cases aiming for (1) consolidation of architectural frameworks, reference architectures,
and architectural styles in the IoT space, (2) (semantic) interoperability and (3) personal data
& personal data protection to the various categories of stakeholders in the IoT space.

•

WG04: IoT Policy: identifies, and, where appropriate, makes recommendations to address
existing and potential barriers that prevent or hamper the take-up of IoT in the context of the
Digital Single Market.

•

WG05: Smart living environment for ageing well: focus on smart homes and smart living
environments that can support vulnerable people, such as, but not limited to elderly or
disabled people, in staying active, independent and out of institutional care settings, also
leading to reduced costs for care systems and better quality of life for vulnerable categories of
citizens.

•

WG06: Smart Farming and Food Security: focus on IoT scenarios/use cases that allow
monitoring and control of the plant and animal products life cycle “from farm to fork”.

•

WG07: Wearables: focus on IoT solutions that integrate key technologies (e.g. nano
electronics, organic electronics, sensing, actuating, communication, low power computing,
visualisation and embedded software) into intelligent systems to bring new functionalities into
clothes, other fabrics, patches, watches and other body-mounted devices. In particular, this
working group works on healthcare, well-being, safety, security and infotainment applications.

•

WG08: Smart Cities: focus on IoT solutions used by a city in order to enhance performance,
safety and wellbeing, to reduce costs and resource consumption, and to engage more
effectively and actively with its citizens. The key ‘smart city’ sectors may include transport,
energy, healthcare, lighting, water, waste and other city related sectors.

•

WG09: Smart Mobility: focus on IoT solutions that allow for increased multi-modal mobility,
more efficient traffic management, a dynamic road infrastructure, automated road tolling,
usage based insurance and improved policy making through the analysis of road usage data
smart vehicles including autonomous and connected cars.

•

WG10: Smart Water Management: focus on IoT solutions that improve water management
efficiency by monitoring and controlling surface water retention, flooding etc.

•

WG 11: Smart Manufacturing: focus on IoT solutions that bring together information,
technology and human ingenuity to achieve a rapid revolution in the development and
application of manufacturing intelligence to every aspect of business.

•

WG12: Smart Energy: focus on IoT solutions deployed by various companies along the value
chain (i.e. IoT technology providers, energy companies (in generation, supply, grid and market
participants, traders, aggregators, etc.) to allow the performance optimisation of their energy
asset portfolios (Renewables plants, Grid Substations, Control Rooms, Prosumer Demand
Responsive Loads and EV Charging infrastructures).

•

WG13: Smart Buildings and Architecture: focus on IoT technologies and solutions deployed
in buildings and districts of buildings to improve life of the occupant by addressing and
optimising elements such as comfort, light, temperature, air quality, water, nourishment,
fitness, and energy usage.
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Figure 13: AIOTI organisational structure [21]

3.5.2

AIOTI WG03 (Standardisation Group)

3.5.2.1 WG03 Objectives and Work Items
AIOTI WG03 [19] [20] identifies and, where appropriate, makes recommendations to address existing
IoT standards, analyses gaps in standardization, and develops strategies and use cases aiming for:

•
•
•
•
•
•

Maintaining an IoT standards framework Landscape.
Consolidation of architectural frameworks, reference architectures, and architectural
styles in the IoT space.
(Semantic) Interoperability.
IoT Identifiers.
Personal data protection to the various categories of stakeholders in the IoT space.
Security.

The vision of AIOTI WG03 is:
•

to be recognized as a major contributor to the worldwide interoperability, security, privacy and
safety of IoT systems and applications focussing on enabling trust

•

to provide support for major innovation initiatives such as European Large Scale Pilots

•

to promote the development of coherent, cross-sector standards for IoT, enabling transversal
solutions across sectors based on transparent interoperability

•

to be a leading source of requirements for standards development organizations, and being a
recognized coordinator of standards development

•

to promote best practices in the use, development and validation of standards, referenced
architectures in the research and open source software communities.

The specific objectives of AIOTI WG03 are listed in Table 3.
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AIOTI WG 3 Specific Objectives

Timeframe

Cooperation with SDOs/Alliances to foster co-creation and interworking
Maintain IoT landscape
Recommendations of reference architectures, both for experimentation and
deployments within IoT domains and cross - IoT domains
Identification of missing (semantic) interoperability standards and technologies
within IoT domains and cross - IoT domains and recommendations on solving them
Recommendations and guidelines on solving protocol and interface gaps needed to
support new IoT features within IoT domains and cross - IoT domains. In particular,
promote the uptake of IoT standards in public procurement to avoid lock-in
Identify possible sustainable strategies for effective industry-wide deployment of the
IoT standards
Provide guidelines on how IoT can become an enabler for 5G and vice versa
Provide guidelines on IoT-EPI IoT Platforms analysis improvement
Promoting the use and development of Open Reference Vocabularies and Open
Application Programming Interfaces to allow for flexible ad-hoc communication and
interaction between different actors within IoT domains and cross - IoT domains
Provide guidelines on how to translate the Digital Rights Management
recommendations within IoT domains and cross - IoT domains
Recommendation of an interoperable IoT Identifier space that transcends
geographical limits, which can be applied within IoT domains and cross - IoT
domains
Recommendation of an open system for object authentication, which can be applied
within IoT domains and cross - IoT domains
Recommendations of Key Principles on Security & Privacy in the IoT, which can be
applied within IoT domains and cross - IoT domains
Explore options and recommend guiding principles, including guidelines for the
support of developing standards, for trust, privacy and end-to-end security, e.g.
through a 'trusted IoT label' that can be applied within IoT domains and cross - IoT
domains.

Before
2020
X
X

2020 and
beyond
X
X

X
X
X

X

X

X

X
X
X

X

X
X

X
x
X

X

Table 3: AIOTI WG03 specific objectives, based on [19]

3.5.2.2 WG03 Liaisons and Engagement model
To foster IoT standards convergence, AIOTI WG03 maintains liaisons with numerous standardisation
bodies, including 3GPP, oneM2M, ETSI SmartM2M, ITU-T SG20, IEEE P2413, ISO/IEC JTC1
WG10, CEN/CENELEC, IIC, OPC and Platform I4.0, IETF, and W3C.
The AIOTI WG03 engagement model is depicted in Figure 14.
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Figure 14: AIOTI WG03 engagement model, from [20]

3.6 IoT Standardisation in China
In the past years, China has increasingly engaged in international standardisation bodies and made
numerous contributions that were eventually adopted as global standards.
The release of the international standard ITU-T Y.2068 on the functional framework and capabilities
of the IoT led by CAICT was completed in 2015. The Wuxi IoT Industry Research Institute and the
China Electronics Standardization Institute jointly promoted the approval of the ISO/ IEC 30141
project, and have also proposed a consistent system decomposition model and an open standard design
framework.

3.6.1

IoT Standardisation Architecture

China has preliminarily formed a three-pronged organisational structure for the coordination of IoT
standards. Since 2010, the National Development and Reform Commission and the National Standards
Commission have jointly set up the National Promotion Group on IoT Standardisation, the National
Working Group on IoT Basic Standards, and the IoT Standardisation Working Group for Vertical
Sectors.
The National Working Group on IoT basic standards comprises four groups:
•
•
•
•

The overall project management group
The IoT technology identification project group
The IoT information security technology project group
The IoT international standardisation research group

The IoT Standardisation Working Group for Vertical Sectors has started standardisation on six
verticals, namely:
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•
•
•
•
•
•

Public security
Transportation,
Healthcare
Agriculture
Forestry
Environmental protection

So far, the procedures and mechanisms for promoting the coordination among organisation,
technology, and standards development have been established.

3.6.2

IoT Standards framework

The IoT standards framework includes three major categories: Overall Standards, Generic Technology
Standards, and Application Standards.
•

Overall Standards provide overall guidance and reference for other elements of the
standard framework by ensuring a unified understanding of the IoT, defining the basic
terminologies, top-level technical requirements and application-independent general
reference models and performance evaluation models.

•

Generic Technology Standards specify the general technologies commonly used in IoT
systems and applications. They can be referred to by industry for their specific
developments and appropriately refined, improved and expanded.

•

Referring to the Overall Standards and Generic Standards, Application Standards
specifically address typical IoT applications including industrial IoT, connected car, smart
agriculture, smart logistics, smart grid, smart environmental protection, smart health,
smart cities and others.

3.6.3

China Communications Standards Association (CCSA)

Officially established in Beijing on Dec.18, 2002, China Communications Standards Association
(CCSA) is a non-profit organisation comprising operators, internet service providers, manufacturers,
standardisation R&D institutes, design units, universities, societies, etc. CCSA is the main working
platform for the development of ICT industry and national standards in China.
CCSA comprises ten Technical Committees (TCs) and six Special Task Groups (STs) [22].
IoT-related standardisation work is conducted in five TCs and one ST, with TC10 being the leading
group. CCSA is a partner of both 3GPP and oneM2M.
Technical
Committee

Responsibility

IoT-related standardisation activity

TC1

IP & Multimedia Communications

6LowPan

TC5

Wireless Communications

Mobile network enhancement and
optimisation

TC8

Network and Information Security

M2M security

TC10

IoT

Requirements, Architecture, General security,
Platforms, Terminals, Network, Protocols,
Vertical industries
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TC11
Special
Task
Group
ST8

Mobile Internet Applications and
Terminals

Smart mobile terminals

Responsibility

IoT-related standardisation activity

Industrial Internet

Studies and standards for Industrial
Internet applications

Table 4: CCSA Technical Committees and Special Task Groups engaged in IoT standardisation

Within TC10, there are four working groups (WGs) addressing different aspects of the IoT.
TC10
Working
Group

Responsibility

Subject

WG1

General topics

Requirements, architecture, and security for IoT
applications such as Smart City, Smart Home,
Connected Car, M2M, Intelligent manufacturing, etc.
IoT open source activities

WG2

Applications

Telecommunication network signals and protocols for
vertical industries

WG3

Infrastructure and platforms

M2M Technical requirements, 5G network capabilities
for IoT platform, OneM2M-based IoT service layer

WG4

Perception Extension

Edge computing, unauthorised communication, IoT
endpoints/terminals
Table 5: CCSA TC10 Working Groups

TC10 Standardisation domains

Topic

Ubiquitous Networking

Terminology
Requirements and framework
Security
Aggregation application for device
Gateway collaboration

M2M

Requirements
Functional architecture
Service platform
Communications , Protocols, semantics
Device Security
Table 6: CCSA TC10 standardisation domains

Standards developed by TC10 cover the following areas:
Standards domain

Topic

Vertical industries

Agriculture
Environmental Protection
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Smart Home
Smart Transportation
E-Health
General technology aspects

Requirements
Functional architecture
Security
QoS
Big data

Specific technical aspects

Protocols, including 6LoWPAN, XMPP, CoAP,
MQTT binding, HTTP binding
Wireless LAN, Wireless PAN, etc.
Service platforms
Devices, Access gateways
eUICC

New areas

Industrial IoT (New ST）
OpenFog and Edge computing
Smart health
Table 7. Standardisation areas addressed by TC10

3.6.4

Alliance of Industrial Internet (AII)

As an important part and a key instrument in the transformation and upgrading of advanced
manufacturing industry in China and abroad, the industrial Internet is a major component in the
strategic layout of the “China Manufacturing 2025” and “Internet + Collaborative Manufacturing”
Initiatives.
With effective support and guidance from the Ministry of Industry and Information Technology
(MIIT), China Academy of Information and Communications Technology (CAICT) took up the
opportunity and established the Alliance of Industrial Internet (AII) with joint efforts of the industrial
sectors to accelerate the development of the industrial Internet; to gather industrial power at home and
abroad; to establish a public platform for improving collaboration in administration, industry,
academy, research and application; to conduct joint research; and to facilitate applications of the
industrial Internet.
AII is an open, cross-sector, non-profit and social organisation formed by Chinese and foreign
enterprises, government-affiliated institutions, social organisations, institutions of higher learning,
scientific research institutes and centres related to the sector of industrial Internet on the bases of free
will, equality, mutual benefit and cooperation. About 7% of its more than 400 members are foreign
companies. The purpose of AII is to facilitate exchanges and in-depth cooperation among related
entities, promote alignment between demand and supply as well as share of knowledge for
complementing advantages so as to make solid efforts for the industrial Internet sector to move
forward and provide effective solutions to enterprises.
Its organisation comprises eight Working Groups and a number of Task Groups and administrative
functions as shown in Figure 15.
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Figure 15: Alliance of Industrial Internet (AII) organisation (from [23])
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AII standardisation efforts
Technology and standards research is an import aspect of the Alliance’s scope, with a focus on:
•

Provision of a communication and collaboration platform for technology and standards
development

•

Construction of a technology and standard framework for the industrial internet

•

Development of key technical standards

•

Promotion of the Alliance’s standards to transfer to the national or industry standards

•

International cooperation on standards for the industrial internet

In March 2017, the Technology and Standards WG published its Industrial Internet Standard System
Framework (Version 1.0) [24] which provides the general concept, basic principle, framework, and
directives and proposals for creating an industrial Internet standard.
The Working Groups’ current focus is on:

3.6.5

•

Publication of the Industrial Internet Annual Technical White Paper

•

Standards development procedures

•

Publication of three specifications on the internet platform, smart devices, and industry
EPON system.

•

Development of five specifications for trustworthy services for internet platforms,
interfaces for internet platforms, robots, and identification and resolution in industrial
applications.

Industry-specific Standardisation Efforts

Naturally, major Chinese enterprises maintain in-house standardisation groups to interpret existing
standards and influence the development of new ones.
Mobile operator China Unicom, for instance, operates a Smart Home Standardization United Group
(SSUG). In January 2018, the operator joined the Zigbee Alliance to drive the adoption of Zigbee in
Chinese IoT standards [25]. Currently all major Chinese operators including China Unicom are
focussing on deploying NB-IoT; following a decision of the MIIT in June 2017 to support NB-IoT for
all low-power, wide-area IoT services in the country [26]. Previously, IoT services had been provided
by network operators on the mainland through technologies such as LoRa, SigFox, 2.5G and 3G.
NB-IoT has been adopted by major European operators, as well while operators in the United States
mainly opted for LTE-M. Although NB-IoT is currently not part of the 5G technology, 3GPP has a
clear migration path to integrate NB-IoT features into 5G in the next two to three years.
Therefore, some analysts believe that China views NB-IoT as an element of its 5G technology and
deployment strategy and intends to be an early adopter in order to gain knowledge and experience,
with the objective to become a key IoT chipset and equipment supplier to the rest of the world, with
the possible exception of the US [27].
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3.7 Other SDO’s activities related to the IoT
3.7.1

IEC (International Electrotechnical Commission)

Founded in 1906, the International Electrotechnical Commission (IEC) is a not-for-profit, quasigovernmental organisation and one of three global sister organisations (IEC, ISO, ITU) that develop
International Standards for the world. The role of the IEC is to prepare and publish International
Standards for all electrical, electronic and related technologies.
Its members are National Committees who appoint experts and delegates coming from industry,
government bodies, associations and academia to participate in the technical and conformity
assessment work of the IEC.
The IEC is positioning itself to take a lead role in IoT standardisation. It published several white
papers setting out principles on IoT standardisation that the IEC wants to see universally adopted and
in which it proposes a role for itself coordinating and overseeing widespread collaboration on IoT
standardisation.
Work on IoT is predominantly conducted in JTC1, the ISO/IEC joint technical committee for IT
Standardisation. JTC1 started working on IoT by a Special Working Group (SWG5) in 2013 and
created an IoT Sub-Committee (SC41) in 2017.
SC41 serves as the focus and proponent for JTC1's standardisation programme on the IoT and related
technologies, including Sensor Networks and Wearables. It further provides guidance to JTC 1, IEC,
ISO and other entities developing IoT-related applications.
SC41 comprises three Working Groups (WGs), five Study Groups (SGs) , and one Advisory Group
(AG). So far, it has published eleven IoT standards, with nine more being in the works. The WGs
address the following topics:
WG 3 - IoT Architecture
•

Standardisation in the area of IoT vocabulary, architecture, and frameworks.

WG 4 - IoT Interoperability
•

Standardisation in the area of IoT interoperability, connectivity, conformance and testing.

WG 5 - IoT Applications
•

3.7.2

Standardisation in the area of IoT applications, Uses Cases, IoT platforms, middleware, tools
and implementation guidance.

IEEE (Institute of Electrical and Electronics Engineers)

IEEE-SA IoT Ecosystem Study
IEEE-SA engaged stakeholders in key regions of the world to create an IoT Ecosystem Study. The
study comprises three principal areas: Market, Technology, and Standards, along with an examination
of the role of academia and research and the importance of user acceptance. An executive summary of
the study is available.
IEEE P2413, Draft Standard for an Architectural Framework for the IoT Working Group
This draft standard defines an architectural framework for the Internet of Things (IoT), including
descriptions of various IoT domains, definitions of IoT domain abstractions, and identification of
commonalities between different IoT domains.
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4

IOT FORUMS AND RESEARCH INITIATIVES
4.1 EdgeX Foundry

The Linux Foundation-backed EdgeX Foundry is aimed to improve IoT security by standardising the
IoT edge computing model. At the heart of the project is an interoperability framework hosted within a
full hardware- and OS-agnostic reference software platform to enable an ecosystem of plug-and-play
components that unifies the marketplace and accelerates the deployment of IoT solutions.
EdgeX Foundry goals include:
•

Build and promote EdgeX as the common open platform unifying IoT edge computing

•

Enable and encourage the rapidly growing community of IoT solutions providers to create an
ecosystem of interoperable plug-and-play components around the EdgeX platform architecture

•

Certify EdgeX components to ensure interoperability and compatibility

•

Provide tools to quickly create EdgeX-based IoT edge solutions that can easily adapt to
changing business needs

•

Collaborate with relevant open source projects, standards groups, and industry alliances to
ensure consistency and interoperability across the IoT

4.2

OCF (Open Connectivity Foundation)

OCF is reportedly one of the biggest industrial connectivity standards organisations for IoT, with
currently more than 300 member companies.
OCF's mission is to:
•

Provide specifications, code and a certification program to enable manufacturers to bring OCF
Certified products to the market that can interoperate with current IoT devices and legacy
systems

•

Make the end user’s experience better by seamlessly bridging to other ecosystems within a
user’s smart home and ensure interoperability with OCF compliant devices

OCF's Specifications leverage existing industry standards and technologies, provide connection
mechanisms between devices and between devices and the cloud, and manage the flow of information
among devices, regardless of their form factors, operating systems, service providers or transports.
OCF provides:
•

A framework for secure interoperability for multiple OSs, platforms, modes of
communication, transports and use cases

•

OCF Bridging Specification for discovery and connectivity into other ecosystems

•

OCF Security Framework and identification mechanisms

•

Opportunity for innovation, product differentiation and faster time to market
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4.3

IoT Acceleration Consortium (ITAC)

ITAC, a collaborative framework for the government, industry and academia sectors in Japan, was
inaugurated in October 2015. The IoT Acceleration Consortium has been established in Japan with the
aim of creating an adequate environment for attracting investment in the future with the Internet of
Things (IoT) through public-private collaboration.
ITAC aims to combine the strengths of government, industry, and academia and build a structure for
developing and demonstrating technologies related to the promotion of IoT as well as creating and
facilitating new business models. The consortium promotes (1) the development, demonstration, and
standardisation for IoT-related technologies and (2) creation of various IoT-related project and
recommendations such as regulatory reform necessary to run those projects.

Figure 16: ITAC (Japan) organisational structure [Source: ITAC]

Concerning international collaboration in the field of IoT, ITAC concluded MOUs for IoT cooperation
with the Industrial Internet Consortium (IIC) and the OpenFog Consortium, both US entities, in
October 2016, with the National Association of Software Services Companies (NASSCOM) of India
in February 2017, and with the Alliance for IoT Innovation (AIOTI) of the EU in March 2017.
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4.4

Challenges to IOT standardisation

The Internet of Things, also referred to by some industry players as Internet of Everything (IoE), is the
entirety of devices that can somehow be networked and, as the term implies, be connected to the
Internet.
It encompasses a large variety of applications, use cases, services, current and future radio and
network technologies, network architectures, semantics, security requirements, and more. The
potentially enormous numbers of IoT devices and related services promise equally enormous profits
which is why minimising cost (for development, manufacturing, sales, maintenance, and support) is of
utmost importance. Establishing common standards for IoT is therefore in the interest of all market
participants. As outlined in Chapter 3, however, the standardisation landscape for IoT is extremely
fragmented.
IoT is bringing about numerous challenges standardisation will have to address, a few examples being:
•

Spectrum harmonisation,

•

Security and Privacy,

•

Virtualisation,

•

Semantic interoperability,

•

Domain-specific requirements,

•

Big Data, Analytics, Fog Computing.

While established SDOs usually require long lead times (process, consensus based, blocking situation,
influential role, and more), Industrial Alliances with a few partners are more efficient and quick to
define a go-to market strategy. At the same time, they are not always ‘open’, and IPR policy needs
specific attention. The sometime aggressive distribution of marketing messages before standards are
ready can be counterproductive, too. The potential societal and economic impact of the IoT can
provoke political interventions which may hamper international standardisation efforts.
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5
5.1

SUMMARY AND CONCLUSIONS
Global State of IoT Standardisation

Comprising tens of billions of devices that address very diverse applications and use cases and that are
based on a variety of hardware and software technologies, the Internet of Things is an extremely
complex structure.
Unlike 5G, which started from one application, i.e. mobile communications and which can build on a
global standardisation framework and process that has been refined for more than 15 years, the IoT has
no such common background. Consequently, the IoT standardisation ecosystem is much more
fragmented.
Alliances such as oneM2M and AIOTI were created to coordinate and channel IoT standardisation
activities based on the model of the 3GPP and the 5G PPP in the mobile communications world.
However, considering the variety of SDOs and committees active within and between the major
bodies oneM2M, ETSI, ITU-T, ITU-R, ISO/IEC, IEEE, and the large number of forums and IoT
research and promotion initiatives, considerable work in terms of coordination and harmonisation
remains to be done, with, security and privacy, semantic interoperability, and radio spectrum
allocations being prominent examples.
Being at the forefront of technological advances in areas related to the Future Internet, Europe and
China are playing particularly important roles in the global standardisation process. While both
regions are deeply involved in the global standardisation process through their participation in all
relevant SDOs and initiatives, the centralisation of power in China enables fast decisions for or against
a particular technology as well as effective implementation as seen in the case of NB-IoT. Unlike in
the past, China now appears to embrace global standards and influence their definition through active
participation of government and industry in relevant SDOs and initiatives.

5.2

The Way forward

The findings from this deliverable constitute the foundation for the second deliverable on this subject
(D3.2) which will include a comprehensive comparison of the IoT standardisation strategies in the EU
and China, investigate the role and impact of Large Scale Pilots for standardisation and identify the
focus areas in which harmonisation of IoT standards should be addressed. Those could be verticals of
common interest such as Smart Transportation, E-Health, Agriculture, and Industrial Automation.
It shall be noted here that the project, and specifically the creation of this deliverable, was affected by
various issues such as the delayed funding of the Chinese project, the different objectives of the EU
and Chinese partners (EU: Coordination and Support Action, China: R&D project), the language
barrier (many documents were available only in Chinese language and thus could not be considered
adequately), and cultural differences related to the collection and provision of information.
For the second deliverable a number of steps are being undertaken to establish the necessary high level
networks in China and Europe in order to improve the matchmaking process with large-scale pilot
projects in China. These steps include improving the communication between the European and
Chinese partners, consulting EC project officers involved in other EU-China cooperation projects,
liaising with these projects, and establishing contacts with companies involved in these projects.
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APPENDIX A
A.1 ITU-T SG20 Work Items on IoT
Work Item

Question

StudyPeriod

Platforms interoperability for smart cities

Q1/20

2017-2020

Framework and high-level requirements of smart cities and communities

Q/20

2017-2020

Framework and Service scenarios for Smartwork

Q1/20

2017-2020

Overview of city infrastructure

Q1/20

2017-2020

A Technical Framework of Integrated Sensing & Management for Smart
Sustainable Cities

Q1/20

2017-2020

The Integrated Sensor Web Resource Metadata for Smart Sustainable
Cities

Q1/20

2017-2020

Telecommunication systems as infrastructure in smart cities and
communities

Q1/20

2017-2020

Framework of Open Data in Smart Cities

Q1/20

2017-2020

An overview of smart cities and communities and the role of information
and communication technologies

Q1/20

2017-2020

Requirements for interoperability of smart and sustainable city platforms
based on a multi- layered model

Q1/20

2017-2020

Scenarios of Implementing Internet of Things in networks of developing
countries

Q2/20

2017-2020

IoT Use Cases

Q2/20

2017-2020

Common requirements and capabilities of a gateway for Internet of
Things applications

Q2/20

2017-2020

Accessibility requirements for the Internet of things applications and
services

Q2/20

2017-2020

Requirements and capability framework for IoT-based automotive
emergency response system

Q2/20

2017-2020

Requirements for accounting and charging capabilities of the Internet of
Things

Q2/20

2017-2020

Requirements for an IoT enabled network to support applications for
global processes of the earth

Q2/20

2017-2020

Framework of Cooperative Intelligent Transport Systems based on the
Internet of Things

Q2/20

2017-2020

Requirements and capabilities of network connectivity management in
the Internet of Things

Q2/20

2017-2020

Requirements and reference model of IoT applications for smart retail
stores

Q2/20

2017-2020

Requirements of things description in the Internet of Things

Q2/20

2017-2020

Requirements and capabilities of Internet of Things for support of
wearable devices and related services

Q2/20

2017-2020
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Requirements and capability framework of Smart Environmental
Monitoring

Q2/20

2017-2020

Overview of Smart Manufacturing in the context of Industrial Internet of
Things

Q2/20

2017-2020

Requirements of smart management of supply services in smart port

Q2/20

2017-2020

Requirements for deployment of smart services in Rural Communities

Q2/20

2017-2020

Requirements of transportation safety service including use cases and
service scenarios

Q2/20

2017-2020

Use cases of Wireless Power Transfer Application Service

Q2/20

2017-2020

IPv6 Potential for the Internet of Things and Smart Cities

Q3/20

2017-2020

Functional architecture of gateway for IoT applications

Q3/20

2017-2020

Requirements and functional architecture of Open IoT identity
correlation service

Q3/20

2017-2020

Reference architecture for IoT network service capability exposure

Q3/20

2017-2020

Reference architecture of accessing IoT resources for management and
control

Q3/20

2017-2020

Functional architecture of Service Discovery for Interworking between
Heterogeneous IoT Platforms

Q3/20

2017-2020

Framework of self-organisation network in the IoT environments

Q3/20

2017-2020

Reference Model of IPv6 Subnet Addressing Plan for Internet of Things
Deployment

Q3/20

2017-2020

Reference Model of Protocol Suite for IPV6 interoperable Internet of
Things Deployments

Q3/20

2017-2020

Architecture of the Internet of Things based on NGNe

Q3/20

2017-2020

Framework of delegation service for the IoT devices

Q4/20

2017-2020

Application model for energy services on multiple microgrids

Q4/20

2017-2020

Framework of blockchain of things as decentralised service platform

Q4/20

2017-2020

Service Functionalities of Self-quantification over Internet of things

Q4/20

2017-2020

Framework of IoT-based Smart Greenhouse

Q4/20

2017-2020

Postproduction service of Smart Farming on the network

Q4/20

2017-2020

Functional model for production service of Smart Farming

Q4/20

2017-2020

Requirements of Smart Residential Communities

Q4/20

2017-2020

Framework of Smart Evacuation during emergencies in Smart Cities and
Communities

Q4/20

2017-2020

Framework of the social device networking

Q4/20

2017-2020

Requirements and Reference Framework for Smart Parking Lots in smart
city

Q4/20

2017-2020

Requirements and Reference Framework for Smart Street Light

Q4/20

2017-2020

Reference Model for Smart Tourist Destinations: platform
interoperability and functionalities

Q4/20

2017-2020

Function description and metadata of Spatio-temporal Information

Q4/20

2017-2020
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Service for SSC
Architectural framework for providing transportation safety service

Q4/20

2017-2020

Service capability and architecture in web of objects enabled home
network

Q4/20

2017-2020

Artificial Intelligence and Internet of Things

Q5/20

2017-2020

Requirements and Functional Architecture of IoT-related Crowdsourced
Systems

Q5/20

2017-2020

Framework for Home Environment Profiles and Levels of IoT Systems

Q5/20

2017-2020

Vocabulary for Smart Cities and Communities

Q5/20

2017-2020

Information Management Digital Architecture to combat counterfeiting in
IoT

Q6/20

2017-2020

An Interoperability framework for IoT

Q6/20

2017-2020

Identity of IoT devices based on secure procedures and ensures privacy
and trust of IoT systems

Q6/20

2017-2020

Security capabilities supporting safety of the Internet of Things

Q6/20

2017-2020

Performance evaluation frameworks of e-health systems in the IoT

Q7/20

2017-2020

Open Data Indicator in smart cities

Q7/20

2017-2020
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