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EXECUTIVE SUMMARY
This report aims at describing European and Chinese policies related to Future Internet use cases and
applications. It is not limited to IoT and 5G, but considers all Internet-related policies in both regions.
In the first section, policy contexts are given for both Europe and China. It notes that both share, to
some extent, similarities with regards to policy frameworks. Indeed, Europe has a strong historical
background in terms of Internet policies (not only related to IoT and 5G) and is leading major policy
discussions. For example, Europe is watched by non-EU stakeholders for its GDPR regulation. On its
side, China enjoys a certain political stability which allows its governing body to pursue policy
initiatives in the long run.
Then, it explains that policies are playing an important role in shaping the Future Internet, and this is
especially true in an international context.
Section 2 is then dedicated to opportunities and challenges for potential co-operation between European
and Chinese stakeholders. It highlights that many obstacles are not specifically dedicated to IoT and 5G,
but are rather wider. It gives details on new Chinese policies such as The Cybersecurity Law (China’s
data protection regime) - the equivalent of Europe's GDPR, with at least 10 draft standards that deal
with both data flows and protection of personal information and The Personal Information Security
Specification (issued in December 2017), the most extensive document to date on the protection of
personal information, which is one of six systems under The Cybersecurity Law.
Cultural differences are another important barrier; European players are expected to show more interest
and spend more time to dialogue with Chinese authorities, helping them to understand their company's
role and impact in the Chinese economy, explain their business and activities.
In terms of opportunities, Clusters are an entry point to co-operation with China. In the second part of
Section 2 it is noted that selecting the right location to start a business in China has a decisive
importance, since it might impact the targeted ecosystem and potential local government support. China
has also rapidly established special economic zones, offering better infrastructure and services, and laws
and regulations that are more market-friendly. The strong vitality of Chinese incubators represents also
a good opportunity for EU stakeholders. The People's Republic of China has heavily supported the
economy by creating investment funds, providing subsidies and launching incubators with the objective
to offer better-paying jobs for the next generations, creating ideas and technologies.
The Republic of China supports startups mainly through access to very inexpensive (or even free)
infrastructures (acceleration programmes and co-working spaces) but these are only accessible to
domestically owned companies (i.e. there is no access for foreign companies).
On the research side, there are opportunities for joint projects, funded both by the European
Commission and Chinese research agencies (MoST, NSFC, …). To facilitate science and technology
co-operation, co-funding mechanisms have been developed to facilitate participation in Horizon 2020
(H2020) in some strategic areas including ICT. In March 2018, the MoST published a new call for
proposals under the EU-China co-funding Mechanism for Research and Innovation.1. This co-funding
mechanism is being implemented by both the EU and China from 2016 to 2020.
Section 3 summarises the policy recommendations and Section 4 concludes the document.

1

https://ec.europa.eu/research/iscp/index.cfm?pg=china
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1.

POLICY CONTEXT

1.1

Chinese context

China is, according to the United Nations2, a developing country (excluding Hong Kong and Taiwan).
There is, however, very fast economic growth in China which, in terms of GDP, makes the country the
second largest economy of the world.
After decades of fast growth, China is now able to invest heavily on Research, Development and
Innovation. As a consequence, Chinese research across all fields is thriving and has made significant
progress in recent years. Using the number of peer-reviewed scientific publication as an indicator, China
ranks number 1 worldwide in terms of the number of publications.
A direct consequence is that China is well positioned in domains which were previously dominated by
the United State of America or Europe. As an example, beyond the EXCITING thematics, in the field of
Space, in which privately-funded startups are changing China's Space industry, helping it become a
Space power. "2018 is shaping up to be the first year in which more rockets reach the Earth’s orbit from
China than from any other country," reports the MIT Technology Review3. This situation has been made
possible thanks to policies from the Chinese government, which decided in 2014 to allow private
investment in Space-related industry. This example clearly illustrates the impact that policies can have
on the competitiveness of a country.
In the worldwide context, and especially on the research side, the Chinese government has realised the
importance of globalisation and is willing to co-operate with other nations. More than 100 research
agreements exists and: “The Chinese government ...”, as said by M. Futao Chen, Embassy of the
People’s Republic of China to the United States, “… believes that innovation takes place when you
involve expertise, technology and investment from multiple places of the world …”, and that
“International co-operation is an open enterprise which facilitates innovation that takes place in different
places of the world”.

1.2

The role of policies

Policies are playing an important role in shaping the Future Internet, and this is especially true in an
international context. This statement has obvious justifications. For example, policies are needed to
ensure that a technology will not be used against people and will respect privacy and ethical principles,
providing services securely. Artificial Intelligence (AI) is a good example here as it raises many
concerns with regards to its potential usages. AI is already helping doctors diagnose cancers and
scientists understanding climate change, and has therefore ‘shown its potential for good’. However, “…
regulation and oversight are needed to stop the new technology being abused”, as said by Mariarosaria
Taddeo4, deputy director of the Digital Ethics Lab at Oxford University. An example of where
regulation is needed is when AI would take a decision, leading to a situation where a responsible would
have to be found – as could occur with an autonomous car taking the wrong decision, leading to an
accident. In such a situation, who would be responsible? The car manufacturer? The owner? The
software company which developed the autonomous driving system? The answer is not trivial but good
policies would help.

2

UN’s “World Economic Situation and Prospects 2018” report (https://www.un.org/development/desa/dpad/wpcontent/uploads/sites/45/publication/WESP2018_Full_Web-1.pdf)
3
https://www.technologyreview.com/s/612595/china-launched-more-rockets-into-orbit-in-2018-than-any-other-country/
4
http://science.sciencemag.org/content/361/6404/751
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Figure 1 - The role of policies (source: Ericsson)

Other examples might include Smart Cities, in which data is used to monitor traffic jams. To this extent,
huge amounts of information need to be collected. In China, Alibaba’s City Brain project, which started
out in the city of Hangzhou in Zhejiang province, aims at creating a cloud-based system where
information about a city and, consequently, everyone in it, is stored and used to control the city. This is
made possible by AI and Big Data. However, this has given rise to concerns about privacy and
surveillance; "The implications are huge", says Gemma Galdon Clavell, a social scientist working on
the ethics of technology. "There will be no oversight, or control, not only of stated uses but also future
uses”. She says the usefulness for citizens, in the way of improved services is: ”… not clear, but it is
clear it will be valuable for profiling and commercial activities”.5. This example shows an area where
international co-operation on policies is highly needed. Indeed, although such systems would not be
possible as such in Europe, “… in China, people have less concern about privacy, which allows us to
move faster”, Xian-Sheng Hua, who manages AI at Alibaba, said at the World Summit AI in 2017.
Such examples highlight the strong need for policies for Future Internet application and use cases.
The following sections will present ICT-wide policies, which set the foundation for IoT and 5G use
cases in all verticals. Later in the document, a specific focus will be placed on policies dedicated to IoT
and 5G.

1.3

Policies in Europe

1.3.1 Open Internet regulation
The Open Internet regulation is an EU regulation (Regulation (EU) 2015/2120) which grants, as
indicated on the EC website, end-users the directly applicable right to access and distribute the lawful
content and services of their choice via their Internet access service. It enshrines the principle of net
neutrality: Internet traffic shall be treated without discrimination, blocking, throttling or prioritisation.
At the same time, the EU net neutrality rules allow reasonable traffic management and, with the
necessary safeguards, “specialised services”; i.e. services which assure a specific quality level, required
for instance for connected cars or certain 5G applications.
In the EU, it is not up to Internet Service Providers (ISPs) to arbitrate the success or failure of the
services and content distributed. European Internet users are thus protected and can continue using the

5

https://www.wired.co.uk/article/alibaba-city-brain-artificial-intelligence-china-kuala-lumpur
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Internet as they are used to doing.

Figure 2 - Net neutrality in Europe

1.3.2 General Data Protection Regulation (GDPR)
European citizens have fundamental rights with regards to their personal data. The EU Charter of
Fundamental Rights stipulates that they have the right to protection of their personal data.
The data protection package adopted in May 2016 aims at making Europe fit for the digital age. More
than 90% of Europeans say they want the same data protection rights across the EU and regardless of
where their data is processed. The General Data Protection Regulation (GDPR) (Regulation (EU)
2016/6796) on the protection of natural persons regulates the processing of personal data and the free
movement of such data. The regulation is an essential step to strengthen individuals’ fundamental rights
in the digital age and facilitate business by clarifying rules for companies and public bodies in the
digital single market. A single law will also do away with the current fragmentation in different national
systems and unnecessary administrative burdens. The regulation entered into force on 24 May 2016 and
has applied since 25 May 2018.
However, and although this regulation aims at protecting citizens, it is seen by non-EU stakeholders as a
strong barrier to innovation. Gary Shapiro, organiser of the CES technology event in Las Vegas said (in
the context of a French event) that “… France has a lot of entrepreneurs, but it will miss most future
technological waves, because the European Union with the GDPR is extraordinarily focused on
defending the privacy of individuals”7.

1.3.3 IoT related policies
The EU is seeking to support innovation in the IoT domain by using public funding to adjust the balance
of research in the direction of open and easily accessible IoT platforms. One concrete expression of this
encouragement is the “IoT European Platform Initiative (IoT-EPI)8” which is aimed at building “a
vibrant and sustainable IoT ecosystem in Europe”. This platform will be linked to the inter-industry
Alliance for Internet of Things Innovation (AIOTI), which in turn builds on the work of the IoT
European Research Cluster (IERC)9 - a grouping of FP7 and national IoT projects and initiatives. It is
worth noting here that, thanks to EXCITING, a Memorandum of Understanding has been signed by

6

https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1532348683434&uri=CELEX:02016R0679-20160504
https://www.frenchweb.fr/protection-des-donnees-le-rgpd-va-couter-cher-a-leurope-selon-le-patron-du-ces-de-lasvegas/337408
8
http://iot-epi.eu/
9
http://www.internet-of-things-research.eu/
7
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AIOTI and the Chinese equivalent Alliance of Industrial Internet (AII) in November 2018, with the
objective to co-operate on IoT. The main objectives of this MoU are to promote co-operation in the
following activities:


Standardisation



Promotion of interoperability by harmonising reference architectures



Identification and exchange of good practices



Collaboration on projects implementing topics of joint interest (test beds)

The European Union also participates in international research and policy discussions in order to
advance the technology. International calls for joint proposals are foreseen under the Horizon 2020
programme.
International public-private collaboration is also progressing via the Industrial Internet Coalition10,
which is “a global, member-supported, organisation that promotes the accelerated growth of the
Industrial Internet of Things by coordinating ecosystem initiatives to securely connect, control and
integrate assets and systems of assets with people, processes and data using common architectures,
interoperability and open standards to deliver transformational business and societal outcomes across
industries and public infrastructure”.

1.4

Policies in China

An important number of policies exist in China for the ICT sector. This section will describe a few of
them, mainly those considered as being important for IoT and 5G and also with regards to Europe-China
co-operation on these technologies.

1.4.1 Internet+ and the IoT
The Internet Plus11 strategy aims at boosting the Chinese economy by diminishing its reliance on
manufacturing and export in favour of a knowledge-based economy driven by services and the tech
sector. To some extent, Internet Plus in China can be compared to the EU’s Digital Agenda for Europe.
The IoT is arguably one of the key drivers behind this transformation. This strategy puts a strong focus
on the Internet, and ICT at large, as the catalyst for innovation, structural reforms, and the new
industrial revolution
The initiative aims to incorporate the Internet and related information technology fields into
conventional industries, in order to enhance efficiency and secure growth. There are a number of pillars
which fall under the plan, including cloud computing, mobile Internet, big data and the IoT. In terms of
vertical markets, Factories of the Future, for example, falls under this category – most industries are not
yet extensively using ICT and will likely move directly to IoT, and more specifically the so-called
Industrial IoT (IIoT).
To achieve this strategy, multiple challenges have to be addressed and a strong support from the
Chinese government is needed. For example, although privacy and security policies exist, there are only
a few laws around the world that deal directly with the IoT regulation and implementation. Most laws
currently in place are only concerned with basic data protection and do not address any specific
challenges which may arise from an Internet of connected devices. In such a context, decision-makers in

10
11

http://www.iiconsortium.org/index.htm
https://www.innovationiseverywhere.com/internet-plus-chinas-official-strategy-for-the-uberisation-of-the-economy/
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both the public and private sectors should attach equal importance to formulating and implementing
innovative policy to ensure success.
Top concerns in need of consideration are the IoT interoperability, scalability and overall cost. All three
issues are interconnected and mutually dependent, requiring a unified strategic response in the form of a
best practices framework put forth by a competent legislative body. IoT interoperability is the backbone
of a growing ecosystem of interconnected devices. To achieve rapid expansion and minimise
unwarranted costs, it is crucial that a unified standard be applied to future devices and their software
interfaces. Having an array of proprietary systems and devices will impede on the future growth of the
IoT, limiting the economic benefits associated with an expansion of the sector.
AI, a field which has recently attracted attention from scholars, businesses and consumers, will assist in
securing IoT growth by converting the seemingly endless amount of data generated by the IoT into
useful pieces of information which can increase productivity and, in turn, boost the economy. AI is one
of the most important steps towards fully utilising the numerous capabilities of an IoT network of
devices. The demand for faster and more efficient methods of analysing IoT-generated data will
highlight the important relationship between the IoT and AI. Although seemingly different, the marriage
of these two sectors is crucial for the success of the IoT.
China is well positioned to overcome these challenges through targeted investment in established and
emerging technologies. High-speed 5G network infrastructure is currently being deployed in more than
100 cities around China. These next-generation networks can theoretically transmit data 20 times faster
than their 4G predecessors, with less than one-tenth of the latency. 5G networks also hold another
advantage over previous networks - massive capacity for simultaneously connected devices.
Although technological innovation and AI will inevitably resolve the majority of issues concerning
interoperability, scalability and cost, it is important to explore the current steps policymakers may take
to expedite the proliferation of IoT in industry, commerce and personal use. A proactive approach by
decision-makers will garner success only if implemented in a strategically balanced manner, as overregulation in the infancy of the IoT may lead to weary adoption and stifle its development.
Smart cities may be one of the main venues where the IoT could find application. An interconnected
ecosystem of infrastructure and services may boost efficiency, cut costs and ensure economic growth.
Commerce and industry also stand to benefit by the unbridled growth of the IoT. The interoperability
and scalability of IoT devices play a critical role in establishing this growth in all sectors. To achieve
this harmonious ecosystem of devices, a unified approach must be set in place. This approach must take
into account the need for IoT to grow through targeted strategic policy and coordination with related
fields such as the AI sector. A unified response by policymakers is the only way to secure the successful
integration of the IoT into business, academia and the private sector and guarantee its interoperability
and scalability while keeping costs relatively low.
Innovative Small- and Medium- Enterprises (SMEs) can significantly contribute to the technological
development of the IoT. By implementing future-proof practices and championing interoperability
within their sector, these businesses can do their part in ensuring job growth and future economic
development.
It is important to point out that technology is an ever-changing field which requires constant adaptation
and reassessment of practices. It is, therefore, necessary to promote continuously and engage in open
dialogue over the future of the IoT.

© EXCITING Consortium 2016-2018
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Today, government policies provide preferential tax breaks to IoT manufacturers, and the Special
Fund12 requires public entities to include an IoT initiative. To lead autonomous transportation and other
IoT solutions, China is proactively recruiting experts in AI, data science and other cutting-edge domains
from major technology companies in the United States and elsewhere.
Government is not the only driver of China's IoT ambitions. Many think of Chinese companies in the
context of how they compete in the rest of the world with Western technology providers. However, the
Chinese market itself is extremely dynamic and highly competitive, and not just among the major
players; packs of aggressive startups are pushing hard to unseat current leaders, especially around IoT
and AI. Today, IoT startup hubs are popping up across the country and Chinese entrepreneurs are taking
more risks. They no longer feel stigmatised if their venture fails. In fact, ‘rock star’ technologists who
launched their careers in Silicon Valley are moving back to China to pursue new opportunities. Now,
visitors to Shenzhen - the “hardware Silicon Valley” of China - will see a multitude of thriving IoT
companies with global aspirations13.
The Chinese are particularly well ranked in the race for AI leadership. The government has invested €13
billion since 2016 to boost this sector and last year drew up a plan for the future that was inspired by
that of the Americans. As a result, half of the global investments in this technology were made in 3
cities: Beijing, Shanghai and Canton.
China’s roadmap for Internet Plus
The first publicised step of the Internet Plus plan is a series of “… reforms of industries monopolised by
state-owned enterprises, restrictions of government intervention in the economy, lowering of the
threshold for new technology and emerging industries, and boosting of competition, by making the
market more transparent and fair”.
To this “guidance”, a package of €3.9 billion has been added to invest in startups and technologies
which can help move the plan forward, increasing even more the already huge R&D spending in
China, which is now bigger than the European Union - at €273 billion in 2014.

1.4.2 Manufacture 2025
In May 2015, China launched its Manufacture 2025 initiative, with the objective to develop nationwide
competencies in 10 critical sectors, including New Energy Vehicles, Rail Transport Equipment,
Automated Machine Tools and Robotics, and Power Equipment (which includes Solar and Wind
Technologies).
The selected sectors will all make use of IoT and/or 5G technologies, which is why Manufacture 2025 is
an important initiative to consider when looking at EU-China co-operation in those areas.
China has long been known to be a technology ‘copycat’, with Chinese technology giants Baidu,
Alibaba, and Tencent walking a tenuously similar path to those first mapped out by US technology
titans Google, eBay, and Facebook. However, the new plan crafted by China seeks to change not just
this perception of the country, but also the reality underneath it.
The initiative maps out strategies for not only fostering “indigenous innovation”, but also for forcing
foreign companies to divulge details of critical technologies in exchange for access to Chinese markets.

12

The Chinese government’s IoT Special fund is promoting IoT research and development, applications and services. Grants
are offered to self-funded projects, and loan subsidies support enterprises with bank-loan funding.
13
https://www.forbes.com/sites/forbestechcouncil/2018/03/05/what-we-can-learn-from-china-about-iot/
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After putting the emphasis of the package first on the research activities, widely developing the training
of engineers, encouraging their diaspora to return home and "sponsoring" their companies to buy
technological golden nuggets, the authorities accelerated the pace in 2015 with the Made in China 2025
plan. The objective is to accelerate the automation of factories and develop strategic sectors to wean
themselves off dependence on foreign technologies.
China has an extremely powerful industrial fabric, is dynamic and is endowed with considerable
financial capacities. Its web giants, BATX (Baidu, Alibaba, Tencent, Xiaomi), match their US Gafam
(Google, Apple, Facebook, Amazon, Microsoft) counterparts. By blocking some of the American
platforms at the border, it has allowed the emergence of local companies, able to invest massively in the
technologies of the future. Alibaba, for instance, initially an e-commerce platform, has expanded its
scope to payment, "new retail", logistics, cloud, smart cities and autonomous vehicles.14
The Huawei conglomerate also perfectly symbolises the incredible dynamism of Chinese companies.
With ZTE (China), Intel (USA) and Mitsubishi (Japan), it is one of the four companies that filed the
most patents last year. Not content to have established itself as the third largest seller of mobile phones,
this telecom champion has embarked on a race for innovation against Samsung and Apple. And they are
now also targeting Africa.
China is also teeming with startups and brings together nearly a third of unicorns (young companies
valued above US$1 billion) worldwide. One of them, SenseTime, specialised in AI for facial
recognition, has raised nearly US$600 million! The growth of these technological stars is extremely
rapid: according to a Boston Consulting Group report, Chinese startups would only need four years on
average to turn into unicorns, against seven in the United States. Local startups have funds that are out
of proportion to European funds.

1.4.3 Internet regulation, the “Golden Shield project”
It is well known that in China, the government strongly regulates the Internet and its contents.
Censorship programmes have been developed to block access to certain foreign websites and social
networks. Twitter and Facebook, for example, are not available from regular Internet access. Although
this is not a main issue for most Chinese people, as each foreign service has its Chinese equivalent, this
can be a blocking factor for companies wanting to operate business in China.
Internet censorship is implemented through the so-called Great Firewall (GFW) of China, operated
under the “Golden Shield Project” by the Bureau of Public Information and Network Security
Supervision.
As indicated on its Wikipedia page, it is a combination of legislative actions and technologies enforced
by the People’s Republic of China to regulate the Internet domestically. Its role in Internet censorship in
China is to block access to selected foreign websites and to slow down cross-border Internet traffic. The
effects includes: limiting access to foreign information sources, blocking foreign Internet tools (e.g.
Google search, Facebook, Twitter, etc.) and mobile apps and requiring foreign companies to adapt to
domestic regulations.
Besides censorship, the GFW has also influenced the development of China’s internal Internet economy
by nurturing domestic companies and reducing the effectiveness of products from foreign Internet
companies.

14

https://www.capital.fr/economie-politique/chine-son-incroyable-percee-dans-les-technologies-davenir-1294784
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Apart from being a massive surveillance and censoring system, the GFW is a form of trade
protectionism that has allowed China to grow its own Internet giants: Tencent, Alibaba, and Baidu.
China has its own version of many foreign web properties, for example: Youku Tudou/Bilibili
(YouTube), Sina Weibo (Twitter), Renren (Facebook), WeChat (WhatsApp), Ctrip (Orbitz and others),
Zhihu (Quora). With nearly one quarter of the global Internet population (700 million users), the
Internet behind the GFW can be considered a “parallel universe” to the Internet that exists outside.
From a user point of view, workarounds exist to access blocked websites, such as VPN or proxy servers.

1.4.4 Cybersecurity Law
Over the past two years, the focus has been to legalise content control and state access to private data.
More recently, in June 2018, a new Cybersecurity Law entered into force in China. Previously, the
Chinese government had focused its censorship strategy on maintaining the GFW, an infrastructure
restricting access to certain external sites, such as those of Google.
This Cybersecurity Law will be further analysed by the EXCITING project, but a few aspects can
already be highlighted at this stage:



In terms of data, the law requires all companies to store data collected in China onshore and
allows data surveillance by China’s security apparatus.
The law also asks foreign companies to offer IaaS (Infrastructure as a Service) in partnership
with Chinese enterprises. This is a major issue when it comes to IoT (for example), as it forces
companies to hold collected data in China (and do the processing in China as well).

1.4.5 Government involvement in companies
The Chinese government has taken 1% stake in Tencent, Sina Weibo, and Alibaba’s Youku Tudou,
which gives it the opportunity to appoint government officials to the companies’ boards15. The stake
also makes it easier to enforce the new Cybersecurity Law, for it allows easier state access to data from
these private entities.
With regards to public procurement, the government is one of the biggest clients for these large
technology firms, who are helping to build grand-scale public projects ranging from public
transportation, which intends to make life more convenient for the people, to a nation-wide surveillance
system.

1.4.6 Other policies
Many existing policies can be connected, to some extent, to the IoT and 5G. For example, the Internet
Content Provider (ICP) licence is a permit issued by the Chinese Ministry of Industry and Information
Technology (MIIT) to permit China-based websites to operate in China. The ICP licence numbers for
Chinese websites can often be found on the bottom of the website Homepage.

15

https://technode.com/2017/10/13/wsj-chinese-government-wants-to-enter-boards-of-chinese-tech-giants/
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2.

OPPORTUNITIES AND CHALLENGES

This section builds on top of outcomes from previous EXCITING activities and - complemented with
interviews - sets the background needed to establish recommendations. It presents opportunities,
challenges and obstacles which have been identified in the context of EU-China co-operation in the
fields of IoT and 5G; although having a wider scope than these two technologies alone is, in some cases,
needed. More details can be found in the deliverable D2.3 “Report on framework conditions in China”.

2.1

Challenges and obstacles

Figure 3 - Challenges and obstacles

The above figure shows the challenges and obstacles to be overcome in order to facilitate EU-China cooperation. It is here important to highlight that many obstacles are not specifically dedicated to IoT and
5G but are rather wider, but all IoT and 5G activities should take it into account.
For instance, the Chinese Public Private Partnerships models are quite limited to a public vision as,
in reality, 55% of the private companies are actually state-sponsored enterprises that fall under the
control of the Chinese Communist Party or government. State-Owned Enterprises (SOEs) have emerged
as the main partners for local governments thanks to low returns of around 5-8% that usually make these
projects unattractive to private firms. This represents a big difference from the European vision and
functioning of PPPs.
Chinese PPPs have long been accustomed to the traditional public procurement model, in which the
public sector takes control of every stage of a project, while the private sector hardly takes any
initiative16.

16

Nevertheless, there are some good PPPS actually functioning, the D2.3 gives some examples of Chinese PPP models, e.g.:
the Macao Smart City – Alibaba PPP Project, the Baidu-Ningbo and the Tencent - Jiaxing agreements on local smart city
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Regarding Public Procurement, China has a large Public Procurement market (approximately €240
billion in 2016) and has fostered a policy to increase ‘indigenous innovation’ (e.g. technologies, brands
and products) developed and owned by national companies in view of reducing dependency on foreign
technology, the ‘Buy Chinese’ clause17 (with the exception of goods not available in China or if 20%
cheaper abroad). Thus, its openness to foreign companies still faces barriers with laws, regulations and
policies favouring national goods and services. Also, China is not aligned with the World Trade
Organisation’s (WTO’s) General Procurement Agreement (GPA) and unexpected, frequent and
unwritten change of rules by local authorities make it difficult for foreign businesses to access Chinese
markets. However, a recent report from the WTO mentioned that Chinese authorities see the
government procurement process becoming more open with almost 85% of all government procurement
being through public tendering. In addition, there is an opportunity to be explored for above mentioned
goods that are not available in China or 20% cheaper (the ‘Buy Chinese’ clause exceptions).
The differences in the notion of Clusters can cause bias in any EU-China co-operation. Chinese
Clusters are usually agglomerations of companies limited to geographic areas, with an informal
organisation, but heavy involvement of local authorities (that can bring in the notion of domestic
preferences as mentioned above). EU Clusters, on the other hand, are more formal organisations based
on a joint strategy for their members that are mostly privately managed SMEs.
However, even though the visions of EU and Chinese Clusters may differ in certain ways, it is necessary
to emphasise that the involvement of Chinese local authorities has proved to be very useful in order to
provide the infrastructural conditions for establishing a Cluster, the guidelines and objectives to follow,
as well as being a mediator to attract businesses.
In order to do business in China, foreign organisations without residence, or a business office in
China, and wanting to file a patent are required to appoint a patent agent defined by SIPO (State
Intellectual Property Office) to act on their behalf and support their process. They also need to adapt in
regard to China's increasing number of legal IPR issues. For 5 years China has received the largest
number of patent applications in the world and the number of legal issues regarding IPR has grown
proportionally.
Although in 2011 the State Council suspended rules that linked the indigenous innovation policies to
public procurement at the local-level, the procurement catalogues continue to give preference to
organisations that have IPR, IP licences or trademarks in China.
The Cybersecurity Law (China’s data protection regime) is the equivalent of Europe's GDPR, with at
least 10 draft standards that deal with both data flows and protection of personal information.
The Personal Information Security Specification (issued in December 2017) is the most extensive
document to date on protection of personal information, which is one of 6 systems under the
Cybersecurity Law. These 6 systems together form a framework governing ICT in China. This Personal
Information Security Specification is part of the 4th system, called “personal information and important
data protection system”. But for important concepts such as consent, the drafters wanted to outline a
system that is unique to China and does not lend itself to a linear comparison with the EU, for instance.
There is a larger edifice around the Cybersecurity Law, such as the missing pieces of the Cybersecurity
Review Regime (CRR). The question of who will enforce compliance with the specifications and the
new draft law and issues like establishing an equivalent of a Chinese national data protection authority

projects, or the Alibaba branch Ant Financial who partnered with 352 cities in 25 provinces to facilitate government-backed
smart city projects.
17
Openness of public procurement markets in key third countries. European Union. 2017.
http://www.europarl.europa.eu/RegData/etudes/STUD/2017/603840/EXPO_STU(2017)603840_EN.pdf
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remain unclear. The process of developing the regime is likely to take at least two to three years to come
into better focus.
There are also specific restrictions and censorship that foreign businesses face when trying to
collaborate with China. For instance, it is prohibited for foreign companies, in the Shanghai Pilot Free
Trade Zone, to invest in Geodesy, Marine Mapping, Aerial Photography, Surveying and Mapping of
Administrative Boundaries, Topographic Maps, etc. Censorship has experienced an increasing growth
on strategic areas such as communication technology (e.g. in the 5G field), which on the other hand, are
usually highly prioritised development areas.
Cultural barriers are another important point. European partners are expected to show more interest
and spend more time to dialogue with Chinese authorities, helping them to understand their company's
role and impact in the Chinese economy, explain their business and activities. The EXCITING
deliverable D5.2 also mentions that, in the business field, managing Chinese engineers and developers is
a very specialised task and needs to be carefully studied, as their work practices and behaviours are very
different from European ones. In addition, Chinese professionals are less concerned about company
loyalty and excellence requirements. In general, they learn very quickly, but are not as rigorous as
European engineers. Building trust with partners and employees is key, but also ensuring business
execution.
We can add to the protectionist aspects that Chinese programmes are mostly only readable in
Chinese (which makes it hard for European companies, thus learning the Chinese language is a key
asset).
Also, in terms of culture, the return policy of overseas Chinese scientists (called the "Recruitment
Programme of Global Experts" or "Thousand Talents Programme") to compete with Western labs is a
real threat. Launched in 2008, the Thousand Talents Programme offers attractive salaries, startup
packages and tax incentives. In 2013 it attracted nearly 3,300 well-established academics and
entrepreneurs with experience from other countries to return to China where the Chinese government
helped them in setting up a lab that is intended to eclipse their Western competitors.

2.2

Opportunities

A large set of opportunities for co-operation has
nevertheless been identified, ranging from
Clusters to more technical issues, such as
spectrum frequency.
Despite the obstacles of practical organisation
mentioned above, Clusters are an entry point to
co-operation with China. There are a huge
number of Clusters dedicated to IoT, 5G and
“Future Internet” services in various Chinese
districts. Chinese Clusters policy includes within
the creation of 54 Science and Technology
Industrial Parks, some dedicated to new
generation mobile communications for instance
(Chengdu Hi-tech Zone, for example, is the
largest R&D Chinese centre for new generation
mobile communications, Shenzhen is dedicated
Figure 4 - Opportunities
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to telecommunications, etc.)
In early 2018, the Chinese Government announced plans for 5G networks and a secure quantum
communication backbone network. Three major city Clusters based in Pearl River, Yangtze River
delta areas, and Beijing-Tianjin-Hebei region will start building 5G networks. This is in line with
China’s 13th Five-Year Plan and the ‘Broadband China’ strategy. Also, the country has strategically
focused on four primary sectors including automotive and ICT. The EU and China have selected a
number of areas for joint interest and mutual benefit. In the ICT sector, Clusters in Dongguan that were
originally manufacturing-based have gradually been transformed into specialised Clusters in different
industry sub-sectors such as IoT, Big Data and Cloud services.
Thus, it is worth highlighting that choosing the right district/Cluster has a decisive importance since it
must relate to the targeted ecosystem and the associated local government support. As mentioned
previously, the involvement of local authorities has proved to be very useful in order to provide the
infrastructural conditions and for acting as a mediator to attract businesses.
China has also rapidly established Special Economic Zones (SEZs), offering better infrastructure and
services, and laws and regulations that are more market-friendly. These are mainly aimed at attracting
Foreign Direct Investment (FDI), enhancing trade efficiency of the domestic firms, knowledge of
international markets and export diversification. According to the World Bank, SEZs are defined as
geographically delimited areas with a single management or administration and a separate customs area
(often duty free), where streamlined business procedures are applied and where firms physically located
within the zone are eligible for certain benefits (better infrastructure and services, market-friendly laws
and regulations, etc.) SEZs usually operate in technology and capital-intensive sectors and enjoy greater
government support, more FDI, and stronger links to the global market. SEZs can also generate indirect
benefits such as upgrading the skills of the workforce and management, technology transfer, export
diversification that enhances the trade efficiency of the domestic firms, and knowledge of international
markets. EU organisations that settle in these areas can also benefit from the SEZs.
The strong vitality of Chinese incubators represents also a good opportunity for EU stakeholders. The
People's Republic of China has heavily supported the economy by creating investment funds, providing
subsidies and launching incubators with the objective to offer better-paying jobs to the next generations,
creating ideas and technologies.
In this extensive ecosystem there are top accelerators and incubators dedicated to the IT field in China,
such as Sinovation Ventures (incubator and VC in connected devices and IoT), HAXLR8R (IoT
Accelerator in Shenzhen), ReadWrite Labs ("the World’s Leading IoT Accelerator"). Among this boom
for entrepreneurship, we noticed a growing hunger for international collaboration, so far quite
concentrated on US collaborations, thus European collaboration efforts could be intensified.
However, although most Chinese incubators provide similar services, including free or low-priced
workspaces, training, and operation management, there seems to be a disparity between what incubators
offer and what startups really need.
The Republic of China supports startups mainly through access to very inexpensive (or even free)
infrastructures (acceleration programmes and co-working spaces) but only accessible to domestically
owned companies (i.e. there is no access for foreign companies). Some world-renowned incubators and
accelerators have also established offices in China (e.g. RocketSpace), providing capital and technical
support for startups in the country and are much more accessible to internationally owned ventures.
In such activities, it is important to highlight the role of the Chinese government which helps/supports
the technical development of IoT and 5G, through incentives and policies. Although the private sector
plays an important role in the research and development on that fields, it has mainly been the
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government’s push and investments that have led China to be a global leader in these domains (as well
as in many others). For instance, the 5G government policies have big impacts on IoT/5G
implementation and deployment.
And on the research side, there are opportunities for joint projects, funded both by the European
Commission and Chinese research agencies (MoST, NSFC, …).
Since the 70s the EU-China co-operation and support programmes resulted in an increasing number of
organisations entering the Chinese market. The MoST (Ministry of Science and Technology) cofunding mechanism now facilitates collaborations between the EU and China. The EU-China H2020
ICT-22 Call also fixed a common priority on 3.5Ghz and C-V2X, with eMBB and connected cars
based on common international standardisation.
In this context, the IMT-2020 (5G) Promotion Group was jointly established in February 2013 by
three ministries in China (the MIIT, the NDRC (National Development and Reform Commission) and
the MoST), based on the original IMT-Advanced Promotion Group. It is the major platform to promote
the research of 5G in China. Although the IMT-2020 (5G) Promotion Group is not directly defined as a
PPP, it is a partnership that includes China’s leading operators, vendors, universities, and research
institutes in the field of mobile communications. The China IMT-2020 (5G) Promotion Group signed an
MoU agreement with 5G PPP and there is an IMT-2020 working group inside the 5G PPP, facilitating
collaborations in this field. The 5G roadmap and timeframe are the same between China and EU which
facilitates co-operation in this field.
Currently, 16 Mega Projects have been established, 10 of which relate to civilian application and the
other six to civil-military integration. The State Administration of Science, Technology and Industry for
National Defence (SASTIND), and the Central Military Commission’s Equipment Development
Department are the managing authorities for the Military Mega Projects; the Civilian Mega Projects are
managed by MoST together with NDRC and MOF. Those mega projects are addressing major key
products, technologies and engineering of strategic importance for the country’s economy and industrial
competitiveness.
To facilitate science and technology co-operation, co-funding mechanisms have been developed to
facilitate participation in Horizon 2020 (H2020) in some strategic areas including ICT. The EU and
China have signed a number of agreements for scientific, research and innovation co-operation,
including the Science and Technology Agreement (under joint responsibility of RTD and the MoST,
constituting the formal framework for Science and Technology co-operation since its signing in
December 1998). In 2015 the MoST published a call for proposals for EU-China co-operation within
H2020 with a total budget of RMB200 million (€28.57 million) in 2016 from the Chinese side to
support mainland China-based research and innovation organisations participating in H2020 projects,
covering a variety of thematic areas, including ICT.
In March 2018, the MoST published a new call for proposals under the EU-China co-funding
Mechanism for Research and Innovation.18. This co-funding mechanism is being implemented by
both the EU and China from 2016 to 2020. It aims at supporting joint research activities and innovation
activities, and it is focused on key areas of common interest and mutual benefits, including: food,
agriculture, biotechnology, and green transport. While the co-funding mechanism is open to a wide
variety of areas, certain topics within the Horizon 2020 work programme specifically target cooperation with China.
European businesses willing to set up their activity in China can get support from the EU Project

18

https://ec.europa.eu/research/iscp/index.cfm?pg=china
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Innovation Center (EUPIC)19, an initiative established in Chengdu that aims to promote and support
business co-operation between the EU and Asia. The EUPIC promotes trade, investment and technical
co-operation between the both regions and also provides assistance to companies from Europe and
China to enter the Chinese and European market, respectively. Among the main EUPIC’s stakeholders
can be found the European Commission, the MoST, the Torch Centre, the Chengdu Municipal People’s
Government, the Management Committee of Chengdu Hi-tech Industrial Development Zone, and the
Sichuan Provincial People’s Government.
The CSTEC (China Science and Technology Exchange Centre) is an independent legal organisation,
also affiliated to the MoST, to facilitate co-operation between the research and industry communities in
China and other countries to drive the socio-economic development, promote China’s active role in the
global stage in this sector and foster good relations with these countries.
China's private investors also invest massively into technology companies (€47.3 billion in 2017)
mostly in the Artificial Intelligence and Automotive Technology sectors. Five of the top 10 largest VC
financing transactions worldwide in the fourth quarter of 2017 were Chinese. There are funds
specifically dedicated to TMT (Telecommunications, Media and Technology) and 5G, and machine
learning is also highly attractive to investors. Corporate Chinese investors have been investing into
EU companies and are willing to continue. For instance, Tencent, Alibaba and Didi, are investing into
startups (from China and worldwide). At the same time, the Chinese government limits foreign
investors in equity to less than 50% shares of a given company.
China also introduced significant changes in its IPR system, resulting in attracting foreign investment.
EU and China, being both members of WIPO and following several same international treaties, makes
the IPR system similar between both. With regard to IPR, patenting and licencing, foreign and EU
companies share much of the same scope of opportunities as Chinese organisations.
Progressively, the debate on the protection of personal data begins to rise in China. Unless data
protection in China is addressed quickly, European companies may have to review their activities in
China, in order to comply with their obligations under the new EU GDPR policy.
Also, the South China Morning Post reported recently that the nation now has an “Online Game Ethics
Committee” as a part of the government’s process for game (censorship) approvals. The Committee has
rejected 9 out of an initial batch of 20 titles it reviewed. The report neither revealed which government
department the Ethics Committee was directly under, nor identified the 20 games that the body
processed.
China Central Television, the state’s broadcaster, mentions that this Online Game Ethics Committee
was initially formed to address national concerns over Internet addiction, “unsuitable content” and
childhood myopia. China is a huge growth opportunity for foreign and domestic video game makers
(the market is estimated at US$38 billion), but the country’s control over what goes into them has
caused a variety of concerns as the market has opened up.
To facilitate the participation of European partners in Chinese programmes, a report issued in
January 2018 recommends researchers to participate at an individual level rather than at an institutional
level. The report also mentions that Chinese evaluators appreciate applicants that can display successful
personal participation in a previous project and extra sources of funding brought from external sources.
Also, local level programmes are more accessible than national level ones.
It could be relevant to focus collaboration efforts on technical interoperability and standardisation both
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in the IoT and the 5G domains. Beyond spectrum harmonisation, both EU and Chinese stakeholders will
be interested in co-operation on the key-enabling networking (e.g., SDN, NFV) and transmission (e.g.,
mmWave) technologies of 5G. Interoperability in NFV is one important area to be addressed.
There are also collaboration opportunities at the SME level. Interviews we made in the fall of 2018 have
highlighted that it seems easier to co-operate with SMEs (from SME to SME) rather than large
companies, but the biggest recommendation is to search why the Chinese company should co-operate
with the European one. What are their needs and interest in working with our European company? Why
is this a “must have” and not a “nice to have” for them?
What facilitates the collaboration is inter-personal relationship with researchers from a main specific
topic. And as the main barriers to collaboration are the culture, mindset, the language, and the difficulty
to access information. It is highly recommended to work with trusted Chinese partners and to be
prepared to spend time in China, in order to become familiar with the local work habits, gain trust,
understand the decision process in domestic companies (very hierarchical) save time and ensure success.
David Baverez, financier and specialist in China, based in Hong Kong since 2012, states: "Our
challenge in the 21st century is to create trust between Europe and Asia including of course China. We
need to create a lasting reciprocity and for that we need to make China recognise that it needs us as
much as we need them". He adds, "China has a huge economic problem, that is its productivity. It takes
4 to 5 Chinese to do the work of a French person". "This productivity, we have it, we have the knowhow", continues the specialist. "We have a playing card, but (…) the longer we wait, the more we will
no longer be in a position of strength to negotiate," adds the author of Paris-Pékin Express. The Chinese
are much less interested in Europe, (...) they are interested in India, Southeast Asia and Africa. They say
that their business model is very good for people who earn between US$500 and US$1,000 a month".20
To win Chinese markets, European companies need to review and adapt their usual working patterns.
Factories of the Future
As described earlier, the Internet Plus Chinese strategy aims at making a wide use of Internet-related
technologies to extend the knowledge economy and more importantly to deploy new technologies in all
industries. Among those industries, often referred as vertical sectors/markets, the Factories of the Future
(or Smart Industry) have a central role. Indeed, this sector is currently lagging behind in terms of new
technologies (less than 30% of large-scale Chinese factories have completed the digitalisation of their
production lines) and integrating IoT/IIoT concepts would increase the performance of this sector. In
this context, the Internet Plus strategy is associated to the “Made in China 2025” strategy to revamp the
sector. At the heart of both strategies is the use of advanced computing technology, the Internet and Big
Data analysis techniques to transform the industry.
While China has largely played catch-up with the industrial revolution and the Information Technology
revolution, it seems the government and industry is determined to play a leading role in the next round
of revolutionary change. China has shown early signs of success but it is still not clear to what extent
the country’s inadequate institutions and ever-tightening censorship regime will hold it back.
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3.

POLICY RECOMMENDATIONS

Figure 5 – Policy obstacles, opportunities and recommendations

Europe should consider adopting China’s successful IoT strategies, such as: Think globally, take action
locally and don’t be afraid to commit to revolutionary rather than evolutionary change. Start with
small successes and scale them to a larger platform. Don’t let the fear of failure keep you from
experimenting or taking risks. Be active in standards development - the Chinese are now embracing and
heavily investing in key international standards bodies rather than promoting China-specific standards.21
Pursue fruitful partnerships of all kinds (public-private, in and outside) to help co-develop and
massively scale your IoT solution, and take a cue from Chinese entrepreneurs who now exude the same
hunger, optimism and gung-ho work ethic (paywall) found in major global technology hubs.
The IoT industry's future hinges on horizontal, vertical and regional specialists working together
towards common goals. To excel on the global stage, it’s time to learn from their “overnight” successes.
Europe shall pursue coordination and harmonisation with China over the IoT Standardisation topic, but
also globally, we need to enlarge it on topics such as: security and privacy, semantic interoperability,
Identifiers for IoT, IoT Reference Architectures and radio spectrum allocations.
To further increase the level of harmonisation of standards between Europe and China an open and
transparent exchange of information through mutual participation in research and standardisation
activities would be beneficial.
Several key IoT challenges and gaps have been identified by the AIOTI and ETSI, that can be used to
progress the EU-China common views by co-operating and solving several of these key IoT challenges
and gaps.22
China tends to mainly work on collaboration with European countries at the country level. Also
European countries could individually prefer negotiating at the district level, as they could be found
more relevant in terms of topics but also in terms of openness to collaboration. On the other hand,
several experts recommend bilateral discussions at the European level to balance the weight.
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4.

CONCLUSIONS

China and Europe share, to some extent, similarities with regards to policy frameworks. Indeed, Europe
has a strong historical background in terms of policies (not only related to IoT and 5G) and is leading
major policy discussions. For example, Europe is watched by non-EU stakeholders for its GDPR
regulation.
On its side, China enjoys a certain political stability which allows its governing body to pursue
unbridled policy initiatives. This legislative efficiency is an obvious competitive advantage for China
over most of its international counterparts and could be used accordingly to stimulate the sustainable
growth of the IoT and 5G applications through appropriate policy measures in all vertical sectors.
When it comes to IoT and 5G, there is still much to do in terms of policy. At this early stage, policies
have mainly been developed around privacy and security. In such issues, next steps would be first to
create trust so users can access with no threat new applications. Then, next important steps would be to
create per-vertical policies – which at this stage do not exist.
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