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Executive Summary
The Internet of Things (IoT) is expected to comprise tens of billions of networked devices, highperformance networks, and powerful data processing facilities which will generate, transport, and
process huge amounts of data and thus enable new applications and services that will transform
industry and society.
The term “Internet of Things” was first conceptualised, coined, and published in September
1985 by Peter T. Lewis in a speech to the Congressional Black Caucus Foundation 15th Annual
Legislative Weekend in Washington, D.C. There was no widespread availability of Internet in those
days so the Internet didn’t archive it in some place and Peter Lewis was busy with his new start-up
endeavours and we lost track of an important speech that brought together the vision of IoT. Only a
few close friends and colleagues knew about the speech.
The current story is that the term was coined by Kevin Ashton and originated at the Auto-ID center
at MIT around 1999. Kevin Ashton confirmed in his speech at the Future Internet summit in 2010 in
Luxembourg that RFID was not yet connected to the Internet but the vision is to drive the Internet
for Things to use in the future the new Internet Protocol version 6 (IPv6) to reach true Things to
Things paradigm. http://fis2011.uni.lu/
The term “IoT” didn’t really enter the conversation until the ITU’s IoT report in 2005. It took
another 5-6 years before the forecasts of 50 billion connected devices started appearing and, of
course, the majority of the growth was attributed to IoT. Regardless of the forecasts, IoT is a
thriving ecosystem and the future opportunities and its relevance in transforming industries has
never been more important.
The Internet Engineering Task Force (IETF) has been defining new Internet Protocols to cater for IoT,
such as 6LoWPAN, CoAP, 6TiSCH1 (IPv6 based Edge, or Fog, Computing Protocol).
The ETSI IPv6 Industry Specification Group, chaired by UL, has developed a detailed
recommendation on how to use IPv6 for IoT at the Internet Layer.
Addressing very diverse applications and use cases and utilising a variety of hardware and software
technologies, the Internet of Things is an extremely complex structure.
Unlike 5G, which started from one application, i.e. mobile communications and which can build on a
global standardisation framework and process that has been refined for more than 15 years, the IoT has
no such common background. Consequently, the IoT standardisation ecosystem is much more
fragmented.
However, the oneM2M standardisation effort, created to coordinate and channel IoT standardisation
activities based on the model of 3GPP2, has the support of the same SDOs (ARIB, ATIS, CCSA,
ETSI, TSDSI, TTA, TTC)3 that coordinate 3GPP with the objectives to develop technical
specifications which address the need for a common M2M Service Layer that can be readily embedded
1

6TiSCH (IPv6 over TimeSlotted Channel Hopping (TiSCH) mode of IEEE 802.15.4e)

2

3rd Generation Partnership Project (3GPP)

3

ARIB (Association of Radio Industries and Businesses, Japan), ATIS (Alliance for Telecommunications
Industry Solutions, USA), CCSA (China Communications Standards Association), ETSI, (European
Telecommunications Standards Institute), TSDSI (Telecommunications Standards Development Society, India),
TTA (Telecommunications Technology Association, Korea), TTC (Telecommunication Technology Committee,
Japan)
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within various hardware and software, and relied upon to connect the myriad of devices in the field
with M2M application servers worldwide. A critical objective of oneM2M is to attract and actively
involve organisations from M2M-related business domains such as: telematics and intelligent
transportation, healthcare, utilities, industrial automation, smart homes, etc.
The European Commission has initiated the AIOTI to coordinate and channel IoT standardisation
activities based on the model of the 5G-PPP in the mobile communications world.
Being at the forefront of technological advances in areas related to the Future Internet, Europe and
China are playing particularly important roles in the global standardisation process.
While both regions are deeply involved in the global standardisation process through their
participation in all relevant SDOs and initiatives, the centralisation of power in China enables fast
decisions for or against a technology as well as effective implementation, with NB-IoT being a
prominent example. In what appears to be a departure from the past strategy of defining distinctively
local standards, China now embraces global standards and influences their definition through active
participation of government and industry in relevant SDOs and initiatives.
The author has initiated and chaired the ETSI IPv6 Industry Specification Group (ISG) since 2016 to
define IoT and 6TiSCH specifications and recommendations on how to deploy end-to-end IoT
focusing on “Things-to-Things” and edge IoT infrastructure which have been published in 2018 and
are attached in Annex I and Annex II.
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1
1.1

INTRODUCTION
Motivation

The number of Internet Connected devices might cross the incredible total of 50 billion by 2020.
The connectivity fabric of IP (Internet Protocol) is used to enable more and more efficient context
exchange with a broader range of devices and things. Thus, results the Internet of Things.
Projected to increase device counts by orders of magnitude over the next few decades, IoT's impact
cannot be overstated. Already enabling a rich set of new capabilities in Smart Cities, Smart Grid,
Smart Buildings, and Smart Manufacturing, IoT stands to transform virtually every part of modern life
that automation or visibility may improve.

Figure 1: IoT growth (source: Cisco)
In the European Union (EU), the IoT is widely recognised as the next step of disruptive digital
innovation, and likewise in China where the Internet of Things has become an important carrier for
strategic information industries and integrated innovation.
A thorough documentation on the IoT international co-operation between the EU and China on IoT
development in both regions and future co-operation avenues has been provided in [EU-China-IoTwhite-paper]. The EXCITING project builds upon the conclusions derived in [EU-China-IoT-whitepaper].
In acknowledgment of the technological and commercial capabilities and potential of China the
European Union aims to promote political and industrial co-operation between the regions. To make
full use of the knowledge base and advantages of both regions, the EU-China IoT Advisory Group,
established in 2011, defined several joint activities including the carrying out of twinning activities
between IoT Large Scale Pilots (LSPs) and Mega-projects on IoT key technologies, and the definition
and implementation of IoT architectures, test beds and platforms, and semantic and technical
interoperability. Connected and Automated Vehicles, e-Health, Smart Cities, Smart Agriculture, and
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Industrial IoT were identified as specific co-operation areas4.
The latest Mckinsey Global Institute reports shows that the potential economic impact of IoT by 2025
will be quite massive in the area of low estimate of $3.9 Trillion to high estimate of $11.1 Trillion.
The main user areas will be the factories, the smart cities, public safety and health, autonomous cars
and trucks and retail environments.

Figure 2: Potential economic impact of IoT in 2025

1.2

Objectives of this deliverable

This document summarises the findings of Phase 2 of Task 3.1, which aims to identify global
standardisation opportunities for IoT, with a focus on Europe and China.
In this deliverable, we review and compare the general and IoT-specific standardisation strategies in
the EU and China and identify the focus areas in which harmonisation of IoT standards should be
addressed.

4

https://ec.europa.eu/digital-single-market/en/news/eu-china-joint-white-paper-internet-things
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2

STANDARDISATION ESSENTIALS

2.1

Objectives of Standardisation

Standardisation is the process of implementing and developing technical standards based on the
consensus of different parties that include vendors, MNOs/ISPs, users, interest groups, standards
developing organisations (SDOs) and governments [1].
Technical standards are formal documents that establish uniform engineering or technical criteria,
methods, processes and practices developed through an accredited consensus process [2].
Standards should be:


Developed based on guiding principles of openness, balance, consensus, and due process.



Established in order to meet technical, safety, regulatory, societal and market needs.



Catalysts for technological innovation and global market competition.

2.2

Categories of Standards

There are three broad categories of standards-setting entities: single companies, formal SDOs and
forums or consortia. The type of entity responsible for a standard usually has implications for the
status of that standard, particularly regarding its degree of openness. Table 1 provides a general
overview of the different types of standards-setting entities and the nature of their standards [3].

Table 1: Different standards-setting entities and their resulting standards [3]

2.2.1

Standards developed by single companies

Standards developed by a single company are also known as ‘proprietary specifications’. The
company retains full control over the specifications and their future evolution, typically not allowing
others to participate, or setting the rules by which others can participate but keeping the final say. Such
specifications, to their developers, have the benefit that they can be developed, published and taken to
market faster than their conference-based counterparts (which allow input from many competing
interests), and they may be optimised to serve the specific interests of the firm developing them. If a
proprietary specification comes into widespread use (assuming the owner has allowed this to happen
by granting licences to intellectual property), it can translate into a strong source of revenue or provide
other benefits. It is important to note that these ‘proprietary specifications’ are not the same as
collaboratively-developed standards, and the owner of any related patents is not subject to the specific
licensing constraints (such as ‘RAND’, which will be discussed later).
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Since standardisation is essentially a voluntary activity, any company (or group of companies) can
develop its own specification or standard.
When these publically available specifications or standards become very successful in terms of market
acceptance (or adoption), they may be referred to as ‘de-facto standards’. Growth in popularity as a
measure of determining whether a technique or technology has become a de-facto standard is a
significant element of informal standardisation, as opposed to more formal standardisation processes
whereby standards are approved or declared by designated entities.
The company that developed a specification will decide whether it wants to promote and facilitate
others’ adopting it or, alternatively, ‘keep the standard to itself’. A company will choose the first
scenario if it believes it stands to benefit from sharing the specification with others, because it wants to
create a wider, more attractive market and platform for all companies, itself included, or because it
wants to encourage the development of complementary devices, software, service or content.

2.2.2

Standards developed by SDOs

Underlining the importance of an open, accessible standards-setting system, many national authorities
have established and/or formally recognised certain national or international standards bodies. Such
organisations are generally known as formal SDOs. National SDOs are usually membership-driven
bodies that bring together standardisation experts – often from competing companies and from
governments, academia and civil society – to develop standards in response to priorities determined by
public- or private-sector members. Some regional or global SDOs permit direct participation from
private-sector entities by granting them membership, while others facilitate indirect private-sector
participation via national SDOs (usually “the national body most representative of standardisation in
its country”). In the latter case, SDOs delegate to National Committees the role of representing the
interests of all national stakeholders, including entities in the private sector.
SDOs establish rules governing rights to participate in the standards-development process, consensusbased procedures for decision-making, the open availability of standards’ specifications, and often also
policies on patents’ interaction with standards. Standards are finalised through an approval process
conducted by the membership, the secretariat or a combination of the two, most often through a
consensus-based approach.
Important international SDOs are the International Organisation for Standardisation (ISO), which
covers almost all technical areas; the International Electrotechnical Commission (IEC), which focuses
on electrical, electronic and related technologies, and the International Telecommunication Union
(ITU), which focuses on ICT.
ITU, ISO and IEC collaborate under the banner of the World Standards Co-operation (WSC) to ensure
the efficient coordination of their international standardisation work. ITU also works to harmonise
national and regional standards, and here the Global Standards Collaboration (GSC) is the mechanism
giving direction to the global coordination of standards development by assembling key international,
regional and national standards bodies in the telecom and radiocommunication fields.

2.2.3

Standards developed by forums and consortia or quasi-formal SDOs

Forums, consortia and other informal industry associations (considered similar for the purposes of this
publication) are especially prevalent in the ICT industry. They are often established in the belief that
informal co-operation among a smaller group of like-minded organisations can more quickly achieve
an outcome satisfying all participants. Among other functions they carry out in the service of
members’ common interests, sector-specific industry associations respond to demands from member
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companies to develop technical standards. As such, these organisations lie somewhere between single
companies that develop standards and formal SDOs. Some organisations are established specifically to
develop a single standard, while others are designed to have a long lifespan or serve a wider
technology area.
There are a large number of active standardisation consortia across the world, some national or
regional in scope, some global. The live inventory of standards-setting entities maintained by Andrew
Updegrove [4] currently includes over 1000 organisations developing, promoting or supporting ICT
standards, of which the lion’s share can be characterised as consortia.
Consortia differ in their degree of exclusivity. Some are open to everyone interested in participating in
the standards-development process, satisfying many, if not all, of the ‘open standards’ criteria listed in
[3]. An example is the Organisation for the Advancement of Structured Information Standards
(OASIS). Other types of consortia are more exclusive, restricting participation or access to standards
to invitees only, holding closed meetings or only accepting members who meet certain criteria. There
are some very large, successful standards bodies that fall into the ‘consortium’ category. These bodies
are similar to formal SDOs in most respects other than not being formally recognised by national
authorities, and could hence be termed ‘quasi-formal SDOs’. These organisations include the Internet
Engineering Task Force (IETF), responsible for the Internet Protocol suite (TCP/IP), and the World
Wide Web Consortium (W3C), the source of the standards underlying the Web.

2.3

Benefits and Disadvantages of Standards

The economic impact of standards has been widely researched, and the potential benefits of standards
are undisputed. Common and open standards ensure the interoperability of systems, devices,
applications, and services, foster innovation, and lower market entry barriers. Effective interoperability
guarantees that connected devices such as cars, phones, appliances and industrial equipment can
communicate seamlessly with each other, regardless of manufacturer, operating system, or other
technical components.

Benefits of standards:


Safety and reliability – Adherence to standards helps ensure safety, reliability and
environmental care. As a result, users perceive standardised products and services as more
dependable – this in turn raises user confidence, increasing sales and the take-up of new
technologies.



Support of government policies and legislation – Standards are frequently referenced by
regulators and legislators for protecting user and business interests, and to support government
policies. Standards play a central role in the European Union's policy for a Single Market.



Interoperability – the ability of devices to work together relies on products and services
complying with standards.



Business benefits – standardisation provides a solid foundation upon which to develop new
technologies and to enhance existing practices. Specifically standards:
o

Open market access

o

Provide economies of scale

o

Encourage innovation

o

Increase awareness of technical developments and initiatives
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Consumer choice - standards provide the foundation for new features and options, thus contributing
to the enhancement of our daily lives. Mass production based on standards provides a greater variety
of accessible products to consumers.
Standards serve the public interest in a variety of ways, and several scholars have worked on
quantifying the economic impact of standards, a task made very challenging by the multifaceted nature
of standards’ effects on production, trade and technological progress. It is also important to realise that
standards can have undesirable ‘side effects’.
In [3], the ITU-T identifies a number of potential disadvantages of standards, namely:


Transfer of power to standardisation participants



Market protection and obstruction of market access



Reluctance to adopt new or improved standards



Loss of variety

Table 2 provides a brief overview of standards’ possible advantages and disadvantages (from [3]).

Table 2: Overview of possible advantages and disadvantages of standards [3]

2.4

Standards, Patents, and IPR

Standardised technologies such as LTE, Wi-Fi, NFC, RFID or Bluetooth will strongly contribute to
the next technological revolution of the Internet of Things. In this regard, Standard Essential Patents
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(SEPs) [5] are increasingly the subject of lively debates among market observers, policy makers and
regulatory institutions.
The share of declared SEPs from Chinese companies has been increasing over time, especially in the
telecommunications sector.
Computer technology standards concentrate on US SEPs declared by US patent owners, and audiovisual technologies concentrate on Japanese and US SEPs declared by US and Japanese patent owners.
SEPs in basic communication technologies concentrate on European patent offices and all the five IP
offices (IP5), i.e. the European Patent Office (EPO), the Japan Patent Office (JPO), the Korean
Intellectual Property Office (KIPO), the State Intellectual Property Office of the People's Republic of
China (SIPO), and the United States Patent and Trademark Office (USPTO).
Digital communication is subject to SEPs originally filed in European offices but declared by patent
owners from Europe, the US, and the large Asian players.
The analysis on the trade of declared SEPs shows a clear pattern of patent transfers from European and
US incumbent telecommunication companies to new entrants in the US (Internet), Asia
(telecommunication) but also to so called NPEs (non-producing entities).

2.5

Objectives of Standards Harmonisation

Until the early 2000s, it was a commonly held view that block-harmonised standards encourage
international trade and that country-specific standards are barriers to trade [6]. The rationale was that
complying with multiple standards would slow down product development, complicate the
manufacturing process, and result in redundant testing which would lead to higher cost for
manufacturers and higher prices for customers, which would in turn restrict market adoption. This
theory was eventually refuted [6].
Portugal-Perez et al. [6] studied the effect on trade of European standards that are internationally
harmonised against those that are not. They found that internationally harmonised EU standards
expand EU imports of electronic products. Conversely, European standards that are not aligned with
international norms have a lower effect on EU imports, or even a negative one. Developing countries
in East Asia are the major exporters of electronic products to the EU and, thus, are major beneficiaries
of international harmonisation of standards.
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3

APPROACHES TO STANDARDISATION

In this chapter, we present the major SDOs that were identified in Deliverable D3.1 and review their
standardisation strategies, with a focus on the standards development and dissemination processes, the
level of openness and transparency, and the handling of intellectual property rights.

3.1

Europe

ICT standardisation is a cornerstone of the Digital Single Market Strategy adopted by the European
Commission (EC) to strengthen Europe’s productivity and competitiveness in the global digital
economy. IoT and 5G Communications are two of the five key ICT standardisation priorities that have
been identified by the European Commission [7].
In Europe, standards result from voluntary co-operation between industry, academia, public authorities
and other interested parties. There is no government intervention in standard setting. In the view of the
Commission, it is also not, and should not be, an antitrust agency’s role to interfere with the nature of
the standard-setting process unless there are competition concerns, such as issues of collusion and
exclusion by anti-competitive coordination or IPR related abuses. The role of the competition
authorities in the latter is not to impose a specific IPR policy on standards bodies, but to indicate
which elements may or may not be problematic [8].
There are three different categories of standard:


International standard: A standard adopted by an international standardisation organisation



European standard: A standard adopted by a European standardisation body



National standard: A standard adopted by a national standardisation body and made available
to the public

3.1.1

Main Standards Bodies

The European Standardisation System (ESS) comprises three European Standards Organisations
(ESOs), namely the European Committee for Standardisation (CEN), the European Committee for
Electrotechnical Standardisation (CENELEC), and the European Telecommunications Standards
Institute (ETSI).
ETSI is responsible for standardisation in the domain of Information and Communication
Technologies (ICT), CENELEC for electrotechnical standardisation, and CEN for all other technical
areas.
All three organisation have agreements among themselves as well as with their international
counterparts (CEN with ISO, CENELEC with IEC, and ETSI with ITU-T) to ensure alignment
between respective standardisation activities.
As the development of European Standards for 5G is under the responsibility of ETSI, we will focus
on this body’s role, strategy, and activities in this document.
3.1.1.1

European Telecommunication Standards Institute (ETSI)

Although ETSI is a regional standards organisation with a traditional focus on Europe, it encourages
global adoption of its standards where appropriate, and many ETSI standards are used worldwide.
Being one of the principal members of oneM2M, its more than 25 Technical Committees (TCs) and
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Working Groups (WGs) contribute to the definition of global IoT standards.
About 20% of ETSI’s 847 members have no established operations in Europe, and many of the other
80% are headquartered outside Europe.

International co-operation
ETSI co-operates with other SDOs, including CCSA, within the framework of the Global Standards
Collaboration (GSC). The GSC brings together the world’s leading telecommunications and radio
standards organisations to share information in several important technical areas. Its aim is to promote
global standards collaboration in these areas of common interest by enhancing co-operation,
facilitating the exchange of information on standards development, building synergies, and reducing
duplication. GSC is not a standards development organisation and therefore does not develop
standards
3.1.1.2

Mapping of SDOs and initiatives vs. verticals/application areas.

The following graph shows the complexity of the many players and stakeholders defining their own
standards with different groups within the same organisations and probably not harmonising and
aligning with each other. The consequences will show up in the interop testings with impact on the
market and users that cannot find real certifiably homogenous standards making it easier for the users
to just plug-and-play.

Figure 3: IoT SDOs landscape
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3.1.1.3

oneM2M Standardisation

oneM2M brings together several major ICT Standards Developing Organisations (SDOs) around the
world, namely ARIB, ATIS, CCSA, ETSI, TIA, TSDSI, TTA and TTC. These SDOs, referred to as
Partners Type 1, share the common objective of developing common standards for the Internet of
Things Service Layer across different industry segments. Partners Type 1, have made a great effort to
achieve a much-needed convergence in the IoT standards landscape through ceasing developing own
IoT standards. Instead, they contribute in promoting the oneM2M effort through publication of
oneM2M specifications as own standards, de-facto ensuring a global and institutional reach for
oneM2M.
In addition to these SDOs, several fora and industry alliances working on IoT related topics joined
oneM2M where they play an important contributing role in shaping oneM2M specifications and
ensuring a coordinated approach. Referred to as Partners Type 2, their list includes the Broadband
Forum, Global Platform, etc.
Currently there are 200 active members in oneM2M. All share the vision of specifying an IoT Service
Layer, a layer that sits between applications and networks and expose functions needed by IoT
applications across different industry segments. As opposed to proprietary approaches, oneM2M
specifications development is open and contribution driven, meaning the industry at large can
influence the direction of the specifications, therefore market deployments.

Figure 4: oneM2M Partnership Project organisation structure
Open and contribution driven approach to set standards
As opposed to proprietary approaches, oneM2M specifications development is open and contribution
driven, meaning the members can influence the direction of the specifications. In addition, oneM2M
maintains a list of liaisons with other fora and standards initiatives, to ensure complementary
approaches.
To seek efficiency and expedite time to market for oneM2M specifications, the work is being handled
by different working groups who actually develop the output specifications. The Technical Plenary
coordinates between the working groups, oversees the progress and manages the work program. The
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list of working groups is as follows: Requirements, Architecture, Protocols, Security, Management
Abstraction and Semantics, Testing.
Interoperability testing for shorter time to market
oneM2M believe in running code and interoperable products. 2 plugtests are organised every year
where engineers get together and test their products against each other and in accordance to test
specifications. Regular interoperability testing events are a real asset.
As these events are always held in the week prior to a Technical Plenary meeting, they allow
immediate feedback to the oneM2M working groups where the issues discovered can be addressed
very quickly.
This is a key element to the stability of the oneM2M platform.
Members of oneM2M keep the specifications and open source aligned
Despite not chartered to build open source, the role of open source in the ICT industry cannot be
underestimated in helping market uptake and fostering a developers community. Members of
oneM2M have driven open source implementations according to oneM2M specifications in several
established open source initiatives such as OCEAN, Linux Foundation, Eclipse Foundation. In
addition, ATIS and its members developed a lightweight oneM2M client targeted for device quick
prototyping and deployments.

A use case driven approach to IoT standards
Use cases are a recognised way to express real world scenarios. Once properly described, they are
used to derive requirements for the IoT service layer. It’s however important to realise that IoT is
about use case proliferation, therefore the specifications should be built to address the need of multiple
use cases including the ones we did not even think of at the time of the specification. To achieve this
endeavour, use cases are used to derive service requirements which in turn drive guidelines (referred
to as Technical Reports in Figure 5) and interoperability specifications (referred to as Technical
Specifications in Figure 5).

Figure 5: A use case driven approach to set market driven specifications
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oneM2M’s Horizontal architecture
Figure 6 provides the oneM2M layered architecture approach. Since day one, oneM2M considered IoT
as a largely distributed system where application level processing could happen at the device, the
gateway, the edge or the central cloud level. Taking into account this market fact, the architecture
looks the same for device, gateway or cloud deployments of oneM2M. As depicted in Figure 6, the
Service Layer is the glue between the network and applications. It value is in offloading applications
from handling aspects such as protocol conversion, different network types, data collection, security,
device management, etc. With oneM2M applications can access all those functions from the oneM2M
Service Layer, helping therefore the application developers focus predominantly on the application
business logic, de-facto the use case implementation.

Figure 6: oneM2M layered architecture
The oneM2M Release 2 set of specifications can be found at this link:
http://www.onem2m.org/technical/partner-transpositions
They are also endorsed as ITU-T Y.4500.X series: https://www.itu.int/rec/T-REC-Y/en

3.1.2

IoT-related standardisation activities

In analogy to the 5G-PPP, the Alliance for Internet of Things Innovation (AIOTI) was initiated by the
European Commission in 2015 because of European and global IoT technology and market
developments. AIOTI is a member-led organisation that brings together a wide range of stakeholders,
such as end users, SMEs, IoT vertical and horizontal industries, and Research that seek to contribute to
IoT leadership in Europe. Currently, AIOTI has 21 founding members and more than 190 members
from industry and academia.
The aims of AIOTI are to focus on:


Strengthening the integration across the digital value chain.



Developing sustainable innovative European IoT ecosystems in the global context.



Stimulate and provide a forum for co-operation between EU, Member states and globally on
IoT innovation activities.



Promote global co-operation and collaboration in area of IoT.

There are 13 working groups plus a Blockchain workstream, focusing on 9 vertical IoT application
domains and a further 4 horizontal working groups addressing topics that are relevant for all the
vertical IoT application domains: WG01 IoT research, WG02 Innovation Ecosystems, WG03 IoT
Standardisation and WG04 Policy, see Figure 7.
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Figure 7: AIOTI Working Groups Structure (source: AIOTI)
AIOTI’s WG03 (IoT Standardisation) specifically identifies and, where appropriate, makes
recommendations to address existing IoT standards, analyses gaps in standardisation, and develops
strategies and use cases aiming to:


Create and maintain IoT Standards Developing Organisation (SDO), Alliance and Open
Source Software (OSS) landscapes,



Consolidate architectural frameworks, reference architectures, and architectural styles in the
IoT space,



Lay the foundations for (semantic) interoperability, IoT relation and impact on 5G, identifiers
in IoT, security, safety and for privacy (identification/ personal data protection) of the
stakeholders in the IoT space.

AIOTI WG03 published several reports that can be retrieved via https://aioti.eu/aioti-wg03-reports-oniot-standards/.
AIOTI WG03 does not develop standards. Rather, it proposes recommendations that are drafted
through a consensus-driven process. In particular, an important objective of AIOTI WG03 is to engage
the IoT community in disseminating and promoting the outcomes and steering emerging standards. To
achieve this, WG3 employs the engagement model, that involves:


Collecting input from different stakeholders to analyse the IoT landscape. Such stakeholders
include: Companies, Working Groups of AIOTI, SDOs, Alliances/fora, organisations working
on Open Source, partnerships and research (Large Scale Pilots and other testbeds and
demonstrators), regulators and policy makers.



Performing an analysis to identify gaps in IoT standardisation.



Working on these gaps in different WG03 subgroups/tasks-forces and drafting guidelines,
recommendations and/or position papers.



Disseminating the documents to wider community of stakeholders, and engaging them in
discussions, particularly the SDOs that are responsible for addressing the IoT standardisation
gaps previously identified.
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3.1.3

IPR Strategy and Status

Over 70% of worldwide SEPs are declared at ETSI (European Telecommunication Standards
Institute), underlining the importance of the European market. However, for key technologies in
Europe, companies in Asia and the USA hold more SEPs and younger patent portfolios than European
companies. European firms Nokia, Ericsson and Siemens file a large amount of SEPs, but American
and Asian companies such as Qualcomm, InterDigital, Samsung, Huawei, Google and LG also file
heavily in Europe [9].

3.2

China

3.2.1

Main Standards Bodies

3.2.1.1
General Administration of Quality Supervision, Inspection and Quarantine
of P.R.C. (AQSIQ)
AQSIQ [10] is a ministerial administrative organ directly under the State Council of the People's
Republic of China in charge of national quality, metrology, entry-exit commodity inspection, entryexit health quarantine, entry-exit animal and plant quarantine, import-export food safety, certification
and accreditation, standardisation, as well as administrative law-enforcement.
AQSIQ undertakes to administrate the Certification and Accreditation Administration of the P.R.
China (CNCA) and the Standardisation Administration of the P.R. China (SAC) [11]. Both authorised
by the State Council CNCA is a vice-ministerial-level department, exercising the administrative
responsibilities by undertaking unified management, supervision and overall coordination of
certification and accreditation activities across the country, and SAC, which is also a vice-ministeriallevel department, performs nationwide administrative responsibilities and carries out unified
management for standardisation across the country.
3.2.1.2

Standardisation Administration of the P.R.C. (SAC)

The SAC was established in April 2001 and authorised by the State Council to exercise administrative
responsibilities by undertaking unified management, supervision and overall coordination of
standardisation works in China.
The SAC represents China before the International Organisation for Standardisation (ISO), the
International Electrotechnical Commission (IEC) and other international and regional standardisation
organisations. The SAC is responsible for organising the activities of Chinese National Committees
for ISO and IEC.
Furthermore, the SAC approves and organises the implementation of international co-operation and
exchanging projects on standardisation.
3.2.1.3

China Communications Standards Association (CCSA)

CCSA is a non-profit organisation and the main working platform for the development of ICT industry
and national standards in China. It incorporates operators, internet service providers, manufacturers,
standardisation R&D institutes, universities, societies, and other stakeholders. CCSA is organised with
the approval of MIIT and registered with the Ministry of Civil Affairs.
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Figure 8: Relationship between CCSA, SAC, and MIIT [12]
TC485: National Technical Committee 485 on Communication of SAC
TC543: National Technical Committee 543 on Communication Service of SAC
TC-ITS: National Technical Committee 268 on Intelligent Transport Systems of SAC
GB: National standard

YD: Industry Standard

YDB: CCSA Standard

Furthermore, CCSA encourages its members to actively participate and dominate the development of
international standards, and to promote domestic advanced technology standards to be adopted as
international standards [12]. CCSA interfaces to the ITU via the MIIT and to ISO and IEC through the
SAC (Figure 9).

Figure 9: Relationship between CCSA and other SDOs [12]
In the first Quarter of 2018, MIIT published its latest sectoral standards development plan. About 100
communication standards projects will be launched in various technical areas, including Cloud
Computing, IoT, Mobile Internet, Network Management, Intelligent Terminals, Interconnection,
Information Security, Access Networks, Internet of Vehicles (IoV), Artificial Intelligence (AI), and
Radio Spectrum. These standards which will be managed by CCSA are expected to reach ‘Draft’ stage
within 2 years.
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3.2.2

Reform of the Standardisation system

A major overhaul of China’s standardisation organisation was approved in March 2018. The former
national standardisation competent authority, the Standardisation Administration of China (SAC), and
the former national certification competent authority, the Certification and Accreditation
Administration of the People's Republic of China (CNCA), will be merged into the newly established
State Administration for Market Regulation (SAMR) and continue their functions in standardisation
and certification areas under the new organisational architecture [13]. The SAMR will also absorb the
functions of three formerly separate authorities that had been in charge of enforcing China’s
competition laws [14].
On 16th March 2018, MIIT published a policy document to guide the development of standardisation
for the communication industry [13]. It lists the following main objectives:


Develop or revise approximately 1’800 standards.



Promote the “Association Standards Application Pilot Projects” in 10 key fields.



Enhance the adoption rate of international standards in key areas by 5%, and ensure the
adoption rate of international standards in key areas to exceed 90% by 2020.



Encourage Chinese organisations and enterprises to develop more than 100 international
standards.

Furthermore, five tasks were assigned to all MIIT standards units:
1. Improve the technical standard system in current and emerging areas, including intelligent
manufacturing and green manufacturing, artificial intelligence, industrial internet, connected
car, big data, cloud computing, and information technology services.
2. Strengthen the implementation of national and sectoral standard projects.
3. Foster advanced association standards, which encompasses the promotion of the “Association
Standards Application Pilot Projects”.
4. Facilitate the Chinese standards to “go global”, and in particular to:
o

Carry out comparison and analyses between Chinese standards and international
standards,

o

Enhance Chinese standards’ consistency with international standards,

o

Participate in the development of international standards in key areas,

o

Strengthen co-operation with international standardisation organisations,

o

Raise the level of internationalisation of Chinese standards.

5. Enhance the standardisation system and organisation, through the definition or revision of
procedures and requirements for the development of mandatory national standards for
communication and other technologies.
o

Precedence must be given to international standards.

o

Strive to a coherent collection of standards.

o

Involvement of all relevant stakeholders in the standardisation process needs to be
ensured.

o

Transparent guidelines for non-Chinese companies are essential.

o

Copyrights of ISO, IEC and European standards need to be preserved.
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The draft for the revision of the Chinese standardisation law is rather imprecise on possible impacts it
may have on non-Chinese companies. Even though the aim of the reform was to harmonise the
Chinese standardisation landscape, several governmental levels and administration bodies are still to
be involved in the process, which could induce a new complexity. The draft e.g. intends that standards
in the fields of pharmaceuticals, health care, aerospace, underground engineering and environmental
protection will be administrated by the respective ministries rather than by the national standardisation
body.

3.2.3

IPR Strategy and Status

The latest listing shows a 16.6% year-on-year growth in the number of patents filed by Chinese
companies in Europe. The total number of patents filed by enterprises from all nations grew by 3.9%.
Fu Xiaolan, director of the technology and management center for development at the University of
Oxford, said the growth in the number of patents being filed in Europe by Chinese companies reflects
their "innovation, growing appreciation of the importance of IP protection, and preparation for further
internationalisation".
"China is becoming increasingly an innovation leader, as opposed to just playing the role of catching
up with other advanced economies," Fu said.
Overall, China ranked fifth among nations, for the number of patents filed with the EPO in 2017,
behind the United States, Germany, Japan, and France.
Innovation is at the heart of China's 13th Five-Year Plan (2016-20) and Beijing has set the target of
becoming an "innovation nation" by 2020, an international leader in innovation by 2030, and a world
powerhouse in scientific and technological innovation by 2050.
To better protect companies' intellectual property, China has established intellectual property rights
courts nationwide, investigated 1.3 million cases, and pressed charges against almost 100,000 violators
during the past five years [16].
In the United States, the situation is somewhat different. Although the number of patents received by
Chinese entities grew by a factor of 10 between 2008 and 2017 (and by 28% from 2016 to 2017)
China’s overall share of the more than 320.000 patents issued by the U.S. Patent and Trademark
Office in 2017 was a mere 3.5% [17].
While China’s shares of IPRs for 3G and 4G technology were insignificant, the situation has changed
considerably with 5G. In 2017, China held an estimated share of 13.1% of IPRs for 5G Radio Access,
9% of IPRs for 5G Core Networking, and 8% of IPRs for 5G Modulation resulting in an overall share
of 9.8% [18].

3.2.4

IoT-related standardisation activities

In the past, the global standardisation process was sometimes hampered by national solo efforts,
typically to protect a certain market or gain dominance, which resulted in products never reaching
economies of scale, or making it to the market at all. To improve this situation, it was recognised that
harmonisation of standards between different SDOs was a useful thing to attempt.
These days, however, Chinese companies and institutions are trying to influence the development of
global standards by actively participating in and contributing to the work of the major SDOs.
For this purpose, China scaled up its participation in international standards-setting bodies such as
oneM2M which aims to provide a common platform for communication service providers to ensure
that IoT devices can be interconnected worldwide.
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A research group for IoT and smart cities has been set up under ITU-T SG20, to promote the
standardisation of IoT end-to-end architecture and interoperability mechanisms for applications and
data sets adopted by different vertical industry sectors.
China has also actively promoted the establishment of ISO/IEC JTC1Working Group for Sensor
Networks under the International Standardisation Working Group, to promote various communication
technology standards for sensor networks.
On the national level, China initially established a multi-tier collaborative working mechanism for the
standardisation of IoT. Since 2010, NDRC, China's National Standardisation Committee and related
authorities have successively established the National IoT Standards Promotion Group, the National
IoT Basic Standards Working Group, and the IoT Industrial Standards Application Working Groups.


China National Information Technology Standardisation Network (NITS)



Standardisation Working Group on Sensor Networks (SWGSN)

A number of industry alliances are contributing to IoT standardisation in China. The most prominent
ones are the Alliance of Industrial Internet (AII), the IoT Connectivity Alliance (ICA), and the Mobile
Internet of Things Alliance (MIoT).
The CCSA comprises ten Technical Committees (TCs) and six Special Task Groups. IoT-related
standardisation work is conducted in five TCs and one ST, with TC10 being the leading group.
3 out of 73 members of TC10 are European, and 1 out of 43 members of ST8 (Industrial Internet).
AII: About 30 out of 400 members are foreign.
ICA: 11 WGs (5 active, 6 in preparation)

3.2.5
3.2.5.1

Related Industrial Programs and Initiatives
Made in China 2025

Launched in 2015, the Made in China 2025 strategy aims to guide the country’s industrial
modernisation, including the substitution of foreign technology with innovation developed on the
mainland. The strategy covers the following ten sectors:
1. Next-generation information technology, including cybersecurity.
2. High-end numerical control tools and robotics, which provide China with greater
manufacturing efficiency as labour costs rise.
3. Aerospace equipment, which shows China’s determination to be a world leader in outer space
exploration.
4. Ocean engineering equipment and hi-tech ships, signifying maritime security implications of
China’s territorial claims in the South China Sea and the East China Sea.
5. Advanced railway equipment, which shows how advanced China’s high-speed railway
systems have become.
6. Energy-saving and new energy vehicles, which highlights China’s goal to replace traditional
petrol vehicles with those that use alternative fuel.
7. Power equipment, which are part of China’s implementation of clean power.
8. Agricultural machinery, which represents China’s advances in producing large tractors and

© EXCITING Consortium 2016-2018

Page 31 of 102

D3.2: Harmonisation of Standards for IoT Technologies, version 1.0

high-performance combines.
9. New materials, which include materials like graphene and nano materials.
10. Biomedicine and high-performance medical devices, which includes China’s development of
advanced chemicals and medical equipment.
To further implement China Manufacturing 2025 (CM2025) and the Next Generation Artificial
Intelligence Development Plan the MIIT issued the Three-Year Action Plan for Promoting the
Development of Next Generation Artificial Intelligence Industry (2018-2020) on December 14, 2017,
focusing on the integration of artificial intelligence and manufacturing. MIIT aims to implement phase
one of the Plan through the three-year action plan. The action plan lays out an implementation plan
and goals for four areas by 2020.
1. The first key initiative, AI key product developments, covers innovative products and services
in industry, healthcare, transportation, agriculture, finance, logistics, education and culture.
ICV is first key product included in the plan. The plan supports the R&D of critical
technologies for intelligent computing platform architecture for vehicles, semiconductors for
ICV, autonomous driving operating systems, and intelligent algorithms for vehicles. By 2020,
the goal is to build a reliable, safe, real-time intelligent platform for ICV and develop related
standards to support high availability (HA) level.
2. The second key initiative focuses on intelligent sensors and neural network semiconductors.
The plan supports the development of high-precision, low-cost sensors, R&D for compact and
reliability design, precision manufacturing, integrated development tools, embedded
algorithms, etc. It also supports the R&D and application of intelligent sensors designed based
on new needs, new materials, new techniques, and new theories and the R&D of new
intelligent sensors based on MEMS and CMOS. Neural network semiconductors are another
key area mentioned in the plan.
3. The third key initiative is on the development of smart manufacturing, in particular, key
technical equipment and new manufacturing models incorporated with AI.
4. The fourth initiative is to build a comprehensive AI support system, including setting up an
industry training data pool, covering industry, healthcare, finance, transportation, etc. The plan
also points out the need to build an AI industry standards system, encouraging industry leaders
to participate in international standards work. At the same time, the plan calls for building an
AI product assessment system and an AI patents and IPR protection platform. In order to
ensure the fast development of AI, the plan contains goals for the development and
deployment of 5G, industrial internet, Internet of Vehicles.
3.2.5.2

China Standards 2035

On March 1, the Chinese Academy of Engineering (CAE) held the kick-off meeting of China
Standards 2035, a project initiated by AQSIQ and the SAC [19].
China Standards 2035 includes one comprehensive research project on the status and objectives of
China’s standardisation strategy, and three specific research projects addressing
1. the Chinese standardisation system, methods and evaluation,
2. the development of high-quality standards, and
3. the harmonisation of civilian and military standards.
The CAE aims to complete the project by the end of January 2020, when a conclusive report with
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suggestions for implementing the new standardisation strategy is to be submitted to the Central
Committee of the Communist Party (CPC) and the State Council of China [20].
3.2.5.3

China Indigenous Innovation Policy (CIIP)

As of 2006, the Chinese government had been pursuing an “indigenous innovation” policy that aims to
meet certain technology goals by 2020 and 2050, eventually leading to Chinese dominance of
technologies that were typically the domain of companies from Japan, South Korea and the United
States. This “grand blueprint of science and technology development” became known as The National
Medium- and Long-Term Plan for the Development of Science and Technology (MLP), and it
identified key areas of technology, engineering and science that the Chinese government wanted to
support.
The MLP’s definition of “indigenous innovation” was “to enhance original innovation through coinnovation and re-innovation based on the assimilation of imported technologies” which was widely
interpreted as a siphoning of foreign intellectual property.
In 2011, China announced a significant retreat from this policy in the respect that “indigenous
innovation” was decoupled from government procurement requirements [23]. Although evolved, the
key areas, technologies, and programs identified in the MLP [24] still constitute essential elements of
China’s current plans. This is particularly true in the domain of microelectronics where China is
making massive investments in semiconductor research and chip startup development [25].
3.2.5.4

One Belt One Road (OBOR)

China 5G national standards are promoted to OBOR partners.
“China will promote application and implementation of its national standards including 5G and smart
city in the countries along the Belt and Road routes, according to an action plan recently released by
the Standardisation Administration of China (SAC). By 2020, China will constantly enhance
compatibility of its standards with the international standards and standards of other countries” [9]
Within the framework of the Belt & Road Initiative (BRI), SAC has reached out to several European
standardisation bodies in order to propose Mutual Recognition Agreements (MRA). These bilateral
initiatives, however, are foiling international co-operation in the field of standardisation since they are
only viable when common international standards are not implemented by all countries.
Focusing on pushing national and regional standards will distort the global market in the long run,
holds the risk of unnecessary transaction costs and build up international trade barriers [6].

3.3

China’s European Investment Strategy

The economic priorities of China also become apparent from the analysis of its European investment
strategy. During 2010 to 2015, the distribution of Chinese investment was greatly concentrated in four
sectors: Manufacturing, energy, real estate, and logistics / transportation (see Figure 10). Remarkably,
the share of the energy sector dropped significantly in 2015 while that of logistics / transportation
increased.
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Chinese investment in the European Union.
Sector distribution (2015)

Cumulative Chinese investment in the European Union.
Sector distribution (2010-2015)

Figures indicate % of Total

Figure 10: Chinese investment in the European Union by Sector [26]
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4

EU-CHINA HARMONISATION OF IOT STANDARDS

Acknowledging the need for global standards and building on the experience from 3G and 4G
standardisation, the global wireless communications community collaborates within 3GPP to define
the 5G standard.
Seven major standards developing organisations (SDOs) from Europe, Asia, and North America are
associated with the project. There exists a variety of committees, task and working groups active
within and between the major standardisation and regulatory bodies 3GPP, BBF, ETSI, IEEE, ITU-T,
ITU-R, CEPT, and, in addition to this, a large number of forums and 5G research and promotion
initiatives.
While both the EU and China have their dedicated 5G research initiatives and promotion groups as
well as deployment plans and technology roadmaps they appear to adopt the same concept of a unified
5G core standard, a set of clearly defined KPIs plus a number of key technologies for connectivity.
Through the collaboration of both regions’ standardisation bodies in 3GPP, the exchange between
their major 5G technology initiatives, and the global orientation of their major communication
equipment manufacturers a considerable degree of harmonisation is already being achieved.

4.1

Pre-requisites for Harmonisation



Mutually beneficial (“reciprocity”)



Fair access to standardisation
companies/organisations



Fair market access

4.2

bodies

and

standards

documents

for

foreign

Europe IoT priorities

The following focus areas were identified in the European Commission communication on ICT
Standardisation Priorities for the Digital Single Market [7].


eHealth



Smart Transport



Smart Energy



Advanced Manufacturing

4.3

China IoT priorities



Smart manufacturing / Industrial Internet



Smart cities



IoV



Cybersecurity

On June 7th 2018, the MIIT released the Industrial Internet Development Action Plan (2018-2020) and
a 2018 work plan for action items with details on stakeholders and a timeline. The Plan is to further
integrate the digital and real economy, as well as support China's goal of becoming a manufacturing
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powerhouse and a cyber power [27].
The three key stakeholders for Intelligent Connected Vehicles (ICV) are the MIIT, MPS and MOT
[28].

4.4

Analysis

4.4.1

EU and China IoT Needs and Requirements

In Europe, a number of gaps in - and challenges for - IoT standardisation have been identified (Table
3).
Domain

Gaps

IoTArchitecture



Connectivity




Integration/
Interoperability




Multiplicity of IoT HLAs, platforms and discovery
mechanisms
Fragmentation of the standardisation landscape
Large number of heterogeneous & competing communications
and networking technologies
Global-level standards (international vs. regional level)
Fragmentation due to competitive platforms and standards

Device/Sensor
Technology




Quality assurance and certification
Device modularity

Service and
applications



Data interoperability: lack of easy translation mechanisms
between different specific models. Need of a global and
neutral data model. Seamless inter-working between data
systems
Interoperable processing rules: lack of definition for advanced
analysis and processing of sensor events and data to interpret
the sensor data in an identical manner across heterogeneous
platforms
APIs to support application portability among
devices/terminals
Specific solutions at Service Layer to enable communications
between the platforms (e.g., plugins to oneM2M platform)
Usability
Applications tailored to individual needs: evolution, flexibility
of the components
Harmonised Identification
Interoperability between IoT HLAs, platforms and discovery
mechanisms
Privacy and security issues can be a blocking factor for user’s
acceptance and prevent large scale deployments. Security and
privacy are addressed on an isolated basis for part of the
applications
Lack of highly secure and trusted environments
Liability for data privacy
Safety





Applications
Management






Security /
Privacy

Deployment
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Regulation
Business




Deployment tools
Regulations for frequency harmonisation and usage




Collaboration between vertical domains, silo-ed applications
Lack of a reference for business cases and value chain model
to guide choices for deployment
Lack of knowledge about potentialities of IoT among decision
makers, users
Green Technologies
Ethics. Transparency and choice for citizens
Not everything should be smart


Societal





Table 3: European Key IoT challenges and gaps, based on [29] and AIOTI findings

4.4.2

IoT spectrum allocation

Figure 11: Candidate Spectrum for NB-IoT (FDD) in China [30]

4.4.3

Barriers to harmonisation

As outlined before, reciprocity is a pre-requisite for mutually beneficial harmonisation of standards. A
lack of reciprocity is therefore a major barrier to harmonisation.
It is commonly known that reciprocity between Europe and China, or rather the lack of it, is a major
concern for European industry.
Demands of the European Chamber of Commerce in China (EUCCC) [31]:
•

Ensure openness and transparency in the standardisation process.

•

Allow full and equal membership rights for foreign enterprises (FIEs and WFOEs) in all ICTrelated SDOs in China, including social organisations and industry alliances.

•

Allow FIE participation in high-level expert groups and other research initiatives.

•

Ensure specific technologies are not unfairly mandated through local standards or other
technical requirements.

•

Make all mandatory national standards available to the public in a timely fashion.

•

Optimise the alignment of Chinese standards with international standards, instead of striving
for acceptance of Chinese standards by other countries.
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•

Streamline the product certification process.

Many TCs and working groups claim that a WFOE legally registered in China cannot be a full
member but only an observer, and in the worst-case scenario they do not accept WFOEs as any type of
member. In many cases, WFOEs are admitted only as observers that have no voting rights, with some
TCs even requiring wholly-owned foreign enterprises (WFOEs) to pay double or triple the full
membership fees only for observer status.
In 2016 and 2017, progress has been made in FIE gaining access to certain SDOs. The China
Communications Standardisation Association (CCSA) revised its articles of association, enabling FIEs
to become full members, with the National Information Security Standardisation Technical Committee
(TC260) taking in FIEs as well.
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5

CONCLUSIONS

It is essential to drive the global IoT standards using the oneM2M in a similar way like 3GPP,
especially since 4G and 5G will be the preferred connectivity platform building on the experience
from 3G and 4G standardisation. The global IoT community should collaborate also within the 3rd
Generation Partnership Project (3GPP) to define 4G/5G - IoT standards.
While both the EU and China have their dedicated IoT research initiatives and promotion groups, as
well as deployment plans and technology roadmap, it will be crucial to adopt the same concept of
unified IoT core standards, a set of clearly defined KPIs plus a number of key technologies for
connectivity. Through the collaboration of both regions’ standardisation bodies in oneM2M, the
exchange between their major IoT technology initiatives, and the global orientation of their major
communication equipment manufacturers a considerable degree of harmonisation can be achieved.
Harmonisation of standards developed by different SDOs has therefore become less of an issue;
instead, harmonisation must be achieved within the standardisation process.
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6
6.1
6.1.1

ANNEX I: IPV6-BASED INTERNET OF THINGS
Introduction
The IoT in 2020: 50 Billion connected devices

The number of Internet Connected devices will cross the incredible total of 50 billion by 2020.
The connectivity fabric of IP is used to enable more and more efficient context exchange with a
broader range of devices and things; thus results the Internet of Things.
Projected to increase device counts by orders of magnitude over the next few decades, IoT's impact
cannot be overstated. Already enabling a rich set of new capabilities in Smart Cities, Smart Grid,
Smart Buildings, and Smart Manufacturing, IoT stands to transform virtually every part of modern life
that automation or visibility may improve.

Figure 12: IoT growth (source: Cisco)

6.1.2

IoT connectivity: Wired and Wireless

No matter the precise forecast, the sheer tsunami of devices coming online in the next months, years,
and decades ensures that the future is not exclusively, or even significantly, wired.
Wireless with its adaptability and ease will inevitably dominate the IoT landscape. Exactly which
wireless technology or technologies will be used remains relatively unclear, as many new technologies
are still emerging, while others are still early in the standards process.
The challenges IPv6 poses to high bandwidth wireless networks are well-known. However, low
bandwidth links, like LPWAN (Low Power Wide Area Network), do require optimisation and broadly
adapt and adopt techniques like IPv6 header compression.
Subsection 6.1.3 describes the IETF technologies to adapt IPv6 to different constrained media. This
problem is not specific to the use of IPv6 but due primarily to the scale of IoT deployment.
The following list summarises the main different wireless technologies used for IoT:
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IEEE 802.15.4 WPAN: The IEEE 802.15 TG4 was chartered to investigate a low data rate
solution with multi-month to multi-year battery life and very low complexity. It is operating in
an unlicensed, international frequency band. Potential applications are sensors, interactive
toys, smart badges, remote controls, and home automation.



IEEE 802.11 WLAN (Wireless Local Area Network).



LPWAN (Low Power and Wide Area Network).



Cellular Networks (NB-IoT, 5G).

New PLC (Power Line Communications) technologies, like IEEE 1901.2a, have also matured in
recent years These technologies offer the capability to use the same wire for power supply and
communication media.

6.1.3
6.1.3.1

Constrained devices and constrained networks
The Unique Requirements of Constrained Networks

Devices deployed in the context of Neighbour Area Networks (NANs) are often constrained in terms
of resources and often named IP smart objects. Smart-object networks are also referred to as lowpower and lossy networks (LLNs) considering their unique characteristics and requirements.
As a contrast with typical IP networks, in which powerful routers are interconnected by highly stable
and fast links, LLNs are usually interconnected by low-power, low-bandwidth links (wireless and
wired) operating between a few kbps and a few hundred kbps and forming a meshed network for
helping to ensure proper operations. In addition to providing limited bandwidth, it is not unusual to see
on such links the packet delivery ratio (PDR) oscillating between 60 % and 90 %, with large bursts of
unpredictable errors and even loss of connectivity at intervals. Those behaviours can be observed on
both wireless (such as IEEE 802.15.4g) and Power Line Communications (PLC) (such as IEEE
1901.2a) links, where packet delivery variation may happen during the course of one day.
6.1.3.2

Energy consumption in the IoT

Some estimates of IoT have placed the number as high as 50%, the devices that will be constrained by
battery power and also require long-range, wide-area connectivity. Managing these volumes of
batteries is no small task, especially given requirements from end-users in utilities and manufacturing
asking for 10 to 20 years of battery life.
The sheer size of IoT market and associated communications infrastructure intensifies the importance
of energy efficiency awareness. Without significant thought and effort, it is easy to reach very high
levels of aggregate power consumption with these technologies. Normalising the interface fabrics to
IPv6 architectures and eliminating needless protocol translation functions is an enormous step towards
overall efficiency and prudence.

6.1.4
6.1.4.1

The IoT landscape
The Convergence of IT and OT

Operational Technology (OT) often refers to industrial networks, which focus on highly reliable,
secure and deterministic networking. In OT environments, deterministic networks are characterised as
providing a guaranteed bandwidth with extremely low packet loss rates, bounded latency, and low
jitter. OT networks are typically used for monitoring systems and supporting control loops, as well as
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movement detection systems for use in process control (i.e. continuous manufacturing) and factory
automation (i.e. discrete manufacturing), and protection systems in the Smart Grid.
Due to its different goals, OT has evolved in parallel but in a manner that is radically different from
Information Technology/Information and Communications Technology (IT/ICT), which relies on
selective queuing and discarding of IP packets to achieve end-to-end ﬂow control over the Internet.
The motivation behind the so-called Industrial Internet is that a single percentile point of operational
optimisation may save billions of dollars across multiple industries. This optimisation requires
collecting and processing of huge amounts of missing measurements utilising widely distributed OT
sensing and IT analytics capabilities.
In order to avoid skyrocketing operational costs, the Industrial Internet should share the same
infrastructure (network and management) as the deterministic OT flows. This means that the Industrial
Internet vision can only be achieved through the convergence of IT and OT, whereby the network
becomes capable of emulating the properties of deterministic OT circuits in the same fabric that serves
traditional best effort IP applications.
This convergence is made possible by for example the newly introduced open standards for
Deterministic Networks that are developed to enable traffic that is highly sensitive to jitter, requires
bounded latency in the worst case scenario, and has a high degree of operational criticality so that
packet loss should be reduced dramatically, over a converged switched packet fabric.
The first generation of these open standards, called Audio Video Bridging (AVB), was developed at
the IEEE 802.1 and tailored for professional Audio/Video networks. The work is now generalising
with Time Sensitive Networking (TSN) is as the particular effort focusing on Ethernet bridging
whereas the forthcoming DetNet work in the IETF should enable end-to-end deterministic paths across
Layer 2 technologies.

6.1.5

The market segmentation

The IoT market is very broad and necessitates a segmentation, as not every domain will have the same
type of communication requirements.
The following markets or verticals are commonly used in the industry:


Industrial Internet



Energy



Smart Home



Connected Healthcare



Oil and Gas



Mining



Wearables



Transportation/Connected Vehicles



Industrial/Factory automation



Smart Cities



Smart buildings

© EXCITING Consortium 2016-2018

Page 42 of 102

D3.2: Harmonisation of Standards for IoT Technologies, version 1.0

6.2

Motivation for IPv6 in the IoT

6.2.1

Technical Motivation

6.2.1.1

Main driver

The main driver is probably the large address space that IPv6 is providing, but this is not the only
aspect: Auto-configuration, security and flow identification bring huge advantages to IoT systems as
well as being a future proof technology.
6.2.1.2

Addressability

Global, public, and private address space have been defined for IPv6; therefore, a decision has to be
made regarding which type of IPv6 addressing scheme should be used. Global addressing means you
should follow the Regional Internet Registries (RIR) policies (such as ARIN
https://www.arin.net/policy/nrpm.html) to register an IPv6 prefix that is large enough for the expected
deployment and its expansion over the coming years. This does not mean the address space allocated
to the infrastructure has to be advertised over the Internet allowing any Internet users to reach a given
device.
The public prefix can be advertised if representing the entire corporation - or not - and proper filtering
mechanisms are in place to block all access to the devices. On the other end, using a private address
space means the prefix not be advertised over the Internet, but, in case there is a need for Business-toBusiness (B2B) services and connectivity, a private address would lead to the deployment of
additional networking devices known as IPv6-IPv6 NPT (Network Prefix Translation, IETF RFC
6296) gateways.
Once the IPv6 addressing structure (see IETF RFC 4291 and IETF RFC 4193) and policies are wellunderstood and a prefix is allocated to the infrastructure, it is necessary to structure the addresses
according to the number of sites and endpoints that would connect to it. This is no different to what an
ISP or a large enterprise has to perform.
Internal policies may be defined by the way an IPv6 address is assigned to an end device, by using a
global or private prefix.
Three methods to set an IPv6 address on an endpoint are available:


Manual configuration: This method is appropriate for headend and NMS servers that never
change their address, but is inappropriate for millions of end-points, such as meters, because
of the associated operational cost and complexity.



Stateless auto configuration: This mechanism is similar to Appletalk, IPX, and OSI,
meaning an IPv6 prefix gets configured on a router interface (interface of any routing device
such as a meter in a mesh or PLC Advanced Metering Infrastructure (AMI) network), which is
then advertised to nodes attached to the interface. When receiving the prefix at boot time, the
node can automatically set up its IPv6 address.



Stateful auto configuration: Through the use of Dynamic Host Control Protocol for IPv6
(DHCPv6) Individual Address Assignment, this method requires DHCPv6 server and relay to
be configured in the network. It benefits from strong security because the DHCPv6 process
can be coupled with authentication, authorisation, and accounting (AAA), plus population of
Domain Name System (DNS) available for headend and NMS applications.
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The list above is the minimum set of tasks to be performed, but as already indicated, internal policies
and operational design rules should also be established. This is particularly true when considering
security and management tasks such as registering IPv6 addresses and names in DNS and in NMSs or
establishing filtering and firewalling across the infrastructure.
6.2.1.3

Security Mechanism

In the past, it was sometimes claimed that the use of open standards and protocols may itself represent
a security issue, but this is overcome by the largest possible community effort, knowledge database,
and solutions available for monitoring, analysing, and fixing flaws and threats - something a
proprietary system could never achieve.
Said otherwise, a private network, IP-based architecture based on open standards has the best
understood and remedied set of threat models and attack types that have taken place and have been
remedied against, on the open Internet. This is the strongest negation of the now deprecated concept of
"security by obscurity" that argues that the use of nonstandard networking protocols increases security
and which is unanimously rejected by the network security expert community.
6.2.1.4

IP up to the end device/end-to-end principle

The past two decades, with the transition of protocols such as Systems Network Architecture (SNA),
Appletalk, DECnet, Internetwork Packet Exchange (IPX), and X.25, showed us that such gateways
were viable options only during transition periods with smaller, single-application networks. But
proprietary protocol and translation gateways suffer from well-known severe issues, such as high
capital expenditures (CAPEX) and operating expenses (OPEX), along with significant technical
limitations, including lack of end-to-end capabilities in terms of QoS, fast recovery consistency, single
points of failure (unless implementing complex stateful failover mechanisms), limiting factors in terms
of innovation (forcing to least common denominator), lack of scalability, vulnerability to security
attacks, and more. Therefore, using IPv6 end-to-end (that is, IP running on each and every device in
the network) will be, in many ways, a much superior approach for multiservice IoT networks.
See IETF RFC 3027 as an example of protocol complications with translation gateways.
6.2.1.5

Flow identification

The usage of the 3-tuple of the Flow Label, Source Address, and Destination Address fields enables
efficient IPv6 flow classification, where only IPv6 main header fields in fixed positions are used. (See
IETF RFC 6437 - IPv6 Flow Label Specification - IETF Tools).

6.2.2
6.2.2.1

Standardisation
IETF standardisation effort (IPv6 for the IoT)

Beside the regular standardisation activity, the IETF has established a specific directorate for the IoT.
The IoT directorate will provide three primary functions within the IETF. First, the IoT directorate
will improve coordination between these working groups. Second, the directorate will provide review
for IoT-related specifications for any area director or work group chair requesting such a review.
Third, the directorate will provide insight on IoT work advancing outside of the IETF (SDOs,
initiatives, product development, etc.) to the IoT-related working groups and to the IESG.
The most important IETF Working Groups for the IoT are the following:
CoRE: Constrained RESTful Environments (core https://datatracker.ietf.org/wg/core/charter/)
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6lo: IPv6 over Networks of Resource-constrained Nodes (6lo
https://datatracker.ietf.org/wg/6lo/charter/)
6TiSCH: IPv6 over the TSCH mode of IEEE 802.15.4e (6tisch
https://datatracker.ietf.org/wg/6tisch/charter/)
lpwan: IPv6 over Low Power Wide-Area Networks (lpwan
https://datatracker.ietf.org/wg/lpwan/charter/)
Roll: Routing Over Low power and Lossy networks (roll
https://datatracker.ietf.org/wg/roll/charter/)
Homenet: Home Networking (homenet https://datatracker.ietf.org/wg/homenet/charter/)
ACE: Authentication and Authorisation for Constrained Environments (ace
https://datatracker.ietf.org/wg/ace/charter/)
Ipwave: IP Wireless Access in Vehicular Environments (ipwave
https://datatracker.ietf.org/wg/ipwave/charter/)
DICE: DTLS In Constrained Environments (dice https://datatracker.ietf.org/wg/dice/charter/)
6.2.2.2

IEC and other SDOs

The IEC has recognised that the transition to IPv6 is an important step that needs to be carefully
planned.
The TC 57 which focuses on Power automation has issued a technical report on the transition to IPv6:
IEC 62357-200.
The IEC SMB (Standard Management Board) is looking at transitioning all the other IEC domains to
IPv6 as well.

6.2.3
6.2.3.1

Impact of the IoT on the IPv6 technology and protocols
Routing Protocols: Roll

Proprietary systems originally developed for application-specific sensor networks usually neglect the
architectural aspect of a scalable networking architecture. In most of these systems, it is not rare to
find non-layered architecture, despite the lack of flexibility and scalability, with a layer violation.
Routing is no exception.

Where should routing take place?
Several closed systems place the routing function at the data link layer (Layer 2). The consequence is
that the network limits itself to a single data link layer technology. It therefore becomes impossible to
mix or add data link layer technologies, which is a fundamental requirement of FANs (as previously
discussed, mixing low-power RF, PLC, or even cellular is a use-case requirement). In Layer 2 routing
networks, the support of multiple types of links would require superposing two routing protocols (both
at the IP layer and the link layer; this is for example the case when the NAN becomes a multiservice
network, a transit network to other networks), which is an architecture that has proven to be extremely
complex, expensive, and difficult to manage even in an unconstrained classic network (IP over ATM
(Private Network-to-Network Interface (PNNI)) is one of the notorious examples). Adding this level
of complexity to AMI networks hurts the requirements for scalability, ease of operations, and support
for long device lifecycles.
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Therefore, performing routing at the network layer, as fundamentally adopted in the layered IP
architecture is an appropriate choice. To that end, the IETF formed in 2008 the Routing over Low
Power and Lossy Networks Working Group (RoLL WG) chartered to specify an IPv6 routing protocol
for constrained large-scale networks such as FAN. Tasked with designing a routing solution for IP
smart objects, the RoLL WG initially specified four standard documents, spelling out in detail the
technical routing use-case requirements for urban networks, including Smart Grid, industrial, and
home and building automation networks. A protocol survey conducted to determine whether an
existing routing protocol (OSPF, etc.) could be used for IP smart objects, given the characteristics and
requirements of these networks (including table scalability, loss response, cost control, support of cost
routing for links and nodes) led to the consensus that a new routing protocol had to be specified. Being
re-chartered, and after almost two years of intensive work performed by numerous industry routing
experts, RoLL WG published a new distance-vector routing protocol, called IPv6 Routing Protocol for
Low-Power and Lossy Networks (RPL).

Figure 13: RPL routing protocol (source: Cisco)
RPL provides support for a large number of technologies and features that matches all service
requirements reviewed in the introduction. One of the key characteristics of RPL is that the protocol is
highly flexible and dynamic; it has been designed to operate in harsh environments with low-speed
links potentially experiencing high error rates, while generating very low control plane traffic. RPL
offers numerous advanced features, such as trickle timers limiting the chattiness of control plane,
dynamic link (hop count, throughput, latency, link and path reliability, link colours) and node (node
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state or attribute, node power levels) routing metrics for constraint-based routing useful for combined
AMI and DA deployment, multi topology routing, and loop detection or ability to avoid oscillations in
case of transient failures (local repair mode and global repair mode).
Today, RPL is an approved international standard with various implementations, extensive
simulations, and testing underway. This led several alliances such as ZigBee/IP (and more explicitly as
part of Smart Energy Profile (SEP) 2.0), ZWave, and others to adopt routing at the network layer, and
particularly RPL, into their evolution to the IP architecture. While offering a fairly sophisticated set of
functionalities, RPL has been tailored to fit in few kilobytes of memory footprint and should become
the IPv6 routing protocol of choice for FANs as documented in the applicability statement. In
combination with more traditional IP routing techniques, such as route redistribution, load balancing
through multiple IP edge routers and dynamic rerouting in case of hardware or WAN failures, RPL
deployment meets all the capabilities required by large and scalable FAN infrastructure.
It is worth stressing the fact that the use of multiple routing protocols all operating at the IP layer is not
an issue in contrast with the coexistence of multiple routing protocols at different layers (link layer and
IP), as pointed out at the beginning of this subsection.

6.2.4

Transport protocols: CoRE

CoRE is providing a framework for resource-oriented applications intended to run on constrained IP
networks. A constrained IP network has limited packet sizes, may exhibit a high degree of packet loss,
and may have a substantial number of devices that may be powered off at any point in time but
periodically "wake up" for brief periods of time. These networks and the nodes within them are
characterised by severe limits on throughput, available power, and particularly on the complexity that
can be supported with limited code size and limited RAM per node. More generally, constrained
networks are defined whenever at least some of the nodes and networks involved exhibit these
characteristics. Low-Power Wireless Personal Area Networks (LoWPANs) are an example of this type
of network. Constrained networks can occur as part of home and building automation, energy
management, and the Internet of Things (IETF CoRE charter).
CoRE has defined several standards including CoAP (Constraint Application Protocol). The list of
RFCs is the following:


IETF RFC 6690 (was draft-ietf-core-link-format)



IETF RFC 7252 (was draft-ietf-core-coap)



IETF RFC 7390 (was draft-ietf-core-groupcomm)



IETF RFC 7641 (was draft-ietf-core-observe)

The CoRE architecture is based on a Restful approach. Figure 14 is describing the overall architecture
view:

© EXCITING Consortium 2016-2018

Page 47 of 102

D3.2: Harmonisation of Standards for IoT Technologies, version 1.0

Figure 14: CoRE Architecture (source: Zach Shelby)

6.2.5

IPv6 Neighbour Discovery

The IETF work in IPv6 over Low-power Wireless Personal Area Network (6LoWPAN) defines
6LoWPANs such as IEEE 802.15.4. This and other similar link technologies have limited or no usage
of multicast signalling due to energy conservation. In addition, the wireless network may not strictly
follow the traditional concept of IP subnets and IP links. IPv6 Neighbour Discovery was not designed
for non- transitive wireless links, as its reliance on the traditional IPv6 link concept and its heavy use
of multicast make it inefficient and sometimes impractical in a low-power and lossy network.
IETF RFC 6775 defines optimisation to Neighbour Discovery to cope with the new IoT requirements.
This specification introduces the following optimisations to IPv6 Neighbour Discovery IETF RFC
4861 specifically aimed at low-power and lossy networks such as LoWPANs:


Host-initiated interactions to allow for sleeping hosts.



Elimination of multicast-based address resolution for hosts.



A host address registration feature using a new option in unicast.



Neighbour Solicitation (NS) and Neighbour Advertisement (NA) messages.



A new Neighbour Discovery option to distribute 6LoWPAN header compression context to
hosts.



Multihop distribution of prefix and 6LoWPAN header compression context.



Multihop Duplicate Address Detection (DAD), which uses two new ICMPv6 message types.

6.2.6

Adaptation Layers: 6Lo

IPv6 protocol is defined in IETF RFC 2460 and it was defined at the time when there was no concept
of Internet of Things. Thus, the IPv6 protocol was mainly designed for wired Ethernet networks for
which minimum MTU is 1’280 bytes, IPv6 header size is 40 bytes and the address resolution,
duplicate detection and Router advertisements use Multicast messaging to reduce the notion of
'broadcast' in the local network. However, IEEE released the IEEE 802.15.4 low power wireless
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personal area network standard in 2003 as the stepping stone for global low power radio standard for
small embedded devices.
IETF defined 'IPv6-over-IEEE 802.15.4' (6LoWPAN WG) in order to integrate IP on the sensor
devices with IEEE 802.15.4 radio. Given the special requirements for low power devices with limited
processing, bandwidth, radio power etc. the 6LoWPAN had a set of unique requirements that are quite
different from regular IPv6 standardisation on the standard PC or IP-enabled devices - one of them
was the need for a simple and stateless compression mechanism for the IPv6 header (40 bytes) which
was perhaps carrying only 10 - 20 bytes of IoT data over the low power and lossy networks.
The choice of IPv6 addressing over IPv4 on the IoT devices are clear as IPv6 naturally offers a large
range of IP-addresses over a subnet considering the billions of such interconnected devices.
6LoWPAN produced the basic framework of IPv6-over-IEEE 802.15.4 devices and produced three
main documents - IETF RFC 4944, IETF RFC 6282 and IETF RFC 6775. IETF RFC 4944 describes
the frame format for IPv6 packets, methods of forming the IPv6 addresses on the IEEE 802.15.4
networks and the 6LoWPAN adaptation layer frames. IETF RFC 6282 followed IETF RFC 4944
describing the compression technique for 6LoWPAN packets while IETF RFC 6775 provides a set of
optimisations for saving Neighbour Discovery control messages and making the booting process
reliable in the lossy and low power radio network. 6LoWPAN stack is widely accepted in the industry
for IEEE 802.15.4 networks.
The popularity of 6LoWPAN stack continues its adoption on many different link-layers (Bluetoothlow-energy, Zwave, Dect-ule, PLC, etc.). A new working group '6lo' has been formed at IETF which
defines IPv6 over constrained nodes networks that use IETF RFC 4944, IETF RFC 6282 and RFC
6775 as base-line stack with necessary modifications to fit the Layer 2-specific requirements. The
charter of this work group can be found at https://datatracker.ietf.org/wg/6lo/charter/.
6lo includes IPv6 on IEEE 802.15.4 and other supported Layer 2 technology devices as described
below. 6lo is continuing further optimisation and necessary enhancements of the 6LoWPAN stack and
other new areas such as privacy and security at the network layer.
Benefits of running IPv6-on-IoT is multi-fold ranging from application portability to manageability
with existing Network Management Operations using standard IP protocols.
Bluetooth Low Energy
IETF RFC 7668 specifies the IPv6 over Bluetooth-Low Energy (BT-LE). The standard Bluetooth
radio has been widely implemented and available in mobile phones, notebook computers, audio
headsets, and many other devices. The low-power version of Bluetooth is a specification that enables
the use of this air interface with devices such as sensors, smart meters, appliances, etc.
DECT Ultra Low Energy
The transmission of IPv6 packets over DECT Ultra Low Energy (DECT-ULE) is in progress towards
standardisation at 6lo WG currently (draft-ietf-6lo-dect-ule. DECT-ULE enjoys benefits from its
parent DECT technology such as long range, worldwide reserved frequency band and interference-free
communication. The technology is also used for sensors, smart meters and home networking devices.
Zwave
IETF RFC 7428 describes the frame format for transmission of IPv6 packets as well as a method of
forming IPv6 link-local addresses and statelessly auto-configured IPv6 addresses on Recommendation
ITU-TG.9959 networks. Zwave is also used in home devices.
PLC
An individual IETF draft has been written on transporting IPv6 packets over IEEE 1901.2a Power
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Line Communications (PLC) technology, but it is actually specified in ITU-T standards
(Recommendations ITU-T G.9903 and G.9905) G3-PLC networks for smart meters and other low
power electrical devices.
Near Field Communications
Draft-ietf-6lo-nfc specifies the transmission of IPv6 packets over the NFC Layer 2 technology which
is a very low range (~10 cm) communication identifying the IPv6 header compression, address
formation, Neighbour Discovery optimisations for this short range but useful for many social and
home applications via smartphones and other devices.
BACNET
Master-Slave/Token-Passing (MS/TP) is a medium access control method for the RS-485 physical
layer, which is used extensively in building automation networks. Draft-ietf-6lo-6lobac defines the
IPv6 address formation and transmission of packets over MS/TP networks.
802.15.4e TSCH
The IEEE 802.15.4e Time-slotted Channel Hopping (TSCH) is an amendment to the Medium Access
Control (MAC) portion of the IEEE 802.15.4 standard. TSCH is the emerging standard for industrial
automation and process control LLNs. IPv6 over TSCH also uses 6lo/6LoWPAN protocols. (draft-ietf6tisch-architecture).
802.11ah
The IEEE 802.11ah amendment defines a WLAN system operating at sub 1 GHz license-exempt
bands designed to operate with low-rate/low-power consumption. This amendment supports large
number of stations and extends the radio coverage to several hundreds of meters. IEEE 802.11ah
[technology presents a trade-off between energy consumption and bitrates. Thus, it is beneficial to run
a 6lo defined IPv6 specification in order to save energy in the packet transmission in the IEEE
802.11ah supported topology, stateless address auto configuration and Neighbour Discovery defined
in the 6lo charter. Use cases for IEEE 802.11ah range from smart meters, appliances, home devices to
industrial applications/monitoring devices.

6.2.7

LPWAN

Low-Power Wide-Area Network (LPWAN) is a type of wireless telecommunication network
designed to allow long range communications at a very low bit rate among things (connected objects),
such as sensors operated on a battery. (Wikipedia).
Battery life time is expected to be measured in decades.
LPWA has specific characteristics which defer from current communication technologies.
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Table 4: LPWA characteristics
Several technologies are competing for this market:


LoRa



Cellular based technologies (defined by 3GPP):
o

LTE-MTC

o

NB-IoT

o

EC-GSM-IoT



UNB Ultra Narrow Band (defined by ETSI LTN)



WI-SUN

The IETF Working Group lpwan is focussing on enabling IPv6 connectivity over a selection of LowPower Wide-Area technologies.
The group is currently working on:
1)

Producing an Informational document describing and relating some selected LPWA
technologies. This work will document the common characteristics and highlight actual needs
that the IETF could serve; but it is not intended to provide a competitive analysis. It is
expected that the information contained therein originates from and is reviewed by people
who work on the respective LPWA technologies.

2)

Producing a Standards Track document to enable the compression and fragmentation of a
CoAP/UDP/IPv6 packet over LPWA networks. This will be achieved through stateful
mechanisms, specifically designed for star topology and severely constrained links. The work
will include the definition of generic data models to describe the compression and
fragmentation contexts. This work may also include to define technology-specific adaptations
of the generic compression/fragmentation mechanism wherever necessary.

6.3

Specific market deployment considerations

6.3.1

Industrial Internet: Deterministic Networking DetNet/6TiSCH

In order to avoid collisions and ensure the transmission of a packet at an exact time, Wireless
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Deterministic Networking requires fully scheduled radios such as the TSCH mode of 802.15.4, and
LTE/5G. Both ISA100.11a and WirelessHARTTM use variations of the TSCH MAC, which is
optimised for ultra-low power activities and is a natural match to transport low-frequency periodic
flows, such as control loops, over a fully scheduled network.
A Controller called system manager, or network manager, respectively, computes all routes in the
mesh network. Those routes are generally multipath, so as to augment the spatial diversity that is
offered to the transported flows and to route around interferences dynamically. A third protocol, WIAPA, was developed in parallel in China for process automation applications. Interestingly, WIA offers
a faster FA version for Factory automation, using an 802.11 physical layer (aka Layer 1 or PHY
layer).
Due to the necessity of a centralised computation to solve the NP-complete problem of multipath route
optimisation, those networks do not generally scale to large configurations and are too costly to
efficiently address large scale monitoring applications such as required for the Industrial Internet.
Another major limitation is the silo-ed approach taken for all these standards. They were defined from
the PHY layer up to the application, with no desire to interconnect with other networks and at bets the
regulatory capabilities to share the spectrum with other technologies. This contrasts with eth end-toend principle that guides the Internet designs, with a network that is agnostic to the applications and
can be shared between multiple existing and any upcoming ones.
The work at 6TiSCH may ultimately enable the convergence of the lower layers of the stack to the
end-to-end principle. This would allow significant OPEX savings in operational networks.

Figure 15: 6TiSCH model
However, the Industrial Internet is also - and a lot - about reporting non-critical data such as
diagnostics and for which the incumbent protocols are not a cost-efficient solution. Users are now after
a wireless technology that would coexist transparently with the operational wireless network and scale
to large numbers of devices at lower costs. The next problem for industrial wireless is thus to extend
highly predictable WSN technologies to share bandwidth and other physical resources with nondeterministic traffic, reaching higher scales at lower costs.
6TiSCH addresses this additional challenge and allows for a mix of stochastic (best effort) IPv6 flows
with such well-known deterministic flows while preserving the deterministic properties regardless of
the load imposed by other flows. While the work on best effort is well on the way at the IETF, and
though the vision is clearly to apply the methods defined at the IETF DetNet Working Group, there is
still a lot to do at the time of this writing to enable deterministic traffic on 6TiSCH networks. It
remains that the way a path is computed for a wired network may not fit the wireless medium well.
This work proposes new approaches for wireless path computation.
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6.4

Lesson learned: IPv6 for the Smart Grid

6.4.1

Power Automation use case

Beside the smart metering use case, described in subsection 6.4.2.5, the utility industry is looking at
IPv6 as the next communication protocol for power automation. This means communications between
electric substations (around several thousand depending on the size of the utility) and communications
within the substations.
One of the main drivers to transition to IPv6 is the investment cycle which is very long in such a
domain. Utilities need to plan for future proof architecture and technologies as equipment that will be
installed in 2017 may stay operational for 30 years.
The TC 57 of the IEC has worked on a transition plan to IPv6. This Technical Report document is
referenced IEC TR 62357-200. The scope of this report is the following:
"IEC TR 62357-200:2015(E) applies to information exchange in power systems including, but not
restricted to, substations, control centre, maintenance centre, energy management systems,
synchrophasor-based grid stability systems, bulk energy generation, distributed energy generation
(renewables), energy storage, load management. It addresses the issues encountered when migrating
from Internet Protocol version 4 (IPv4) to Internet Protocol version 6 (IPv6). It describes migration
strategies, covering impact on applications, communication stack, network nodes, configuration,
address allocation, cyber security and the related management. This Technical Report considers
backward compatibility and show concepts as well as necessary migration paths to IPv6 from IPv4
where necessary, for a number of protocols in the IEC 61850 framework."
https://webstore.iec.ch/publication/22943.

6.4.2 Field Area Network use case for Electric Distribution Network and smart
metering
6.4.2.1
Standardised and Flexible IPv6 Architecture for Field Area Networks: Smart
Grid Last-Mile Infrastructure
This subsection is intended to provide a synthetic and holistic view of open-standards-based Internet
Protocol version 6 (IPv6) architecture for Smart Grid last-mile infrastructures in support of a number
of advanced Smart Grid applications (meter readout, demand-response, telemetry, and grid monitoring
and automation) and its benefit as a true multiservice platform.
Last-mile networks have gained considerable momentum over the past few years because of their
prominent role in the Smart Grid infrastructure. These networks, referred to as Neighbourhood-Area
Networks (NANs) in this subsection, support a variety of applications including not only electricity
usage measurement and management, but also advanced applications such as Demand/Response (DR),
which gives users the opportunity to optimise their energy usage based on real-time electricity pricing
information; Distribution Automation (DA), which allows distribution monitoring and control; and
automatic fault detection, isolation and management. NANs also serve as a foundation for future
virtual power plants, which comprise distributed power generation, residential energy storage (for
example, in combination with Electric Vehicle (EV) charging), and small-scale trading communities.
Field Area Networks (FANs), which is the combination of NANs and local devices attached to a Field
Area Router (FAR) offering the backhaul WAN interface(s), have emerged as a central component of
the Smart Grid network infrastructure. In fact, they can serve as backhaul networks for a variety of
other electric grid control devices, multitenant services (gas and water meters), and data exchanges to
home-area network (HAN) devices, all connected through a variety of wireless or wired-line
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technologies. This has created the need for deploying the Internet Protocol (IP) suite of protocols,
enabling the use of open standards that provide the reliability, scalability, high security,
internetworking, and flexibility required to cope with the fast-growing number of critical applications
for the electric grid that distribution power networks need to support. IP also facilitates integration of
NANs into end-to-end network architecture.
One application being run over FANs is meter reading, where each meter periodically reports usage
data to a utility headend application server. The majority of meter traffic was thus directed from the
meter network to the utility network in a multipoint-to-point (MP2P) fashion. With the emergence and
proliferation of applications such as DR, distributed energy resource integration and EV charging, it is
expected that the traffic volume across FANs would increase substantially and traffic patterns and
bidirectional communication requirements would become significantly more complex. In particular,
FANs are expected to support a number of use cases that take advantage of network services:


Communication with an individual meter: On-demand meter reading, real-time alert
reporting, and shutdown of power to a single location require point-to-point (P2P)
communication between the network management system (NMS) or headend and the electric
meter and conversely.



Communication among DA devices: Subsets of DA devices need to communicate with each
other to manage and control the operation of the electric grid in a given area, requiring the use
of flexible communication with each other, including peer to peer in some cases.



HAN applications: HAN applications typically require communication between home
appliances and the utility headend server through individual meters acting as application
gateways. For example, a user may activate direct load control (DLC) capabilities,
empowering the utility company to turn off or turn down certain home appliances remotely
when demand and/or the cost of electricity is high.



EV charging: Users need to have access to their individual vehicle charging account
information while away from home in order to be able to charge their vehicles while on the
road or while visiting friends. Verifying user and account information would require
communication through the meter to the utility headend servers from potentially a large set of
nomadic vehicles being charged simultaneously from dynamic locations.



Multitenant services: Combining information at the customer side and differentiating
information into several services at the other side creates a complex multipoint-to-multipoint
network (MP2MP). For example, this could be a converged network connecting devices from
multiple utilities as suggested by the U.K. national multi-utility telecom operator DCC or
Germany multi-utility communication box as specified in open meter systems.



Security: Strong authentication mechanisms are needed for validating devices that connect to
the Advanced Metering Infrastructure (AMI) network, as well as encryption for data privacy
and network protection.



Network management: As the FAN carries increasingly more traffic and is subject to
stringent Service Level Objectives (SLOs), managing network-related data becomes critical to
monitoring and maintaining network health and performance. This requires the
communication of grid status and communications statistics from the meters to the NMS or
Headend in a MP2P fashion.



Multicast services: Groups of meters may need to be addressed simultaneously using
multicast, for example to enable software upgrade or parameters updates sent by a NMS to all

© EXCITING Consortium 2016-2018

Page 54 of 102

D3.2: Harmonisation of Standards for IoT Technologies, version 1.0

meters using multicast requests, and multicast queries for meter readings of various subsets of
the meters.
6.4.2.2

The Key Advantages of the Internet Protocol

One of the differences between information and communications technology (ICT) and the more
traditional power industry is the lifetime of technologies. Selecting the IP layered stack for AMI can
support future applications through smooth evolutionary steps that do not modify the entire industrial
workflow. The key benefits of IP for a Distribution System Operator (DSO) are:


Open and standards-based: Core components of the network, transport, and applications
layers have been standardised by the Internet Engineering Task Force (IETF) while key
physical, data link, and application protocols come from the usual industrial organisations,
such as the International Electrochemical Commission (IEC), American National Standards
Institute (ANSI), Device Language Message Specification (DLMS)/Companion Specification
for Energy Metering (COSEM), SAE International, Institute of Electrical and Electronic
Engineers (IEEE), and the International Telecommunication Union (ITU).



Lightweight: Devices, such as smart meters, sensors, and actuators, which are installed in the
last mile of an AMI network, are not like personal computers (PCs) and servers. They have
limited resources in terms of power, CPU, memory, and storage. Therefore, an embedded
networking stack works on few kilobits of RAM and a few dozen kilobits of Flash memory. It
has been demonstrated over the past years that production IP stacks perform well in such
constrained environments.



Versatile: Last-mile infrastructure in Smart Grid networks has to deal with two key
challenges. First, one given technology (wireless or wired) may not fit all field deployment
criteria. Second, communication technologies evolve at a pace faster than the expected
lifetime of a smart meter, or 15 to 20 years. The layered IP architecture is well-equipped to
cope with any type of physical and data link layers, making it ideal as a long-term investment
because various media can be used in a deployment now and over time, without changing the
whole solution architecture and data flow.



Ubiquitous: All recent operating system releases, from general-purpose computers and
servers to lightweight embedded systems (TinyOS, Contiki, etc.), have an integrated dual
(IPv4 and IPv6) IP stack that gets enhanced over time. This makes a new networking feature
set easier to adapt over time.



Scalable: As the common protocol of the Internet, IP has been massively deployed and tested
for robust scalability. Millions of private or public IP infrastructure nodes, managed under a
single entity (similarly to what is expected for FAN deployments) have been operational for
years, offering strong foundations for newcomers not familiar with IP network management.



Manageable and highly secure: Communications infrastructure requires appropriate
management and security capabilities for proper operations. One of the benefits of 30 years of
operational IP networks is its set of well-understood network management and security
protocols, mechanisms, and toolsets, which are widely available. Adopting IP network
management also brings an operational business application to the utility. Utilities can use
network-management tools to improve their services, for example, when identifying power
outage coverage through the help of the NMS.



Stable and resilient: With more than 30 years of existence, it is no longer a question that IP
is a workable solution considering its large and well-established knowledge base. More
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important for FANs is the benefit from the years of experience accumulated by critical
infrastructures, such as financial and defence networks, as well as critical services, such as
voice and video, which have already transitioned from closed environments to open IP
standards. It also benefits from a large ecosystem of IT professionals who can help design,
deploy, and operate the system solution.


6.4.2.3

End-to-end: The adoption of IP provides end-to-end and bidirectional communication
capabilities between any devices in the network. Centralised or distributed architectures for
data manipulations are implemented according to business requirements. By using protocol
translation gateways, the efficiency of end-to-end communication might be impacted.
An IPv6 Distribution Network Architecture

The networking requirements for NANs have been extensively documented: cost efficiency,
scalability (millions of nodes in a network is common), robust security, reliability, and flexibility are
absolute requirements. Technologies based on open standards and with the flexibility to be relevant for
15 to 20 years are minimum expectations from utilities. This explains why the IPv6 suite was the
initial protocol of choice, although new IPv6 protocols have been designed to address the unique
requirements of such networks.
The adoption of IPv6 facilitates a successful transformation to connected energy networks in the last
mile. The remaining subsections describe in greater detail IPv6 networking components such as IP
addressing, security, Quality of Service (QoS), routing, network management and the use of end-toend IPv6.
One of the major steps in favour of building the momentum around using IP end-to-end in the last mile
of Smart Grid networks was to demonstrate that IP could be light enough to be used on constrained
devices with limited resources in terms of energy, memory, and processing power. Thus, FANs were
seen as single-application, stub networks with end nodes (such as meters not running IP) that could be
reached through IP through protocol-translation gateways, with each gateway being tied to a dedicated
service and/or solution's vendor.
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Figure 16: Multiservice Infrastructure for Last-Mile Smart Grid Transformation (source: Cisco)
6.4.2.4

The Technical Components of IPv6 Smart Grid Last-Mile Infrastructure

The industry has been working on IPv6 for nearly 15 years, and the adoption of IPv6, which provides
the same IP services as IPv4, would be fully aligned with numerous recommendations (U.S. OMB and
FAR, European Commission IPv6 recommendations, Regional Internet Registry recommendations,
and IPv4 address depletion countdown).
Moreover, all new developments in relation to IP for smart objects and LLNs, as discussed above,
make use of or are built on IPv6 technology. Therefore, the use of IPv6 for Smart Grid FAN
deployments benefits from several features:


A huge address space to accommodate any expected millions of meter deployments (AMI),
thousands of sensors (DA) in the hundred-thousands of secondary substations, and,
additionally, all standalone meters. Its address configuration flexibility helps it adapt to the
size of deployments as well as the time-consuming process of installing small devices. The
structure of the IPv6 address is also flexible enough to manage a large number of subnetworks
that may be created by future services such as EV charging stations or distributed renewable
energy.



IPv6 is the de-facto IP version for meter communication over open RF mesh wireless (IEEE
802.15.4g, DECT Ultra Low Energy) and PLC infrastructures (IEEE 1901.2a) using the IPv6
over low-power wireless personal-area network (6LoWPAN) adaptation layer that only
defines IPv6 as its protocol version.
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IPv6 is the de-facto IP version for the standardised IETF Routing Protocol for Low-Power and
Lossy Networks (RPL). RPL is an IPv6-only protocol.

This goes without forgetting all well-known IP feature sets, which help enable design variations for
the deployment of highly available and highly secure communications infrastructure tying a network
operations centre (NOC) and all NANs through public and/or private WAN links.
DSOs require redundancy as a means to improve communication reliability in the LLNs, as well as to
measure against vendor lock-in and technology lock-in because of incompatibility in lifetime
expectancies between communication and metering technologies. Redundancy can be achieved at
several levels through mesh capabilities in the WAN and NAN, or by using multiple technologies
simultaneously.
Routing is transparent from end-to-end and independent from the technology. For example, the WAN
connection of the IP edge router is established by a private, highly reliable, fibre connection or by
public, flexible, cellular communication technology, such as GPRS, 3G, or LTE. An IP edge router
can be collocated with a metering node or located as a separate entity in a substation, while the
majority of the metering nodes communicate over a meshed NAN through 6LoWPAN, IPv6, or RPL
over RF or PLC technologies, or both. The possibility of multiple IP edge routers enabled by dynamic
IP routing protocols is important to prevent single points of failure, typically introduced by
concentrators as used today for proprietary PLC and RF mesh.
Dynamic routing would allow for transportable NAN nodes, such as electric vehicles, field tools, or
pagers. IP edge routers capable of routing traffic over different NAN technologies and co-operating
with other IP edge routers over the backbone for global connectivity are key elements to prevent
vendor lock-in and technology lock-in, since alternative WAN and NAN communication technologies
can easily be adapted. This is in contrast with IP (non-IP) gateway connecting the NAN with the rest
of the network, where the failure of one piece of equipment that handles states and translates protocol
unavoidably leads to communication failure.
This allows DSOs also to optimise on CAPEX and OPEX, both in time and place. Take for example
the situation with GSM/GPRS in some countries. While this mature technology is readily available for
rollout and has low cost, it might be at the end of its lifecycle and a risk to deploy. However, using it
for WAN access only easily mitigates this risk and supports placing more advanced 3G/LTE modems
in (some of) the IP edge routers from the start or exchanging them gradually when coverage and prices
are right.
Another concern for DSOs on optimising costs is dispersed rollout. NAN technologies (RF or PLC
mesh) typically need sufficiently dense node groupings to achieve mesh capabilities (that is, to see its
neighbour). When starting a rollout in a location, an IP edge router has to be installed first, close
enough from a first meter, to help ensure the WAN communications. Later, it will serve as a
foundation for a larger NAN that will grow as soon as more neighbour nodes are deployed.
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Figure 17: An IPv6 Networking Stack for Smart Grid FANs (source: Cisco)
Figure 17 summarises the whole proposed IPv6 end-to-end architecture for FANs and clearly shows
the power and flexibility provided by a layered architecture. First, the layers are independent from
each other, still allowing cross-layer optimisations made possible by the application-programming
interface (API) between the layers. For example, new link types can be added without having to revisit
the network-addressing scheme, or new applications can be supported without affecting the rest of the
stack. As another example, the routing function taking place on Layer 3 helps enable new link layers
to be added without affecting the routing architecture. The rest of subsection 6.4 describes in greater
detail technical aspects related to the networking stack for FAN, knowing that a plethora of existing IP
protocols are reused without requiring any change.
6.4.2.5

Network Management for Smart Meters

Today, use-case solutions, such as AMI or DA, handle most, if not all, services at the application
layer. By adopting IPv6 for the last mile (and therefore enabling bidirectional IP end-to-end
communications) there is the opportunity of using well-known services from the open-standards IP
architecture, decreasing complexity, and supporting many required services of Smart Grid
applications, which could stay focused on utility data and application requirements, help to achieve
modularity and scalability, and deal with security at all levels. However, to be able to use all services,
some features would not only require proper configuration on the last mile, but may also need an
evolution of the information system, which is due in any case because IPv6 adoption for the last mile
requires changes on the headend system and Meter Data Management System (MDMS) to deal with
IPv6 address of meters. For example, the use of DNS may allow devices to automatically register their
names and the services they offer which can simplify add/move/change operations on the last-mile
infrastructure.
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When focusing on the particular use case of AMI, with millions of endpoints with constrained
resources and subnets built with low bandwidth, it is important to stress that gathering network
statistics for network management can be achieved through a pull model (for example, Simple
Network Management Protocol (SNMP)), as well as a push model (for example, IPfix). The push
model represents a key feature to scale network management to millions of nodes that have scarce
CPU resources.
Therefore, although not restricted to IPv6, the overview of network services as shown in Table 2 is an
opportunity to introduce a new protocol called Constrained Application Protocol (CoAP) designed by
the IETF Constrained Restful Environments (CoRE) WG. CoAP is a new lightweight application
protocol for constrained devices such as those deployed in IPv6/6LoWPAN FAN infrastructures.
Although CoAP can be used end-to-end, the architecture also supports proxies performing a mapping
function between CoAP and HTTP representational state transfer (Rest) API, independent of the
application. CoAP supports various modes of caching and traffic flow (UDP binding with optional
reliability supporting unicast and multicast requests, asynchronous message exchanges, etc.), which
can be useful in AMI. Although CoAP is not yet fully mature and widely deployed as a protocol, its
progress is significant with about a dozen companies having implemented CoAP with several
successful interoperability tests. It will definitively be a key protocol of an IPv6-based FAN
deployment.
The adoption of IP-based networking for all Smart Grid services allows all devices involved in the
delivery of these services to be managed through a single network view. All devices and the
relationships between them at the IP level can be defined in the network management application and
the impact of a failure of communication to any given device can be instantly evaluated and displayed.
Network Services

Layers and Services

Benefits

Unique device's
addressing (Network
Layer)

From IPv4 (32-bit address space, now
deprecated at IANA) to IPv6 (128-bit
address space), including multiple scopes
(global, private, link)

Large address space able to
cope with the IoT evolution.
Private or public
infrastructure

Address autoconfiguration (Network
Layer)

Manual (IPv4/IPv6), stateless (IPv6) and
stateful (DHCP for IPv4 and IPv6), Prefix
Delegation (DHCPv6 PD)

Centralised or distributed
address management.
Additional DHCP options
Zero Touch Provisioning

Media independency
(PHY & MAC layers)

IEEE 802.3 Ethernet, IEEE 802.11 Wi-Fi,
IEEE 802.16 WiMAX, IEEE 802.15.4g/e,
RF 6LoWPAN, IEEE 1901.2a NB-PLC
6LoWPAN Serial, ATM, FR, SONET/SDH

Media diversity for local and
backhaul communications
Smooth evolution over long
lifetime period (see note)

Routing (Network Layer)

Static, RIP, OSPF, E-IGRP, IS-IS, MPBGP, RPL (IPv6 only)

Dynamic reactivity to
communication and network
device failures.
Scalability of deployment

Data Integrity and
Confidentiality, Privacy
(all layers)

Layer 2 (MAC specific), Layer 3 (IPSec
IPv4/IPv6), Layer 4 (TCP/TLS, UDP/
DTLS) and Layer 7 (application-dependent
authentication & Encryption)
Packet filtering, Deep packet inspection
(DPI), Intrusion Detection Service (IDS),

Multi layered secure
networking
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Flow monitoring
Multicast (Network layer) IPv4/IPv6 multicast protocols: IGMP/MLD, Scalable software upgrade,
PIM, MP-BGP
group commands
Quality of Services (QoS)

Specific MAC layers Class of Services
(CoS), i.e. Ethernet, WiMAX IPv4/IPv6
QoS Differentiated Services architecture

Multi services field area
networks Prioritisation of
data traffic Service Level
Agreement

Network Segmentation
and isolation

Virtual Private Networks (Layer 3), i.e.
IPSec VPN, VRF-Lite

Shared infrastructures but
dedicated and isolated traffic
paths for critical applications

Time Distribution

Layer 3, i.e. Network Time Protocol version Secure NTP4 for both IPv4
4 (NTPv4)
and IPv6

Management

DNS, IPFix, SNMP, CoAP, SSH, Telnet,
XML/Netconf, etc.

Push and Pull management
models
Scalable end-point
management

NOTE: IPv6/6LoWPAN is the only IP protocol version defined for IEEE 802.15.4g/e, and IEEE 1901.2.
Table 5: Taking advantage of IPv6 Network Services when deploying IoT

6.5

Conclusions

IPv6 can enable and sustain the growth rate of the IoT. It offers a future proof solution.

External contributors
The following person has contributed to Annex I:
Rapporteur:
Mr Pascal Thubert, Cisco Systems, Inc.
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7 ANNEX II: IPV6-BASED INDUSTRIAL IOT LEVERAGING ON
6TISCH TECHNOLOGY
7.1

Converging Networks for the Industrial Internet

7.1.1

On Operational Technology

"Operational technology (OT) is hardware and software that detects or causes a change through the
direct monitoring and/or control of physical devices, processes and events in the enterprise" - Source:
Gartner.
In practice, OT refers to industrial networks, which focus on highly reliable, secure and Deterministic
Networking. In OT environments, Deterministic Networks are characterised as providing a guaranteed
bandwidth with extremely low packet loss rates, bounded latency, and low jitter. OT networks are
typically used for monitoring systems and supporting control loops, as well as movement detection
systems for use in process control (i.e. continuous manufacturing) and factory automation (i.e. discrete
manufacturing), and protection systems in the Smart Grid.
Due to its different goals, OT has evolved in parallel but in a manner that is radically different from
Information Technology/Information and Communications Technology (IT/ICT), which until now
relied on selective queuing and discarding of IP packets to achieve end-to-end flow control over the
Internet, and provided limited guarantees in terms of delivery and latency. For that lack of
determinism and an associated lack of trust, IT and OT networks have been maintained segregated.

7.1.2

Enabling the IT/OT convergence

The motivation behind the original vision of an Industrial Internet was that a single percentile point of
operational optimisation would enable massive savings across many vertical industries. But reaching
additional levels of optimisation is not an easy task; it would require collecting and processing huge
amounts of live measurements by widely distributed OT sensing and IT analytics capabilities.
These currently missing measurements comprise all sorts of diagnostics and sensor data that in many
cases today are captured but not reported, either because the cost of wiring the devices would be
prohibitive, or, if a device has connectivity to a control network, because the control network is kept
isolated from the IT network and the wider Internet for security reasons.
In order to avoid skyrocketing operational costs in maintaining highly trained teams for multiple
solutions, the missing measurements have to share the same infrastructure (network and management)
as the deterministic OT flows. It results that the Industrial Internet vision can only be achieved by the
convergence of IT and OT, whereby the network becomes capable of emulating the properties of
deterministic OT circuits in the same fabric that serves traditional best effort IP applications.
In response to needs from different vertical OT industries, new efforts at the IETF and the IEEE to
enable traffic that requires bounded latency in a worst case scenario and is generally sensitive to
packet loss and/or jitter, for application in a large variety of use cases with a high degree of operational
criticality.
The upcoming protocols will support a mix of deterministic and classical best-effort traffic to be
transported across Ethernet bridges and over IP networks, respectively. In particular:


A first generation of Ethernet-based standards, called Audio/Video Bridging (AVB), was
developed at the IEEE Std 802.1™ for the Professional Media Networks.

© EXCITING Consortium 2016-2018

Page 62 of 102

D3.2: Harmonisation of Standards for IoT Technologies, version 1.0



With TimeSlotted Channel Hopping (TSCH), IEEE Std 802.15.4 evolved into a highly
predictable, quasi-deterministic Medium Access Control (MAC) technology.



The Time-Sensitive Networking (TSN) Task Group (TG) at the IEEE and the Deterministic
Networking (DetNet) Working Group (WG) at the IETF are now generalising those methods
to transport deterministic flows across Ethernet bridges and over IP networks, respectively.

Figure 18: Enabling trends
In Figure 18, the trend to bringing determinism in IT protocols relative to other trends that lead to it is
positioned, and ones that in turn it enables. Deterministic Networking refers to this new trend that is
now perceived as the key enabler for the convergence of IT and OT networks.
On the one hand, determinism builds on recent trends of Clock Synchronisation to control time-shared
network resources, and on Software Defined Networking (SDN) and for the centralised visibility on
network resources and capability to achieve a global optimisation of the network.
On the other hand, Deterministic Networking is a key enabler for a series of new trends that involve the
replacement of a serial cable or a multi-drop synchronous bus over a switched fabric. Examples of such
trends include the migration to IP of Professional Media Networks such as found in production studios
and concert arenas, the replacement of dedicated automotive buses such as the Controller Area Network
(CAN bus) and FlexRay by cheap 100 Mbps Ethernet over twisted pairs in the new models of cars, and
the Compute Platform Disaggregation whereby the internal bus inside a server such as a Peripheral
Component Interconnect (PCI) bus is replaced by an Ethernet switched fabric.
Among those trends, the focus is on the Industrial Internet; in that case, deterministic signals that are
used to control industrial processes have to be isolated, and yet share the physical media with other
information such as diagnostics and sensory data that are used to monitor and improve the processes.

7.1.3

The path to the IT/OT Convergence

At first, people realised that an on/off electrical signal could be perceived at very long distances and
the telegraph was born. They realised that the voltage could be modulated and the analogue audio
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signals, which still available today from devices equipped with those legacy jack and RCA connectors,
joined the party.
In the last twenty years, voice, data and video networks have converged to digital over IP. Mail
delivery has become quasi-immediate and volumes have multiplied; long distance voice is now mostly
free and the videophone is finally a reality; TV is available on-demand and games became interactive
and massively multi-player.
The convergence of highly heterogeneous networks to IT/ICT resulted in significant drops in price for
the end user while adding distinct new value to the related services.
Yet, and even though similar benefits can be envisioned when converging new applications over the
Internet, there are still many disjoint branches in the networking family tree; many use cases where
mission-specific applications continue to utilise dedicated point-to-point analogue and digital
technologies for their operations.
Even as a number of industrial protocols are now migrating to open standards such as Ethernet and IP,
the typical OT network is kept isolated from the IT network and operated by a different crew of OT
specialists, which yields double operational expenses compared to a converged network infrastructure
and management.
Forty years ago, OT people found that information encoded as an analogue modulation of current
could be carried virtually instantly and with no loss over the distance; the basis of industrial control
was laid out. Even today, most control signals rely on modulated current, typically between 4 mA and
20 mA, to report the variation of an observed phenomenon.
Then came digitisation, which enabled to carry more data and control the device, but also introduced
latency to industrial processes, time to encode a series of bits on a link and transport them along,
which in turn may limit the amount of transported information.
The need to save cable and simplify wiring lead to Time Division Multiplexing (TDM) of signals from
multiple devices over shared digital buses, each signal being granted access to the medium at a fixed
period for a fixed duration; with TDM, came more latency, waiting for the next reserved access time.
Statistical multiplexing, with Ethernet and IP, was then introduced to achieve higher speeds at lower
cost, and with it finally came jitter and congestion loss.
Some OT applications evolved to compensate for the transport degradation with recovery mechanisms
and jitter absorption buffers, at the expense of yet some additional latency. However, this did not seem
acceptable for all, and in order to avoid those unwanted statistical effects, competing and not
interoperable solutions appeared, driven by multiple standard defining organisations (SDOs), consortia
and individual vendors.
Notable examples are, in the wired space, PROFINET Isochronous Real-Time (IRT), POWERLINK,
SERCOS III, CC-Link IE, and to some degree Modbus TCP and EtherNet/IP which are now
converged in the CIP specification, and in the wireless space, ISA100.11a and WirelessHART, WIAPA and WIA-FA, iPCF and WISA.
In the real world today, operational signals are still massively carried as a simple analogue modulation
of the electrical current, over costly point-to-point wires. In order to replace those wires with a cheaper
Ethernet-based switched fabric federating multiple access links, a limited subset of deployed control
networks made all the steps towards digital statistical multiplexing; but even those cannot interoperate
with IT technology, and the convergence is stalled.
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The main technical reason for not converging those networks derives from the limits of the protocols
that sustain the Internet as it is known today. With multi-hop operations and statistical multiplexing, IP
technologies lack "determinism".

7.1.4

The case of Low-power Lossy Networks

The quality of transmission over IEEE 802.15.4 radios is affected by multiple elements, such as the
relative location of objects in the environment and interferers of all kinds; these elements may be
extremely difficult to control (e.g. radars) and may change brutally (e.g. a door opens); it results that a
given channel cannot be expected to remain stable over a long period of time, and that some Channel
Agility is required to guarantee a degree of service continuity over a long period of time.
When a radio transmission fails, adding diversity to the transmission characteristics improves the
chances to avoid the cause of the failure and thus, those of a successful retransmission. A
retransmission over the same channel adds only time diversity, and unless the cause of the loss is
really transient, it is bound to fail for the same reason the original transmission did. But, as discussed
by Srinivasan in the case for IEEE Std 802.15.4 and IEEE Std 802.11 networks, other forms of
diversity can help alleviate the issue.
Considering that those radios are highly sensitive to multipath fading, and that in turn multipath fading
is highly sensitive to both location and frequency, it makes sense to add channel diversity to the
retransmission. Trying this, it was found that switching channels dynamically based on a variation of
the link quality also yields transient periods of instability.
So, in the years 2003-2007, providing deterministic services over IEEE Wireless Personal Area
Networks (WPANs) such as IEEE Std 802.15.4 Low-Rate WPANs (LoWPAN) appeared to be
extremely challenging. Around that time, Kris Pister developed a novel approach to combine
frequency diversity and channel hopping based on time synchronisation, and they introduced the
quantum leap that brought determinism over low-power wireless, with the Time Synchronised Mesh
Protocol (TSMP).
TSMP introduced a scheduled combination of frequency and time diversity that defeats most
interferences and can reach wire-equivalent reliability on battery-operated devices. TSMP opened the
way to Time-Slotted Channel Hopping (TSCH), which was published as an amendment in 2012, and
is now updated and retrofitted in the mainline IEEE Std 802.15.4.
TSCH was immediately adopted by the Process Control industry, and two competing industrial WSN
standards were developed in the following years, both leveraging this technique; first came
WirelessHART, which shipped with HART7, and then ISA100.11a, which brought a limited support
of IPv6.
The above standards are optimised for application in industrial Process Control; they are not designed
to access the global Internet. In order to realise the Industrial Internet vision for wireless, there was a
need to develop a new series of open standards combining best-effort and time-sensitive IPv6 traffic
over TSCH. This work has started in 2013 at the IETF 6TiSCH WG and is now delivering its first
round of standards.
However, wire-equivalent reliability is still not determinism. For safety and critical control
applications, there is a need to guarantee the timely delivery of packets, even in the face of accidental
situations such as the failure of a device or an obstacle moving in the way of the transmission. For this,
additional forms of diversity, such as spatial diversity, and sometimes implementation and even
technology diversities are required.
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7.2

What is Deterministic Networking?

7.2.1

Common definitions (from Web encyclopaedia)

In mathematics and physics:
"A deterministic system is a system in which no randomness is involved in the development of future states of the
system. A deterministic model will thus always produce the same output from a given starting condition or initial
state."

In philosophy:
"A deterministic system is a conceptual model of the philosophical doctrine of determinism applied to
a system for understanding everything that has and will occur in the system, based on the physical
outcomes of causality. In a deterministic system, every action, or cause, produces a reaction, or effect,
and every reaction, in turn, becomes the cause of subsequent reactions. The totality of these cascading
events can theoretically show exactly how the system will exist at any moment in time."
A sense of what Deterministic Networking is has emerged as the capability to effectively emulate
point-to-point wires on switched networks that were initially designed to serve IT/ICT and then
Internet of Things (IoT) applications, such as Ethernet and IEEE 802.15.4, and the IETF is now
extending the Pseudo-Wire emulation of Ethernet over IP to provide Deterministic Networking
(DetNet) services over larger networks.
Various flavours of this concept can be found around, for instance with the concept of Network
Slicing at the 3rd Generation Partnership Project (3GPP). With these methods, an overlay, which is
effectively a logical structure of meshed tunnels, would inherit physical properties such as a portion of
the available buffers and bandwidth.
This subsection details the characteristics of Deterministic Networking, how the concept can be
achieved on wired infrastructures, and the direction taken by the standards bodies to enable
deterministic properties on packet networks.
Determinism in a network brings the guarantee that a particular piece of information is transported
across the network in a tight window of time, and that a periodic process will be repeated identically
every time. Determinism is a required property in the power grid, to ensure that high-tension lines
breakers can be activated within milliseconds, in public transportation to make sure that automated
vehicles are operated safely for their passengers, and in industrial automation for control loops.
To further delineate the concepts behind Deterministic Networking, let us use some analogies.

7.2.2

The train analogy (to control loop traffic)

The analogue of a congestion loss in the railway system, that is the collision of two trains using the
same rails at the same time, is avoided in the real world by fully scheduled operations that repeat, day
after day, the predetermined schema that is a train schedule.
Figure 19 illustrates the sheer complexity of computing an optimal schedule for multiple trains that
will share a same infrastructure, with the goal to minimise the end-to-end time and the constraint to
avoid collisions by ensuring that at most one train is present on any section of the rail at any point of
time.
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Figure 19: A Railway System, illustrating the complexity of a global schedule
The flat portions of the schedule that are enlarged on the right of Figure 19 (coloured in blue) illustrate
that, in order to avoid collisions, a train may be temporarily stopped until the pre-determined time
when it can safely leave the station. The overall travel experience may not be as fast as a hot potato
model whereby the train is expelled as soon as the way is open, but scheduling avoids queues and
results in a much more predictable experience for the passengers.
Likewise, a deterministic flow may experience short buffering in intermediate hops to guarantee that
there are never two deterministic packets scheduled for transmission at overlapping times, in other
words that the link is always available at the scheduled time of transmission; because of the extra fixed
latency that is added at each hop, most deterministic flows will incur a higher latency than with best
effort hot potato forwarding.

7.2.3

The bus analogy (to deterministic circuit switching)

The goal of the reserved bus lanes in a city is to avoid that the bus is delayed by traffic jams and
guarantee a good and repeatable experience for the passengers.
Say a bus takes thirty minutes to travel from a given bus stop down the street from a user's home, all
the way to his office. If there is a bus every ten minutes, then the transit time for a particular user of
the public service will always be somewhere between thirty and forty minutes, depending on how
lucky he is on a particular day, and this, regardless of the traffic in the car lanes.
This user will certainly not use every bus that passes by, but he knows that there will be one soon
enough, and that, forty minutes later at worst, he will be at his desk.
As it goes, a single bus line may not take our user from his departure point to his final destination, and
he may have to hop in another bus midway; the additional transport time for him yields huge benefits
in reduction of operational complexity and thus an increased profitability for the bus company.
A bus line is analogue to the reserved circuits that can be scheduled in a packet-switched Deterministic
Network, and as illustrated in Figure 20, an overall bus transport fabric is quite alike a complex
deterministic switching system. Regardless of the load, a Deterministic Network will guarantee a
periodic transmission opportunity with a bounded latency for asynchronous commands and alerts.
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In that context, the ultimate realisation of a Deterministic Network appears to be a perfect emulation of
the good old serial cable over a packet-switched network, transporting the exact same application, at a
much lower cost than a full mesh of wires.

Figure 20: The bus transport fabric

7.2.4

The vacation place analogy (to time-sharing)

For those of us who do not have 52 weeks of vacation per year, clever marketing has invented this
concept of time sharing acquisition whereby an individual owns a flat in a nice vacation resort for just
one week a year. That week, the individual will use the flat as if it was always his and, provided that
all owners are decent enough, he will have no clue whatsoever of how many other owners also live in
that flat at other times throughout the year.
As seen in subsection 7.2.2, determinism requires that packets from a particular flow may need to be
held in an intermediate node until the scheduled time when the free access to the transmission medium
is guaranteed. This means that enough buffers have to be available during that period to hold the
packet; by analogy to the vacation place, there cannot be an unexpected occupant in the flat.
The object of Deterministic Networking, which is to remove chance from the picture, requires tying
physical resources to the protected flows. With scheduled operation, a same resource may be affected
to different flows at different times, and the duration of this affectation, thus the number of
deterministic flows that can make use of a same resource, is directly affected by the precision of the
shared sense of time in the network.
It results that the reservation system that locks physical resource to well-dimensioned and identified
flows have to be aware of the device capabilities such as clock precision and forwarding latency, as
well as the amount of buffers, timers and queues that are available to control in that particular device.
With appropriate shaping, a deterministic flow is fully isolated from any influence from other traffic,
with no leak, no loss, and no latency whatsoever that could be imputed to other flows, whatever the
load on the network. This isolation goes beyond that provided by a Virtual LAN (VLAN) and its
Layer 3 equivalent, the Virtual Routing and Forwarding (VRF); those only prevent leak and
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eavesdropping, but cannot protect against congestion loss and latency induced by some other traffic
that happens to share the same physical resources.
In other words, Deterministic Networking brings a new level of isolation and guarantees that are
critical to converge OT control flows onto a shared IT infrastructure spanning the campus or the
factory. To realise this to its full extension, a strict policing and shaping have to be performed that
filters out misbehaving devices, whether it is an external attack or a failing network node that may, for
instance, repeat the last frame forever at line speed. In turn, the isolation brings a new form of security
whereby attempts to influence a flow by injecting another in the same physical infrastructure becomes
totally inefficient.

7.2.5

The casino analogy (to statistical effects)

The law of large numbers says that, long term, the casino wins. Yet, though it rapidly becomes
statistically improbable to keep winning, there is no bound to the potential gains that a player may
achieve. By analogy, statistical multiplexing and arguably buffer bloat yields unbounded latency, or
loss.
In wireless, CSMA with collision avoidance (CA) operations detect a collision and apply a
randomised back off to avoid that it happens again. Though the chances decrease exponentially, there
is always a possibility that a frame again for a theoretically unbounded number of times.

Figure 21: Traditional Quality of Service
Similarly, the hot potato forwarding operation in a switch or a router entails a statistical chance of too
many flows outgoing a certain link, queues forming and eventually packets being dropped. The
imperfect experience of voice over IP generally results from this sort of effect, in particular over Wi-Fi
where the data rate may vary considerably and Call Admission Control (CAC) is very complex to
achieve. The only protection in classical routers and switches is to drastically under-utilise the
medium, with a very limited amount of critical traffic of high Quality of Service (QoS), as illustrated
in Figure 21.
Ever increasing the bandwidth can make it so that statistical effects such as congestion loss and out-ofbound latency become negligible; and in addition, appropriate QoS settings enable to push the
unwanted statistical effects onto vulgar packets, and protect relatively low rates of critical flows. This
has been the recurrent answer from packet-switched statistically multiplexed networks against the
better-groomed behaviour of transports designed for circuit mode communications, such Synchronous
Optical Networking (SONET) and its Synchronous Digital Hierarchy (SDH) variant, or T1 TimeDivision Multiplexed (T1-TDM) and its Integrated Services Digital Network (ISDN) variant.
So far, this has been a winning strategy for most use-cases, but it falls short when the needs of the
critical flows approach the effective throughput of the wires, e.g. for large time-sensitive flows of
uncompressed video, where tens of Gbps have to be delivered at a precise time across a switched
fabric in professional studio.
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This is why, until now, the extreme OT uses cases such as industrial motion control, which operate
control loops at several hundred times per second, had to resort to specialised standards or proprietary
designs.
In contrast, scheduled operations can utilise the medium for critical flows up to high loads, limited
only by the precision of the clocks and the compute capability of the central controller. Voice calls and
industrial control loops are like trains, the traffic is predetermined and with adequate dimensioning
and scheduling, the network can be programmed to ensure a seamless and repeatable experience. This
requires new shapers, a fine sense of time, and a better control of individual physical resources such as
buffers in memory.
A deterministic flow has to traverse the network in the same predictable fashion every time, regardless
of the load of the network. There can be no observable influence whatsoever from any other flows. A
Deterministic Network may be primarily loaded with deterministic flows and still maintain its
predictable properties unmodified for each of them.
This goes beyond the capabilities of the current QoS-based Internet technologies, where an increased
load in one flow generates delays and losses, which are rapidly observable, on adjacent flows.

7.2.6

Transporting OT traffic

Transporting OT traffic requires a network that is reliable and jitter-free, and can be trusted to
transport periodic and asynchronous commands with a bounded latency. An ever-increasing
bandwidth is not always a valid response in the face of high loads of time sensitive flows found in OT
applications. This strategy was not accepted by the industrial community, which developed its own
adaptions of Ethernet and IP to meet its specific needs. As opposed to QoS-based networks, a
Deterministic Network has to always retain its properties, even under high loads of critical flows.
To achieve this, it is necessary to schedule the timely operation of the network with the granularity of
numerous tiny physical resources. While scheduling enables to provide the required guarantees, it may
also yield an additional latency for the transported flows. A precise synchronisation of the network has
to be obtained, so the required resources can be reserved for the individual packets within that
particular flow at their precise time of arrival. Over the distance, tiny flows have to be aggregated into
larger ones that can be processed as a single entity.
With Deterministic Networks, the worst-case data loss and latency can be guaranteed in a consistent
fashion when multiple services are deployed on a common converged network infrastructure. A
deterministic flow is completely isolated in its own time-shared set of physical resources and cannot
be influenced by any other traffic in any observable fashion; from the perspective of the application, a
deterministic end-to-end connection appears as a dedicated point-to-point wire.
As Deterministic Networking capabilities are deployed, wired and wireless links that are today limited
to provide Internet connectivity can be used to replace any of the cables that are found in day-to-day
applications, RCA connectors on the stereo gear, RS232 serial cables, fancy bus connectors in cars, 2
and 4-wires cables in industrial control networks, all of them. A shared sense of time enables to
transport -in fact to recreate- a clock signal that is used to synchronise both ends of an emulated serial
cable. Moreover, the perfect isolation between flows that is obtained to guarantee the required latency
is also an improvement on the security side, and a factor of trust in the convergence for OT people.
Awareness of Deterministic Networking is now spreading, and the new technology is generally
perceived as an evolution of quality of service to bring a new level of guarantees for network-based
services. True as it is, what Deterministic also and mostly brings to Networking is more revolutionary;
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it is the capability, for the first time, to carry any signal that was ever transported across a point-topoint wire, for any form of imaginable application, over multi-hop packet networks.

7.3

Enabling Determinism in a Network

7.3.1

On Fast Reroute

Use-cases where two non-congruent paths are set up to ensure either a full redundancy, or at least a
rapid fail-over, by selecting at the ingress between two pre-computed paths, abound in the art of
networking. An example of such, the Linear Protection of the MPLS Transport Profile (MPLS-TP)
uses specific OAM frames to monitor the liveliness of the routes and make rapid fail-over decisions.
To avoid the complexity of setting up non-congruent paths, and in order to react even quicker from
where the problem actually happens, the IETF has devised the concept of fast-reroute, which means
rerouting around a failure from anywhere inside the network.
The IETF has proposed two approaches for IP fast-reroute, the original IP LoopFree Alternates (LFA)
and IETF RFC 7252, which attempts to find a path around a failing node or a failing link, with a
variable coverage, and a new technique for IP Label Distribution Protocol (LDP) using Maximally
Redundant Trees (MRT), which draws a pair of trees in any bi-connected topology, each tree
connecting every node and both rooted at the destination, in such a fashion that a breakage only blocks
one of the trees, so that the other tree offers a path to destination.
One key benefit that is found in both techniques is to be compatible with, and actually leverage, an
existing OSPF-based infrastructure; and one limit to both approaches is the lack of control on the
generated alternate paths, in particular with respect to their relative costs. The detour may be long and
expensive, in particular with MRT, which computes global trees.

7.3.2

On SDN and Traffic Engineering

Software Defined Networking (SDN) promotes a model that simplifies the network operation by
automating the deployment of network resources from a centralised controller; at the extreme, the
networking gear becomes a basic subservient to the master controller in practice, though, a distributed
routing plane may still be associated with the SDN operation so as to reach the controller and handle
the general purpose bulk of the traffic. Though still highly overhyped, the momentum started with
Openflow is getting traction in campuses and cloud data centres through various vendor incarnations
such as the Network Element Drivers of Cisco's Network Services Orchestrator and Arista's
Directflow.
The art of Traffic Engineering (TE) at the IETF leverages routing protocol extensions to link-state
Interior Gateway Protocols (IGP) such as OSPF and IPv6-IPv6 NPT (Network Prefix Translation,
IETF RFC 6296) and IS-IS, as well as extensions to BGP, to report the topological information to a
central routing component, which is implemented by a Path Computation Element (PCE). Relying on
that topological information learned, the PCE computes diverse paths and assign flows to those paths.
But this technique yields a lot of human intervention and does not yet support deterministic properties.
More closely related to OT applications of IoT and low-power radios, Industrial Routing
Requirements in Low-Power and Lossy Networks discusses the need for the LLN routing protocol to
compute multiple forwarding solutions. The centralised approach in TE is echoed by the best practice
found in the art of industrial and vehicular networks, operating Time-Triggered Ethernet, IEC 62591
and IEC 62734. The limit of the model is probably the scalability of the controller, considering that the
optimisation of a Time-Triggered schedule is an NP-complete and problem with a complexity that
grows rapidly with the number of engineered flows.
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7.3.3

Expected benefits in wired networks

A perfectly Deterministic Network would ensure that every packet would reach its destination, and
would always do so in due time. In an imperfect world, Deterministic Networking nearly eliminates
packet loss, with the associated goal to guarantee a worst case latency for a packet, and all this
whatever the overall network conditions are, effectively emulating the case of a point to point serial
cable.
The main cause of data loss in a wired switch fabric is a statistical effect called congestion loss,
whereby, at a particular moment, multiple flows entering a switch converge to a same outgoing port,
in volumes that exceed the capacity of that port to output the traffic. It results that some of the traffic
has to be dropped, and one of the desired effects of Quality of Service (QoS) is to intelligently select
the frames to be discarded.
Making networks more deterministic eliminates this statistical effect by maintaining at all time the
amount of critical packets within the physical capabilities of the hardware. This can be achieved by the
use of time-shared resources (bandwidth and buffers) per circuit, and/or by shaping and/or scheduling
the packets at every hop.
Equipment failure, such as a switch rebooting, a broken interface adapter, or an unplugged physical
wire, is a secondary source of data loss. When a breakage occurs, multiple packets are lost in a row
before the flows are rerouted or the system may recover. This is not acceptable for critical applications
such as related to safety. A typical process control loop will tolerate an occasional packet loss, but a
loss of several packets in a row will cause an emergency stop (that is, typically after 4 packets lost,
within a period of 1 second).
Making networks more deterministic improves the resiliency against breakages and statistical
transmission loss such as due to cosmic particles, typically by adding redundancy in the network path.
Finally, since the operation of a Deterministic Network rely on precisely applying a tight schedule,
and the worst-case time of delivery has to be guaranteed, a shared sense of time is propagated
throughout the network, which can be exposed to and leveraged by other applications.

7.3.4

Making Ethernet deterministic?

On precise time: A synchronisation of clocks in the order of the microsecond can be achieved by a
software implementation using the Precision Time Protocol (PTP) IEEE 1588, or one of its derived
profiles, such as IEEE 802.1AS. With hardware assistance, this can be brought down to tens of
nanoseconds for use in Smart Grid and even down to nanoseconds for military and 4/5G so-called
fronthaul and crosshaul applications.
With a precise shared sense of time, the switches can guarantee the exact forwarding time at each hop
for TSN applications, and in-time delivery at the egress for AVB applications. Precise time is
leveraged by Time-Triggered Ethernet (TTE) to control the exact time of transmission; with TTE, the
sender and the listener can agree that a certain packet belongs to a certain deterministic flow just
because it is transmitted at a certain precise time, without the need to tag the packet. Keeping the
Ethernet frames unmodified enables inter-working between TTE and classical Ethernet switches.
On timely transmission: Another key aspect to provide deterministic latency guarantees is to ensure
that the medium is free and can be accessed with no wait when the time comes for sending a
deterministic packet.
In the case of full-duplex switched Ethernet, a sender owns the transmit medium, so there is no need to
defend against an interfering transmission from other parties; a collision may be avoided either by
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preventing transmission ahead of the scheduled time by a guard time that is more than the transmission
time of the largest frame, or by suspending a frame being transmitted to free the medium for the
deterministic packet, which is the solution that the IEEE as selected with 802.1Qbu Frame Preemption.
By construction of the schedule, only one frame may be programmed during any particular window of
time sized for one frame of maximum size, and there can never be a contention between deterministic
frames.
If a non-deterministic frame is being transmitted at the precise time scheduled for a deterministic
frame, its transmission is interrupted and a CRC is attached to validate the partial transmission. The
deterministic packet can then be transmitted in time and in full, and then the non-deterministic
transmission can resume starting at the offset where the transmission was interrupted, yielding no
access latency for the deterministic frame.
On redundancy: A Deterministic Network brings resiliency against physical and logical failures and
guarantees the continuity of operations in all conditions; this requires the physical redundancy of each
involved piece of networking equipment, and the capability to compute non-congruent paths between
source and destination and leverage Frame Replication and Elimination techniques.
High-availability Seamless Redundancy (HSR) for that purpose. The International Electrotechnical
Commission (IEC) further standardised those methods for both the industrial and Smart Grid
applications, and is now evolving the IEC 61850 standard for substation communication networks to
include them.
On reliability: Finally, critical applications such as professional Audio/Video Bridging (AVB)
demand a packet delivery ratio (PDR) that orders of magnitude better than the capabilities of a simple
chain of switches along a path. Additional diversity, such as replication and elimination of a packet
over non-congruent paths, enables to reach the required figures. The math is simple: If the probability
of loss along a path is P, then, if total diversity and independence can be achieved between two
parallel non-congruent paths, then the probability of loss with Replication and Elimination over those
two paths becomes P2. With a loss ratio of an Ethernet fabric that is typically in the order of 10-5,
sending redundant copies over two fully diverse paths yields a 10-10 loss ratio, which enough to burn a
Blu-ray disk without a scratch in an AVB studio. When applied to highly lossy multi-hop media such
as a wireless link with, a worse than 10 % packet error rate (PER) without retries is not uncommon. A
simple redundancy, whether it is based on rings or parallel paths, still yields at best a PER of 1 % or
worse, which is far from the 10-5 wire equivalence that industrial networks are after.

7.3.5

Making wireless deterministic?

On transmission reliability: The radio medium, in particular in the industrial, scientific, and medical
(ISM) bands that are shared not only between data networks but also with all sorts of interferers such
as microwave ovens and radars, is orders of magnitude less reliable than classical wired networks such
as Ethernet over copper or fibre; providing deterministic services over wireless appears extremely
challenging.
Co-channel interferences are not the only possible causes for a frame loss; for instance, physical
obstacles may happen to move in the way of the transmission and block the communication. MultiPath Fading, which is due to multiple reflections that may reinforce or cancel one another out a few
centimetres away, is a major cause of transmission errors; it does not affect all channels in a same
fashion, and which channels are impacted is highly sensitive to the relative position of the sender and
the receiver, and to their environment.
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In short, the quality of a given channel is affected by multiple parameters that may vary brutally, and
IEEE 802.15.4 transmissions over a fixed channel cannot be expected to remain stable over a long
period of time. It results that basic IEEE 802.15.4 implementations that operate on a fixed channel will
often suffer from intermittent delivery issues, and can only apply to low-end applications for which a
consistent reliability is not a concern.
Channel Agility was added to improve the availability of the radio links by permanently sensing the
channel, looking for an increase in Bit Error Rate (BER), and switching channel when loss becomes
too high. This technique represents a clear improvement from the art of fixed channel, but it only fixes
an error condition reactively, and a period of lossy transmissions is experienced before a new channel
is selected. This is well suited for applications such as AMI/AMR metering, which do not require a
wire equivalent reliability, but, at the same time, this does not provide the deterministic guarantees that
industrial applications require.
A predictive technique that would enable to switch to a better channel before the problem even occurs
would be ideal but early attempts did not make it to mainstream. Effectively, one can leverage
transmission statistics, observe activity on other channels and remember channels with a bad
transmission record, so as to black list them. This may be efficient to protect against a stable Wi-Fi cochannel interferer, but there is no way to know if this is effectively the case, and if the problem will
last and for how long. The physical phenomenon that is the most common cause of channel
degradation, moving an object or starting a process, cannot be fully predicted by the radio device in
most practical situations, and making Channel Agility proactive has appeared so far to be a red
herring, yielding more complexity than actual benefits.
Time-Slotted Channel Hopping (TSCH) is the best of breed with its simple per-packet channel rotation
called channel hopping. TSCH brings Time (by repeating failed transmissions) and Frequency (by
switching channel) diversities.
However, unless there is an infinite time to attempt an infinite number of retries, there is always a limit
to the reliability of a system. In short, deterministic delivery within a constrained time cannot be
guaranteed over a wireless medium. A realistic goal is to optimise the delivery ratio, and this is best
achieved by combining all possible forms of diversity.
On deterministic channel access: The other major difficulty with wireless links is that the medium is
shared, meaning that not only this node, but other nodes, may be transmitting at the time intended for a
deterministic packet, which would have to wait a variable time till the end of that current transmission.
Then, with CSMA/CA mechanisms, it would have to introduce a random delay to obtain access to the
channel, and then, in case of a collision, wait for an additional exponential back off time.
In wireless, a technique like the IEEE 802.1Qbu - Frame Pre-emption - is not really workable, because
apart from new specific attempts for full duplex-radios, there is no way to interrupt a remote talker that
is blinded by its own signal.
Depending on the specific radio technology, packets may be blocked at the MAC or PHY layer and
then sent together in a single transmission opportunity; data rates may vary dramatically with the
distance and the environment; it results that the exact duration of the current transmission can be very
hard to predict, and that a guard time that would guarantee that the medium is empty at scheduled time
on a wireless medium would necessarily be very long and highly wasteful in terms of bandwidth to
cope with highly variable transmission duration.
The only way to approach determinism in wireless transmissions -most people will prefer to use terms
such as "highly predictable" instead of deterministic- is to schedule all the transmissions, and that is
what TSCH and industrial WSNs do.
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A schedule such as illustrated with coloured codes in Figure 22 controls at which time and on which
channel a frame is forwarded between which pair of nodes.

Figure 22: A TSCH schedule
Scheduling implies that all nodes control the precise time of emission, which in turn requires a shared
and precise sense of time. It is, for instance, possible to achieve in the order of tens of microseconds
clock synchronisation over an IEEE 802.15.4 link.
With fully scheduled operations, it is now possible to guarantee the time of delivery for those packets
that make it to destination, in a deterministic fashion.
Additional Benefits from scheduling in wireless: In addition to the benefits listed in subsection
7.3.3, scheduling provides specific value to the wireless medium. On the one hand, scheduling reduces
transmission losses and with TSCH and its industrial derivatives, a wire-equivalent loss ratio of 10-5
can be obtained: to achieve this, routes are computed so as to enable at least two forwarding solutions
for every node, which ensures spatial diversity, whereas retries over the TSCH MAC provide both
time and frequency diversity and effectively combats co-channel interference as well as multipath
fading.
On the other hand, scheduling optimises the bandwidth usage: compared to CSMA/CA operations,
there is no blank related to IFS and exponential back off in scheduled operations, though some
minimal Clear Channel Assessment may be needed to comply with the local regulations such as ETSI
EN 300 328. And because TSCH time slots provide a full time sharing operation, there is no limit to
the ratio of guaranteed critical traffic.
Finally, scheduling plays a critical role to save energy; in IoT, energy is the foremost concern, and
synchronising sender and listener enables to maintain them in deep sleep at all times when there is no
scheduled transmission; this optimises sleeping periods by avoiding idle listening and long preambles;
TSCH enables battery operated nodes that actually forward packets in a mesh topology for multiple
years.
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In a nutshell: While scheduling transmissions can guarantee the time of delivery, it is impossible, in
the ISM band, to keep all possible interferers at bay. Co-channel interference, as well as the selfinflicted Multi-Path fading, which is due to echoes of the transmission, are unavoidable. In other
words, there is no way to guarantee the delivery of all frames.
It takes different mitigation techniques to avoid the different issues that affect wireless transmissions.
To combat them all, all possible forms of diversity should be leveraged, in the spatial domain by
routing over multipath, in the temporal domain by retrying transmissions or sending copies over
parallel paths at distinct times, and in the frequency domain with frequency hopping (within frames) or
channel hopping (between frames).
Several times along the way to the destination, the work presented in the present document replicates
and then eliminates the copies of a packet that are forwarded along parallel disjoint paths, hopping
between frequencies with each transmission so that a copy along one path does not interfere with a
copy along the other.

7.4

The IETF DetNet architecture

7.4.1

Positioning of work

Deterministic Networking refers to the allocation of pre-determined physical resources in the network
(queues, buffers, transmission medium) for well-characterised flows that are known a-priori, in order
to avoid the statistical effects that lead to a poor bandwidth utilisation, uncontrolled jitter, and
congestion loss. Bandwidth that is not actually used by deterministic flows is available for use by
other traffic.

Figure 23: DetNet components
In more details, a path is nailed down with a particular set of resources at particular times, and the
forwarding behaviour ensures that the right packets are forwarded at the right time to make use of
these resources.
As illustrated in Figure 23, this requires capabilities for:
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Hop-by-hop synchronisation, which enables to restore an apparent end-to-end clock signal
that can be associated with the timely distribution of data streams, which in turn can be
decoded to reproduce precisely phased analogue signals;



Time-based resource reservation coupled with enforcement methods, which eliminates
collision loss and provides the capability to transport unicast or multicast data streams of
predefined characteristics such as data rate and bounded latency.

Work has started at the IETF DetNet WG to enable the establishment and maintenance of
deterministic paths over Layer 2 Bridged and Layer 3 routed segments, by defining a common
representation (data models) of the physical resources and network topology, and standardising the
protocol flows and interface mappings that are used to set up the flows.
Work will also be needed for management, with in particular network control frames that are carried
along a deterministic path to assess its health and performance - aka Operations, Administration, and
Maintenance (OAM) frames, but also in-band means to trace a packet from the last replication point
from which it may have strayed into the network.

7.4.2

The architecture in a nutshell

The Deterministic Networking Architecture applies a centralised approach for a limited amount of
deterministic flows, which share the network with a more classical distributed path computation and
statistical multiplexing operation for traffic of lesser criticality and requirements.
In that approach, diverse applications can push their requirements over a Northbound Interface to a
centralised controller, which translates these requirements in term of complex routes with replication
and elimination capabilities, and pushes the result onto the network over a Southbound Interface,
including precise operating schedules and time-based resource reservations.

Figure 24: The DetNet architecture
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Figure 24 illustrates the steps that take place in order to setup a deterministic path (in blue), and the
interfaces (in purple and green) and data models that DetNet should standardise. Following the
numbers on that figure, the main steps are:
1)

the definition of data models to report the topology and the devices capabilities to the
controller which is aware of the application requirements and can perform;

2)

the computation of a path that matches those needs;

3)

the protocol elements to request a path set up for a given flow and configure;

4)

the Network Interface Card (NIC) in the end nodes, and the time-shared reservation of
physical resources in the network nodes along the end-to-end path; and

5)

the forwarding behaviour for each flow.

In short, the SDN model comprises three layers, the application, which is not covered in the present
document, the network, which loses some of its distributed features, and the controller that sits
between, and implements the needs of the former, using the capabilities of the latter.
Subsections 7.4.3 and 7.5 explore the DetNet abstractions for the network and the controller,
respectively.

7.4.3

Networking in DetNet

The art of Layer 2 with AVB, or of Layer 3 with IntServ (RSVP), is already capable to establish a
serial path in a distributed fashion as depicted in Figure 25, with end-to-end latency guarantees at the
expense of wasted bandwidth.

Figure 25: Single Path
So, arguably, DetNet could use a distributed architecture as well.
However, to reach a higher reliability, DetNet adds Replication, Retry (wireless) and Elimination of
individual packets to the problem, making the path more complex and more global, as illustrated in
Figure 26.
The complexity of the DetNet path makes solving the problem of minimising the overall latency and
the amount of resources even more difficult. It was determined from the art of Traffic Engineering that
optimally distributing a number of known flows across a shared network is an NP-Complete problem
and that the most advanced optimisation will be obtained by leveraging a central PCE with a global
view of the network.

© EXCITING Consortium 2016-2018

Page 78 of 102

D3.2: Harmonisation of Standards for IoT Technologies, version 1.0

Figure 26: Complex Track
This is why, as opposed to IntServ, the DetNet architecture relies on a controller with a total view of
the system capabilities and application requirements to optimise globally the allocation of resources
and install the related state in a transactional fashion.
Figure 27 represents a classical view of a network as perceived by a networking engineer, with
switches that forward frames at Layer 2, routers that route packets at Layer 3, over both wired and
wireless connectivity, with all sort of medium between routers. From the perspective of that engineer,
the elements of concern are means of logical connectivity, e.g. Virtual LANs, and communication
layers, Layer 3 routing vs. Layer 2 switching.

Figure 27: Perspective of a networking engineer (source: N. Finn)
In contrast, Figure 28 represents the view of a Deterministic Networking Controller.
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Figure 28: Perspective of the controller (source: N. Finn)
From the Deterministic Networking perspective, the network is a collection of interconnected boxes
and wires, regardless of whether they are implementing as Layer 2 or Layer 3 boxes.
What is important is the physical capabilities in those devices to store reliably some amount of packets
and resend them at a precise time along a scheduled path.

7.5
7.5.1

Controlling a Deterministic Network
Reporting the topology to the controller

Figure 28 presented the simplified view of the network from the DetNet controller perspective. This
subsection elaborates on the steps that are presented in Figure 29, of reporting the topology to the
controller, implementing the needs of the application in the network, and automating the network
operation.
In order to compute a deterministic path, the controller needs to learn not only the connectivity
between the networking pieces of equipment, but also their capabilities down to amounts of buffers
and timers that can be reserved, which types of shapers are available on the device, and with which
precision the device is synchronised to the rest of the network.
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Figure 29: Reporting capabilities and topology to the Controller
The most probable outcome is that DetNet will inherit from work done in the art of TE at the Traffic
Engineering Architecture and Signalling (TEAS) Working Group to report the topology and the device
capabilities to the controller over a control interface called the Southbound Interface.
This means that DetNet needs to extend the data models that exist in TE to report, in particular, the
physical characteristic that are relevant to the deterministic path computation, which in turn may differ
from one medium to another; for instance, IEEE 802.15.4 TSCH has a concept of time slots associated
to frequency hopping that does not exist in Ethernet.

7.5.2

Implementing the needs of the application

The creation or the modification of a flow is triggered when an application, residing on an end-device,
a management console like an Industrial Human Machine Interface (HMI), or a Broadcast Control
System in Professional Media Networking (PMN), needs a deterministic communication channel to,
say, transport the content of a movie to a Blu-ray disk burner for mastering.
A time sensitive application residing on the end-device (a mobile phone) or some third party hardware
(a central HMI) provides a Traffic Specification (TSPEC) that reflects the transport requirements from
its perspective, expressed as volumes of data, sensitivity to jitter, loss, and latency. The application
makes its request to the controller over a service interface called the Northbound Interface, which is
defined by the Open Networking Foundation (ONF), providing the TSPEC as parameter.
The controller translates those requirements in terms that are actionable by the network devices. In
many cases, the controller will schedule a complex path across the network, which can be seen as an
evolved form of a circuit.
The relevant state is pushed in the end and intermediate systems, indicating how to identify a
particular flow and the operation to be executed on that flow, like the precise time of forwarding and
the behaviour of the shaper, e.g. credit-based vs. time-triggered.
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Figure 30: Setting up a new flow
As shown in Figure 30, DetNet needs to define the new data models that are required to set up a path
that supports new features such as Packet Replication, Retry and Elimination, and the definition of
tagging elements (i.e. Flow ID, and packet marking) to be used to identify the flow as it is being
forwarded along the complex path.

Figure 31: Inside the controller
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7.5.3

Automating the network operation

The SDN model used in DetNet enables a degree of automation that help reduce the operational
expenses associated to the deterministic network.
To make that happen, the controller participates to a permanent control loop that observes the
network to validate whether it still matches user needs, triggers actions when that is not the case,
performs an update computation (that is the PCE's piece), and then reprograms the network, which
is done by the combination of a driver for the particular network element and a protocol such as
the PCE Protocol (PCEP), a REST or a Command Line Interface.
Figure 31 represents the innards of a controller, which effectively is composed of a classical Path
Computation Element (PCE) that calculates the optimised layout for the complex paths, a
management component that supports the life-cycle of the paths, and Command and Configuration
drivers that trigger the required operation over the interfaces that the particular networking
hardware support.
This process may be triggered in an open loop, for instance by a user who configures a new device on
some HMI, or in a close loop as an automated reaction to an event that is processed in the
measurement and fault management entity.

7.5.4

Limits and perspectives

Deterministic Networking is not a matter of standard bodies and networking layers, (Layer 2 vs. Layer
3); nor is it about virtualisation. What it is really about is a tight control of physical operations and
scheduling of real buffers and queues, receiving, shaping and resending real packets at precise times
with dedicated Hardware.
Such operation requires a network that is precisely synchronised; DetNet will inherit the precise clock
synchronisation from work done at other bodies, such as but not limited to, GPS, IEEE 802.1AS, the
Precision Time Protocol (PTP) IEEE 1588, or the Network Time Protocol (NTP). The precision of the
synchronisation limits the capability to tightly control the resources and thus the amount of
deterministic traffic that can be applied onto the network.
Other limits of the centralised approach are on the one hand the complexity of the computation that
hinders the scalability of the solution, and on the other hand the control plane overhead and the delays
that are required to install a new path, or modify an existing path, from the controller across the
network to all the intermediate nodes.
More of a constraint than a limit, the DetNet operation at Layer 3 will require services from lower
layers to achieve the required properties end-to-end; the DetNet group will collaborate with IEEE
802.1TSN, which is responsible for Layer 2 operations, to define a common design to support
deterministic applications. A number of abstractions such as the end-host operation should be defined
in a fashion that is agnostic to the choice of network used for the connectivity. This common design
should ensure that the definition of the southbound and northbound interfaces is kept homogeneous
between Layer 2 and Layer 3 so as to enable various inter-working models, such as DetNet
transporting TSN on a deterministic pseudo-wire, or a mapping interface between a TSN network and
a DetNet network at the edge of a deterministic Layer 2 fabric.
The weakest link along a path will limit the whole chain, and an imperfect mapping at the
interconnection between two networks with slightly different operations may induce a reduction of
end-to-end results. The interconnection between a wired and a wireless network, in particular, can be
expected to yield complex mapping issues.
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The following chapters explore how deterministic can be applied on wired and wireless media, and
which particular benefits are expected in either case. Determinism can be practically achieved, but
through different methods and with different capabilities. The interconnection and the enablement of
end-to-end deterministic capabilities are still a complete green field, open for further research.

7.6
7.6.1

The art of low-power wireless sensor networks
A highly predictable wireless

With TimeSlotted Channel Hopping (TSCH), scheduling transmissions minimises the chances of
collision and associated loss. Scheduling is achieved through TDM, by slicing time and affecting time
slots to particular transmissions. This scheduled mode of operation is particularly adapted to well
known, periodic flows for which a schedule can be computed in advance.
TSCH combines TDM with channel agility in order to defeat interferences, in particular Multi-Path
Fading, which generally affects 2 to 4 channels out of the 16 available with IEEE Std 802.15.4 in the
2,4 GHz band, and co-channel interference, in particular when it is located in a limited number of
adjacent channels.
TSCH recognises that smarts in channel selection do not pay off in practice, and all channels that are
not black-listed are equally used; they are tried in a pseudo-random order, hopping between nonadjacent channels at each transmission; and though typically, at any given point of time, several
channels present a high BER for a particular pair of devices, a series of retransmissions over a
sequence of alternate channels eventually bypasses the issue after a few attempts, and an industrialclass reliability can effectively be achieved.
The complexity in TSCH is elsewhere; it comes from the need to ensure that the receiver is tuned to
the same channel as the sender at the precise time of the transmission; this requires additional protocol
elements to synchronise the network and schedule the transmissions. A TSCH schedule can be viewed
as the program of a mechanical piano that would play the same tune repeatedly, whereby the channels
used would be the music. But the analogy stops here, since at the next iteration of a schedule, all
transmissions are rotated by a pseudo-random number.
An example is given in Figure 32, with 3 iterations of a schedule, and 4 possible transmissions (A →
T), (B → A), (D → A) and (C → E) , the first 3 being best effort, to be prioritised in A to avoid
scheduling collisions, while the last is protected.
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Figure 32: TSCH iterations
Table 6 shows the example of a pseudo-random sequence for 16 channels that is used in this example.
5

6

12

7

15

4

14

11

8

0

1

2

13

3

9

10

Table 6: A pseudo-random channel hopping sequence
Say that a strong interferer causes loss on channel 14 (marked brick red), then any transmission on that
channel is mostly doomed. But then, say that the particular transmission from node D to node A (D
7→ A) experiences multipath fading on channels 3, 7 and 10, which are represented in pink in Figure
32.
At iteration N, the transmission will fail, but a retransmission at iterations N+1 of the schedule will
succeed, because it is on a different channel.
The strategy is effective in combating both co-channel interference and multipath fading, and reach
wire-equivalent reliability, given enough time to perform all the required retransmissions.
But it falls short in the face of physical and logical failures such as equipment breakage, reboot, or
network desynchronisation, and the latency incurred in fast reroute may be too high to guarantee intime delivery.
In contrast, 6TiSCH Tracks provide multi-path redundancy, which addresses these failure cases, and
reduces the jitter incurred in retries and rerouting for a better determinism in end-to-end transmissions,
arguably at the expense of additional energy spending for which some remediation are proposed.

7.6.2

WSNs in Industrial Process Control

IEC 62591 and IEC 62734 (ISA100.11a) are the major industrial WSN standards in use today in
Process Control networks; IEC 62601 (WIA-PA) was developed in parallel in China, also for Process

© EXCITING Consortium 2016-2018

Page 85 of 102

D3.2: Harmonisation of Standards for IoT Technologies, version 1.0

Automation applications. Interestingly, WIA offers a faster FA version for Factory Automation,
trading IEEE 802.15.4 for an IEEE 802.11 Physical (PHY) layer.
In order to avoid collisions and ensure the transmission of a packet at an exact time, deterministic
radio operations require a fully scheduled MAC such as TSCH and LTE/5G.
Both IEC 62591 and IEC 62734 use a variation of the IEEE Std 802.15.4 TSCH MAC, which is
optimised for ultra-low power activities and is a natural match for low-frequency periodic flows, such
as control loops, and both rely on the centralised routing model promoted by SDN.
A Controller called System Manager, or Network Manager, respectively, computes all the routes in the
mesh network. Those routes are generally multipath, to augment the spatial diversity that is offered to
the transported flows and to fast-route around the interference and breakages dynamically. Due to the
complexity of solving the NP-complete problem of multi-path route optimisation, those networks are
not designed to scale beyond roughly one hundred nodes, and are generally too costly to efficiently
address large scale monitoring applications such as required for the Industrial Internet.
In spite of their common roots and design points, each of these standards is defined from the PHY
layer all the way to the application as a monolithic silo, with no desire to interoperate with one another
beyond the regulatory capabilities (ETSI and FCC) to share the spectrum with other technologies.
Because a needful device may only exist in one of those standards, practical use cases often need to
deploy more than one of those standards, which means that different hardware is installed and
maintained by different OT specialists, which multiplies the operational expenses (OPEX), and
appears to be a major limitation that to their wider deployment.
This contrasts with the end-to-end principle that guides the Internet designs, with a network that is
agnostic to the applications and can be shared between multiple existing and any upcoming ones.
It is usual that a green field starts with highly specialised proprietary or semi-proprietary solutions;
this tends to maintain the prices high and limits the adoption of the new technology. Soon enough,
open standards based on the Internet Protocol (IP) -that would be IPv6 for the IoT …. and the end-toend principle eventually takes over.
Incorporating IP eliminates the need for gateways to provide connectivity to a wider network such as
the Internet, and enables a common network infrastructure and a shared management for all
applications, which drives the OPEX down and results in a larger acceptance. This transition can be
expected for industrial WSNs as well.
But the Industrial Internet is also - and a lot - about reporting non-critical data such as diagnostics and
for which the incumbent protocols are not a cost-efficient solution. The next problem for industrial
wireless is thus to extend highly predictable WSN technologies to support IPv6, and in the process to
share bandwidth and other physical resources with non-deterministic traffic, reaching higher scales at
lower costs.

7.6.3

6TiSCH and best effort IPv6

The application of wireless technology in the operational space has enabled a variety of new devices
to get interconnected, at a very low marginal cost per device, at any distance ranging from Near Field
to interplanetary, and in circumstances where wiring may not be practical, for instance on fastmoving or rotating devices.
While critical monitoring was initially the main application, large scale/best effort capture of missing
measurements for analytics purposes is now the fastest growing application of wireless technology in
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OT; a study by ABI Research shown in Figure 33 indicates that it has represented more than half of
the deployed devices within the last 3 years.

Figure 33: Growth in analytics-related measurements (source: ABI Research)
To support this growing class of traffic, standardisation work has started at the IETF 6TiSCH WG that
enables IPv6 over the TSCH MAC technology for best effort statistically multiplexed traffic. This
way, a large number of rare transmissions can share TSCH resources that are left unused by
deterministic control traffic, without interfering with it. The challenge is to adapt to the dynamics of
these transmissions and preserve energy.
The 6TiSCH Architecture discusses techniques for allocating resources in the form of chunks of time
slots that allow the physical separation of the two types of traffic, enabling an effective coexistence
whereby the highly predictable properties of time-sensitive flows are maintained in the presence of
stochastic traffic.
6TiSCH addresses this additional challenge and allows for a mix of stochastic (best effort) IPv6 flows
with such well-known deterministic flows while preserving the deterministic properties regardless of
the load imposed by other flows. While the work on a protocol stack for best effort is well-advanced at
the IETF, and though the vision is clearly to apply the methods defined at the IETF DetNet WG, it
remains to be ensured that the way a path is signalled in wired networks is fit for the wireless medium
as well.
The pillar of this stack, 6LoWPAN, has emerged as the suite of protocols that enables IPv6 on any
low-power personal-area device, however small. Multiple Internet-Drafts are available from the IETF
that specify 6LoWPAN over such Low-power Lossy Networks (LLN)s as power-line (IEEE 1901.22013), BACnet, NFC, ZWave, Bluetooth Low Energy (BTLE) and even IEEE 802.11ah.
To clarify a common misunderstanding, 6LoWPAN does not compare with a full solution standard
such as WirelessHART and ISA100.11a; 6LoWPAN is the standard way to support IPv6 over LLNs,
meant to be included in a full solution such as the above. 6LoWPAN provides an Adaptation Layer
and a novel registration-based IPv6 Neighbour Discovery (ND) operation for Duplicate Address
Detection (DAD) that saves inefficient multicast operations.
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The 6TiSCH architecture combines 6LoWPAN for IPv6, RPL for routing between constrained
devices, and a suite of IETF protocols, for application over IEEE 802.15.4 TSCH. In a fashion,
6TiSCH generalises ISA100.11a and WirelessHART to enable Industrial Internet use case over IEEE
802.15.4 TSCH, though it has to be noted that for the most part, the 6TiSCH architecture is NOT
specific to that MAC.
The extent of the problem space for 6TiSCH encompasses one or more LLNs, which are reachable
over one or more LLN Border Routers (6LBRs). The LLNs may be federated through a common highspeed backbone link such as an Ethernet switched fabric operating classical IPv6 ND.
As illustrated in Figure 34, 6TiSCH introduces the concept of a Backbone Router (6BBR)
functionality that performs routing and proxy operations to aggregate the LLNs and the backbone link
into a single Multi-Link Subnet.

Figure 34: 6TiSCH Backbone Router
With the currently defined operation, the backbone router proxies on IPv6 Neighbour Discovery (ND)
operation over the backbone on behalf of the LLN devices, enabling them to remain asleep as they are
looked up from backbone devices. As a result, the BBR attracts the packets from the backbone and
routes them to the destination LLN devices through the operation of RPL.
The first deliverable of the WG, the 6TiSCH Minimal Support, describes a slotted-aloha operation
over a static schedule composed of shared timeslots, which means that any node can transmit or listen
on these slots; the Minimal Support specification is complete at the time of this writing, going through
the IESG review process as a best practice document.
A companion document 6TiSCH Minimal Security is in progress to enable the initial settings of Layer
2 keys and a secure connectivity for the configuration of the device. Since the Minimal Security
assumes the one-touch manual setting of Pre-Shared Keys (PSK) on each individual device, there is an
additional desire to enable fully autonomic operations and avoids the manual intervention.
Based on certificates installed by the vendor on the device, and a backend collaboration between the
vendor and the target domain, the 6TiSCH Secure Join Protocol will cover the phase that precedes the
Minimal Security and enable the initial trust and key exchange between the device and the domain,
eliminating the need for a PSK.
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The group is now addressing the challenge to make the schedule dynamic, which involves a
Scheduling Function that allocates and releases time slots dynamically for parent/child unicast
communication along the RPL graph, based on the observed needs of the current flows, and a peer-topeer protocol between adjacent nodes to negotiate the time slots.
When this work is complete, 6TiSCH may re-charter to work on adapting DetNet to wireless and
ultimately enable the IT/OT convergence for WSNs.

7.7
7.7.1

The vision of 6TiSCH centralised scheduling
A converged wireless network

In order to fully realise its architecture, the 6TiSCH WG has to make work together:


A Distributed Routing for large scale monitoring (RPL) to enable the co-existence of lowcriticality flows of IPv6-based Industrial Internet, ensuring the separation of resources
between deterministic and stochastic and leveraging IEEE/IETF standards (IPv6, IEEE
802.15.4 TSCH, 6LoWPAN, etc.), and this work is well underway.



A Centralised Routing for Time-Sensitive flows for mission-critical data streams such as
monitoring, control loops, diagnostics and alerts; a deterministic reach back to Fog or Cloud
based application is provided for virtualised loops and measurement files, following the work
initiated at DetNet for the abstractions that are common to all networks.

7.7.2

PCE vs. 6TiSCH

With 6TiSCH, a PCE controls the network via Command and Configuration interface that implements
specific device drivers, e.g. CLI, NETCONF or CoMi. This PCE inherits from the overall DetNet
design but requires some specific awareness for such notions as channels, which has to be added to the
common DetNet design.
A similar concept arises when implementing DetNet on fibre optics, which requires the awareness of
the light wavelength -the lambda- that is used for multiplexing. In that context, Multi-Protocol Label
Switching (MPLS) was already generalised as G-MPLS by adding the implicit context of the lambda
to make a switching decision.
In other words, as opposed to switching based only on octets in a frame header, GMPLS uses the
physical context of the packet, here the lambda at which it was received, to make the switching
decision.
In "Label switching over IEEE 802.15.4e networks", it is observed that with scheduled IEEE 802.15.4
TSCH, a frame can be switched based on the particular time and the particular channel at which it was
received. This can effectively be considered as a form of G-MPLS, and enables to save octets when
transmitting on a constrained medium.

7.7.3

6TiSCH base elements (time slots, schedule, chunks and bundles)

Based on IEEE 802.15.4 TSCH, 6TiSCH defines a new concept that is global to the network, called a
Channel distribution/usage (CDU) matrix, as illustrated in Figure 35; a CDU matrix is composed of
so-called cells, each of a duration of one network timeslot.
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Figure 35: 6TiSCH CDU matrix
The CDU matrix provides the global characteristics of the network, such as the physical properties of
the cells, and the channels used. The height of the matrix equals the number of available channels
(indexed by channelOffset), and its width is the period of the iterative network scheduling operation
(indexed by slotOffset).
The width of the CDU matrix is to be in phase with the period of the application. If a node needs to
support different applications with incompatible periods, then multiple CDU matrices can be defined
to accommodate those different periods, and the transmissions associated to different CDU matrices
may periodically overlap.
The CDU matrix also describes how cells are grouped in Chunks of similar properties. A Chunk is a
well-known list of cells, well distributed in time and frequency, within the CDU matrix. In other
words, a chunk represents some unit of bandwidth and can be seen as the generalisation of a
transmission channel in the time/frequency domain.

Figure 36: Example of CDU matrix partitioned in Chunks
The partition of the CDU in Chunks, as shown in Figure 36, is globally known by all the nodes in the
network to support an appropriation process that is left to be fully defined, by which a node gets
ownership of the cells in the Chunk. A node that appropriates a Chunk gets to decide which
transmissions will occur over the cells in the chunk within its interference domain.
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Figure 37: Spatial application of Chunks
The idea is that a node, typically a RPL parent, appropriates a chunk, and then uses it to communicate
with its children. The appropriation process will enable a parent to grab a whole chunk and validate
that this chunk is not used within its interference domain.
A schedule, on the other hand, is a MAC-level abstraction that is local to each node; a node's schedule
represents the minimal knowledge that this node needs to participate to the network. To express a
schedule, TSCH defines the concept of slotframes, which represent the timely layout of timeslots, and
bundles, which represent their logical relationship (e.g. they belong to a same IPv6 Link).
A slotframe comprises a series of timeslots of equal length and priority, indexed by slotOffset; a
timeslot represents the activity of this node at that slotOffset, e.g. which cell is being used, and whether
it is a reception or a transmission. The duration of a slotframe is aligned with that of a CDU matrix as
illustrated in Figure 38.

Figure 38: 6TiSCH slotframe
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A node may need to support concurrent applications, and these applications may need to transmit or
receive at a same time. To resolve such collisions, the application flows with different priorities are
scheduled on different slotframes, ordered by application priority.
Decision to transmit/receive is made at the beginning of a timeslot based on existing frames in queues
and slotframe priorities, as illustrated in Figure 39.

Figure 39: 6TiSCH slotframe prioritisation and schedule execution
With TSCH, one node wakes up to receive a frame when another wakes up to transmit, on a timeslots
of their respective schedules that are associated with a same cell of the CDU. Both nodes wake up at
the exact same time -modulo a small guard time to cover for the clock drift- and on the exact channel,
which it rotating with the same pseudo-random algorithm on both ends.
This is how power-constrained devices can stay in low-energy deep sleep mode when not involved in a
communication.
With 6TiSCH, the bandwidth that is allocated for a particular purpose is represented as a bundle of
timeslots as illustrated in Figure 40. A node that owns of a chunk of cells will place them in matching
bundles on both ends.
When applied to Layer 3, a bundle participates to an IP Link between adjacent nodes, whereas at Layer
2, a bundle participates to a path between a source node and a destination node and this node may only
be an intermediate forwarder.

Figure 40: A 6TiSCH Bundle
Figure 41 illustrates that the establishment of a Layer 3 Link abstraction for IPv6 communication
between a node A and a node B requires setting up a pair of bundles, one in each direction.
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If the traffic is asymmetrical, it may be that the number of cells in the respective bundles is not the
same in both directions.

Figure 41: A 6TiSCH Layer 3 Bundle
For Layer 2 communications, 6TiSCH introduces the concept of a Track, and that of Track switching.
The simplest form of Track is a serial switched path such as shown in Figure 42, with a purple serial
Track from a node A to a node U, and a green one from a node B to a node V.

(a) Layer 2 operation at the 6top sublayer

(b) Corresponding cells in the CDU matrix

Figure 42: Forwarding along 2 simple serial Tracks, A to U and B to V
In that model, as illustrated in Figure 43, the bundle that corresponds to receive slots in a node B for
transmission from a node A is now paired in the schedule of node B with a bundle of transmit slots
from B to C. This sequence of paired bundles from node to node determines a circuit with a particular
amount of bandwidth between a source node and a destination node along a serial path.

Figure 43: A 6TiSCH Layer 2 Bundle
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This simple mapping applies to serial switched paths such as shown in Figure 42, but with 6TiSCH
Tracks, more complex constructs are required to express the full semantics of Frame Replication,
Retries and Elimination, as further discussed in subsection 7.7.5.
It is possible, for instance, to use bundles of equivalent timeslots, so the next timeslot in a transmit
bundle could be used for a retransmission of a same frame, and a different transmit bundle is then used
to represent the Replication. A single receive bundle can then be used to represent the Elimination of
multiple copies of a same frame, regardless of the previous hop.
In both Layer 2 and Layer 3 cases, the timeslots in the receive bundle in node A use the same cell as
the matching timeslot used for reception in node B, but the direction, transmit vs. receive, is opposite.
This can be ensured in a distributed fashion by the 6top Protocol, which leverages a new IEEE
802.15.4 Information Element (IE) in IEEE 802.15.4 frames to update the cells that are allocated
between adjacent 6TiSCH nodes; that new IE was delegated by the IEEE Assigned Numbers Authority
(ANA) to the IETF and allocations will be handled by the ICANN Internet Assigned Numbers
Authority (IANA).
The schedule is enforced by the 6top sublayer; 6top resides at the upper Layer 2, above the
IEE802.15.4 Medium Access Control (MAC) but below the 6LoWPAN sublayers for compression and
fragmentation, and the IP(v6) Layer above it.
As illustrated in Figure 44, a classical IoT device will operate all layers, and may either switch or route
a packet. Operating in 6top is akin to MPLS switching, which is sometimes seen as an intermediate
Layer, like a Layer 2.5.

Figure 44: G-MPLS switching along Tracks
It is worth noting that, because the timeslot information is sufficient for the 6top sublayer to make a
switching decision, and this, regardless of the payload of the frame, 6LoWPAN fragments can be
forwarded along the G-MPLS-switched path without the need of reassembly in intermediate nodes.
This was true for any frames in the art of IEEE 802.15.4SCH and remains true for 6TiSCH Tracks.
This contrasts with normal 6LoWPAN fragment operation in Layer 3, aka route-over, mesh networks.
In a traditional route-over 6LoWPAN network, fragments have to be reassembled at each hop in order
to enable the IP routing operation based on the IP header that is only present in the first fragment.
Work on LLN Fragment Forwarding and Recovery is ongoing to improve that situation and forward
individual fragments all the way. To achieve this, the draft also leverages a switching operation on the
fragments that is akin to MPLS, this time based on locally significant fragment IDs.
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7.7.4

Applying DetNet to 6TiSCH

This subsection shows how a variation of the Available Routing Construct (ARC) technology can be
leveraged to form the ladder, and then how timeslots can be scheduled and ACKs optionally
suppressed to save additional energy.
Briefly, the major steps for 6TiSCH centralised operations as controlled by a PCE are as follows:


Discovering and exposing the 6TiSCH topology to the PCE/controller



Programming a full schedule per node vs. TE-like path setup



Retransmission vs. elimination and replication



Detecting and rerouting around interferences

The WG has documented which kind of operations may be required from a central computer to
establish a deterministic path over the 6TiSCH network. Some of this text was integrated into the
Deterministic Networking Use Cases Working Group document: Wireless for Industrial Applications.
A more complete description of the 6TiSCH requirements for DetNet and the concept of a Track can
be found in the 6TiSCH requirements for DetNet. That document details the dependencies on DetNet
and PCE controller to express topologies and capabilities, as well as abstract state that the controller
has to program into the network devices to enable deterministic forwarding operations.
In order to cope with the high loss ratio on the wireless medium, there is a need to support the concept
of Replication and Elimination, as combined with the concept of Retransmission. It results that a Track
may be a lot more complex than a serial sequence of hops, and involve correlating multiple
transmissions and reception as relating to a same packet.
In other words, a node may need to:


Expect more than one copies of the same frame at some subsequent slotOffset/channelOffset
and eliminate the duplicate.



Forward replicated copies of that frame at multiple slotOffset/channelOffset.



Perform retries when the copies are not received, which is a concept that is not present in
wired Deterministic Networks.

7.7.5

Forwarding along 6TiSCH Tracks

6TiSCH Tracks extend the model of G-MPLS so that the physical properties of a transmission indicate
not simply a next hop but a full context for Replication, Retries and Elimination, all done without the
need to add information inside the frame itself, and leverage that concept to form complex Tracks.
A deterministic flow is qualified with information such as:


bandwidth requirements, which translates in a number of cells in a bundle;



precise time of packet transmission, which translates in the slotOffset in the schedule for those
cells; and



maximum latency, which translates in the alignment of schedules along a path, which is
computed by a PCE so as to meet the end-to-end deadline.

In order to closely indicate the deterministic scheduling of every individual packet, this work suggests
a number of operational rules for 6TiSCH Tracks:

© EXCITING Consortium 2016-2018

Page 95 of 102

D3.2: Harmonisation of Standards for IoT Technologies, version 1.0



The IEEE 802.15.4 destination MAC address in the frames is always set to multicast
(0xFFFF), meaning that all nodes that have a Track programmed to listen to that particular
timeslot are expected to accept the frame and handle it.



one (or more than one) bundle are assigned uniquely to each frame in the flow; in other words,
all the cells in the bundle carry a copy of a same frame.



Multiple cells in a bundle indicate that a packet is to be retried in case of a loss; an
acknowledgement is the indication that the other cells in the bundle will not be used. This
denotes an OR operation between the cells in the bundle.



Multiple transmit bundles denote a Replication. Regardless of the success or failure of the
transmissions over bundle A, bundle B will be tried. This denotes an AND operation between
the cells in the bundle.



Multiple receive bundles indicate an Elimination. Unless it is desired to capture statistics on
successful transmissions, there is no point in listening to the next bundles once the frame is
received.

7.7.6

Enabling the convergence

In the use case of Industrial Internet, industries are after the next percentile point of operational
efficiency to reduce down-times and operational expenditures (OPEX), and save natural resources and
energy. A new form of optimisation is emerging, which requires collecting and processing of live "big
data", that is huge amounts of missing measurements, by widely distributed sensing and analytics
(Fog) capabilities.
For reasons of cost and complexity of operation, as well as available spectrum, there is a need of
convergence of deterministic industrial networks acting as silos onto IP and to share bandwidth with
non-deterministic traffic, reaching higher scales at lower costs.
In the art of OT, industrial networks are deployed to transport deterministic flows (e.g. control loops)
over Deterministic Networks (serial, TDM buses). In the IT art, best effort networks (Ethernet, Wi-Fi)
transport statistically multiplexed traffic (IP). In both cases, there is a natural fit and multiple
technologies have been successfully deployed over the last 40 years.
Converging deterministic and stochastic flows on a same network requires breaking that natural
coupling. Either the network is deterministic and the challenge is to transport best effort traffic, or the
network is deterministic and the challenge is the reverse. As it goes, both have been tried. Applying
QoS (IEEE 802.11e, or derivatives) and with a widely under-utilised physical medium, it is possible to
make a stochastic packet-switched network transport Deterministic Flows. But under load from best
effort traffic, this solution fails rapidly, faster on Wi-Fi than on Ethernet since IEEE 802.11e is a
statistical QoS operation.
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Table 7: Matching Layer capabilities
The 6TiSCH architecture defines the other way around, with the challenge to enable stochastic IP
traffic over a deterministic TSCH MAC. The idea is that a PCE reserves hard cells from the
time/frequency matrix CDU matrix for deterministic flows; those cells cannot be reused of displaced;
they are allocated when a flow is established, along complex paths called Tracks. The reservation
ensures that a flow that is placed on a Track cannot be influenced whatsoever by stochastic IP flows,
which can only use the unreserved cells.
What is free in the CDU matrix is partitioned in chunks of soft cells that are made available for best
effort traffic. This Time and Frequency Division Multiplexing technique is how 6TiSCH ensure the
co-existence of deterministic and best effort traffic on a same medium.

7.8

Conclusion

Over the last forty years, most of the communication technologies that people use on a daily basis,
mail, books, music, voice and video, have converged onto digital networks, and, by and large, the
Internet, not only bringing costs down but also adding unprecedented new value such as immediate
service and improved interactivity.
In a similar fashion, converging IT and OT technology on a shared network yields vastly unrealised
benefits in multiple vertical industries, including but not limited to manufacturing, commercial sector,
building automation, vehicles, and the power grid. Despite the huge potential, the convergence is not
happening; OT networks are still typically purpose-built, proprietary, using serial point-to-point wires,
and operated as physically separate networks, which multiplies the complexity of the physical layout
and the operational (OPEX) and capital (CAPEX) expenditures, while preventing the agile reuse of the
compute and network resources. In some cases, the operational resistance comes from a lack of trust in
the technology and between different professional groups; only time, probably decades, will change
that. In other cases, the limitation is technical and the lack of determinism in IT networks now appears
as the gating factor.
Bringing determinism in Information Technology (IT) networks will enable the emulation of those
legacy serial wires over IT fabrics and the convergence of mission-specific OT networks onto IP. The
IT/OT convergence onto Deterministic Networks will in turn enable new process optimisation by
introducing IT capabilities, such as the Big Data and the network functions virtualisation (NFV),
improving OT processes while further reducing the associated OPEX. There are several existing and
emerging use-cases for Deterministic Networking. Audio/Video Bridging, (AVB) for the
entertainment industry, Professional Media Networking, (PMN) targeted at the broadcast industry and
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many applications of the Internet of Things (IoT) in the context of the Industrial Internet are three
significant categories. In one example, Industrial Internet potentially yields tens of billions of savings
in various industries by optimising industrial processes.
Deterministic Networking technology allows new Quality of Service (QoS) guarantees of 'worst-case'
delivery. More precisely, the worst-case data loss and latency can be provided in a consistent fashion
as multiple services are deployed, augmenting the load of the network with no measurable impact on
existing flows whatsoever. Based on time, resource reservation, and policy enforcement by distributed
shapers, Deterministic Networking provides the capability to carry specified unicast or multicast data
streams for real-time applications with extremely low data loss rates and bounded latency, so as to
support time-sensitive and mission-critical applications on a converged enterprise infrastructure.
Both wired and wireless networks are evolving towards more determinism, in particular with work
done at the IEEE 802.1 for bridged Ethernet networks, and at IEEE 802.15 for Low-power Wireless
PANs, but the techniques used in wired and wireless environments are largely different; the DetNet
group at the IETF is now considering the establishment of end-to-end paths with Deterministic
properties from the perspective of Layer 3, hopefully to be applied at 6TiSCH for the particular case of
LWPANs.
New capabilities are required to drive the connection of billions of things, and make available the vast
amounts of data that are generated by IoT applications and do so in accordance with specific
application performance requirements beyond our traditional Internet network technologies.
Deterministic Networking Solutions and application use-cases require capabilities of the converged
network that is beyond existing QoS mechanisms. Key attributes of Deterministic Networking are:


Time synchronisation on all the nodes, often including source and destination.



The centralised computation of network-wide deterministic paths.



New traffic shapers within and at the edge to protect the network.



Hardware for scheduled access to the media.

The applicability of the various techniques in the art, and of those proposed in this manuscript, really
depends on the use case:


If an industrial application has no degree of liberty in terms of acceptable jitter and latency
whatsoever, then the traditional technique of modulating current over a point to point wire is
probably still the best, if not the only option. But the cost and operational complexity of
deploying new cables in an existing production facility hinders the addition of new devices for
upgrades and enhancements.



If a high rate and an ultra-precise determinism is required, but some limited latency is
acceptable, then a solution based on high speed deterministic Ethernet could be considered;
but even if that does not require end-to-end wiring but only from device to the switched
fabric, deploying Ethernet comes at the incremental cost for deploying wires the devices,
which may or may not be doable in a particular environment, or may be hardly affordable,
depending on the use case. When applicable, for instance for low speed Process Control
applications, huge savings in incremental deployment time and cost of goods may be achieved
by relying of wireless solutions as opposed to wires.



If energy is critical and some rare interruptions of service are acceptable, for instance for noncritical monitoring applications, then a hot potato forwarding along a serial TSCH path will be
optimal, providing both the best average delivery time and the lowest energy consumption.
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But if the prominent goal is to get every packet to the destination and energy is only
secondary to it, then a full Replication and Elimination offers the best chances of success. If
the latency budget permits, one might then balance an even more complex Track and more
spatial diversity with a mix replication and retransmission.

Enabling determinism on wired and wireless networks separately is certainly not the end of the
journey. It can be foreseen that maintaining deterministic properties at the interconnection of wired
and wireless networks will be problematic; and this is a green field for future research, but certainly
not barring from already deploying the technology in homogeneous wired or wireless control
networks.

External contributors
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