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Abstract

Europe and China are at the forefront of technological advances in areas related to the Future
Internet. While both parties share common technological objectives, there is still room for
improvement in what concerns bilateral-aperation. TheProject EXTING (EtChina Study on

IoT and 5G) was created to support the development of favourable conditions-fiperation
between the European and Chinese research and innovation ecosystems in the key strategic
domains of IoT and 5G, with a focus on standatdisaand interoperability.

The two prime anchors of standardisation between Europe and China@r® Jor 5G and
oneM2M for IoTBoth have been initiated by the European standard body ETShelude the
China Communications Standards Associatio@ %) asa partner, as well asother world
standardisationdodies ARIB, ATIS, TSDSI, TTATTC

The collaboratiorbetween the5G IA, the 5G Forum China and tidOT with the ChinaAll?
adds another dimension of cooperation of joint harmonisatiand alignmentn the industry
efforts.

In this white paper we review the ongoing standardisation activities related to the Future
Internet,5G and 10T, and reflect on the need for harmonisation and alignment between Europe
and China.

1 ARIB (Association of Radio Industries and Businesses, Japan), ATIS (Alliance for Telecommunications
Industry Solutions, USA), TSDSI (Telecommunications Standards Development Society, India), TTA
(Telecommunications Technology Association, Korea)(Tld&zommunication Technology Committee,

Japan)

25GIA (5G Infrastructure), AIOTAlfance for Internet of Things Innovation), AtlgAlliance of Industrial

Internet, China)
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1. Introduction

The Future Internet, the foundation of the Hyp€pnnected World, will be based on two
technological conceptsthe Fifth Generation Mobile Communication Syste®G[ and the
Internet of Things (loT).

Building on advances in technology and system architecture development, 5G will bring new
network and service capabilities and enable a large variety of new and innovativeasippsc

Providing an order of magnitude improvement in performance in the areas of capacity, latency,
mobility, accuracy of terminal location, reliability, and availability, 5G presents a huge
opportunity for the digitisation of the economy and tmeodernisation of all industry sectors.
This transformative potential makes 5G a matter of major societal importance and a subject of
high expectations from economic and political bodies in Europe and globally.

In addition, 5G is regarded a key enablerth@ 1o Tby providing a platform to connect a massive
number of sensors, rendering devices and actuators with stringent energy and transmission
constraints.

While forecasts vary widely, there is a consensus that the IoT holds an enormous market
potential and that within a few years from now there will be tens of billions of IoT devices
deployed.



2. EUChina Collaboration on the Future Internet

Home to approximately 25% of the world's population and generating 34% of the world’s GDP

[1], Europe and China are global championtharesearch, development, and deployment of

the Future Internet. Companies from both regions dominate the market for mobile

infrastructure equipment: In 2017, Ericsson and Nokia had a combined market ahadéq

while the two biggest Chinese suppliers, Heaand ZTE, held 41f4]. China held about 2@

2F (KSR aSyDi At € Ltwa Ay NFYRAZ2 I @PSaasz Y2RdzZ F A2y
By 2025, 1.2 billion people worldwide will have access to 5G netweitts China (428nillion

subscriberd4]) and Europe (21#illion subscriber$5]) accounting for more than half of the

global subscriber base.

In September 2015, China and the European U(idh)signed an Agreement on 5G to deepen
their collaboration research, standardisation, spectrum harmonisation, and the Internet of
Things. The objective of this Agreement was to ensure that China and Europe maintain an
equivalent level of industrial traaparency between the two parties. Under the declaration,
China and the EU aimed to reach a consensus on the concept, basic ralitids, key
technologies, and timeline for 5G.

To foster collaboration specifically in the domain of the 10T, both partstabiished the EU
China 10T Advisory Group in 2011. A report published by the Group iN@dised a number
of cooperation items, including standardisation.



3. Standards for the Future Internet

The economic impact of standards has been widely researched, and the potential benefits of
standards are undisputed. Common and open standards ensure the interoperability of systems,
devices, applications, and services, foster innovation, and lower markst barriers. Effective
interoperability guarantees that connected devices such as cars, phones, appliances and
industrial equipment can communicate seamlessly with each other, regardless of manufacturer,
operating system, or other technical components.

Information and Communications TechnologiéST[ standardisation is a cornerstone of the

Digital Single Market Strategy adopted by the European Commi@®ia 2 a i NBy 3G KSy 9 dzNP
productivity and competitiveness in the global digital economy. 5G Qamwations and the 0T

are two of the five key ICT standardisation priorities that have been identified by @}ig.

3.1 5G StandardisatioBodies

The essential responsibility for defining the global 5G standard lies with the 3rd Generation
Partnership Project (3GPP). Seven mdiandards Developing Organisations (SDOs) from
Europe, Asia, and North America are associated with the prajaariety of committees, task
groupsand working groupsre active within- and between- the major standardisation and
regulatory bodies3GPPBBFETSIIEEEITUT, ITUR CEPY and, in additionthere area large
number of forums and 5G research and promotion initiatives.

In Chinainternational standards in the field é€Tare mainly formulated byhe CCSAChina
Communications Standards Association), which was established in 2002. The membership of
the CCShcludesoperators chip andsystem manufacturersuniversities and other companies.

The CCSeéontributes to the global standardisation of 5G through its membershiBSiRP, the
ITU, and other international initiatives and organisations. Furthermore, it collaborates with the
SDOs of Japan and Korea within the CJK (China Japan Korea) group.

TheIMT-2020 (5G) Promotion Groupas established in 2013 by tiinistry of Industry and
Information Technolog{MIIT), the National Development and Reform CommissiBR{; ard
the Ministry of Science and TechnolodS7. It is the major platform to promote 5G research
in China, with its core objectivd®ing toaggrega¢ the power ofindustry-academiaresearch
application cooperation in mobile communication, promdng 5G technology research,
standaras formulation, industrial development, and international cooperatioits members
include leading operators,equipment manufactures, chip / instrument enterpriss,
universities, and research institutes in the field of mobibenemunicationsThe IMT2020 (5G)
Propulsion Group was initially composed of Chinesgities and is now open to foreign
companies. Important foreign companies such as Ericsson, Nokia, Samsatgpndn, Intel,
NTT DoCoMo and Keysight have joinedghmup.

8 3GPP (3rd Generation partnership Project)) BBF (Broadband Forum), ETSI (European
Telecommunications Standards Institute), IEEE (Institute of Electrical and Electronics Engineérs), ITU
(International Telecommunication Uniefelecommunication), IT8 (Inernational Telecommunication
Union- Radiocommunication), CERJofférence Européenne des Postes et des Télécommunications
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Severabrganisations in China are involved in the standardisation of Smart Mobility/Intelligent
Transport Systems and therefore have an interest in the specification and development of 5G
technology for these applications. Two prominent organisations are the Telematics Industry
Application AllianceTlAA and the China ITS Industry AllianceT§).

In Europe ETSI produces standards for ICT, which are globally applicable and adopted by many
countries worldwide. Being one of the principal memberstlod 3GPP, its more than 25
Technical Committees and Working Groups contribute to the definition of the global 5G
standard.

Anothermajor contributor to standardisation in Europe is the 5G Public Private Partnesship (
PPBP, the 5G collaborative research programme established under the umbrella of the European
/| 2YYAaah 2 y2028 ProgeaiNdiel Bhg’ SEPP wasnitiated by the EU Commission for

the public side, the 5G Infrastructure Associatiéfs (A) representing the private side with a
wide range of stakeholders dfuding equipment manufacturers, telecommunication and
satellite operators, vertical industries, SMEs, universities and research institutes.

The 5GPPP aims at fostering industilyiven research, monitored by businesdated,
technological performance argbcietal KPIs. Its objective is to deliver solutions, architectures,
technologies and standards faubiquitous nextgeneration communication infrastructure.

In 2015, the 5GPPP and the IMZ020 Promotion Group signed a Memorandum of
Understanding (MoU) with the objective gtrengthen communication and cooperation in the
areas of 5G concepts, spectrum planning, international standards and 5G experiarahts,
promote the formation of consensus between the twegions

Other initigtives thatare focusing on thepromotion of 5G inEurope and globally are the 5G
Automotive Association5sGAA andthe 5G Alliance for Connected Industries and Automation
(5GACIA. The 5GAA has been established to connect the telecommunication industry and
vehicle manufacturers to develop e#td-end solutions for future mobility and transport
services.The 5GACIAhas been establishetb serve as the central and global forum for
addressing, discussing, and evaluating relevant technical, regulatory, and business aspects with
respect to 5G for the industrial domain.

3.2 10T StandardisatioBodies

loTis expected to comprise tens of hiltis of networked devices, higierformance networks,

and powerful data processing facilities which will generate, transport, and process huge
amounts of data and thus enable new applications and services that will transform industry and
society.

Addressing very diverse applications and use camed utilising a variety of hardware and
software technologiesloTis an extremely complex structure. Unlike 5G, which started from
one specific application, i.e. mobile communicatiormd which can bul on a global
standardisation framework and process that has been refined for more than 15 years, the 1oT
has no such common background. Consequently, the 10T standardisation ecosystem is much
more fragmented. In 2016, there were more than 600 standartiged to the 10T[7].


http://www.tiaa.org.cn/EN/
https://5g-ppp.eu/
https://5g-ppp.eu/
https://5g-ppp.eu/5g-infrastructure-association/
http://5gaa.org/
https://www.5g-acia.org/

A global initiative aiming to ensure the most efficient deployment of Machinklachine

(M2M) communications systems and the loToseM2M. Launched in 2012, oneM2&tlopted

the successful 3GPP partnership model. Its main objective is to develop technical specifications
for a common M2M Service Layer that can be embedded within various hardware and software

to connect the wide range of devices worldwide with M2M amglien servers.oneM2M
comprises fourteen partners including ETSI, CCSA, and six other leading ICT SDOs as well as
representatives of different industry sectors including Telematics and intelligent transportation,
Healthcare, Utilities, Industrial automatipand Smart homes.

In addition tooneM2M there are severatommittees, task and working groups active within
and between the major standardisation and regulatory bodiesh as3SGPPBBF ETSIIEEE
ITUT and, in additiona large number of forums and lo@search and promotion initiatives,
such asAIOT] 10T ForumandAll.

InEurop& 9¢{LQa ¢SOKYAOFf /2YYAUGSS {YINlanazx
functional architecture, and interface descriptions for a standardised M2M platform.
SmartM2M is also addressing Istindardisatiorgaps identifiecdby theEuropean Commissiéha
Large Scale Pilot projects.

In analogy to the 5@&PP, theAlOTlwas initiated by the European Commission in 2015 as a
result of European and global 10T technology and market developments. Currently, the AIOTI
has more than 20 members from industry and academia.

The AIOTI aims to create and master sustainable inneeaEuropean IoT ecosystems in the
global context to address the challenges of 10T technology and applications deployment, which
include standardisation, interoperability and pglicssues, in order to accelerate sustainable
economic development and growth the new emerging European and global digital markets.

Within the AIOTI, its Working Group 03 identifies and, where appropriate, makes
recommendations to address existing 10T standards, analyses gagtanidardisation and
develops strategies and use cases.

In China the field of 10T standard developmeistvery compitated. National SDOs, industrial
associations and alliancese all involved, buhave different technology priorities. Some SDOs
spans over multiple levels of work and thesesomeoverlapping among orgasitions.

At the national level, China has inifia established a multier collaborative working
mechanism for thestandardisatiorof 10T. Since 2010, NDRC, China's Nati®taidardisation
Committee and related authorities have successively established the National 10T Standards
Promotion Group, thé\ational 10T Basic Standards Working Group, and loT Industrial Standards
Application Working Groups.

The IoT National Standards Promotion Group guides thegeind planning ahe national 0T
standard system, as well as coordimgt project establishment, drafting, revision and
implementation of national standards for basic and applied fields of 10T; The l0T Basic Standards
Working Group orgases the drafting of the basic and common national standards for IoT,
under which there ar8 project teamswvorking ongeneral activities, coding and identification

and information security. The project team members are composed of domestic standards

puji
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https://www.itu.int/en/ITU-T/Pages/default.aspx
https://aioti.eu/
http://iotforum.org/
http://en.aii-alliance.org/
https://aioti.eu/

organgations such astandardisatiortechnical committees ostandardisatiorassociations that
are engaged in loT technology.

Withinthe IoT Industry Application Standards Working Group, there are several specific working
teams including public security, transportation, medical treatment, agriculture, forestry and
environmental protection. They areesponsible for developing and implementing related
industrial standards.

At present, China has set up more than 200 national standard projects, working on general
standardsfor work guidelines, terminology, architecture, interface general requirements,
identification and security, common standards of sensors, radio frequency identification,
network enhancement, information fusion, application support, etc. and industrial networking
and other industry application standards for agriculture, security, trartspion, modern
forestry, medical care, home furnishing, M2M and tourism.

At the industrial level, the industrial SDOs have their different priorities. They usually build on
existing industrial standards to taildhem to the specialsed and individuased needs for
different sectors.

Multiple industrial standards orgasdtions includingthe CCSA TC1@he China National
Information TechnologytandardisatiorNetwork (NITS)the StandardisationVorking Group
on Sensor Networks (SWGSN), SAC/TC426, ITé&sa@dimC260 are working on 10T.

For examplethe CCSA is working pand developingrelated technical standards such as
ubiquitous networks,loT and sensor networks, architectures, interfaces, identification and
security. The SWGSM working on thestandardisationof terminology of sensor networks,
communication and information interactions, interfaces, security, identification, and
application standardisation The industry standard orgamations are all open to foreign
companies, Were foreign companies can be formal memhersobservers. At presenseveral
foreign large and mediuraized enterprises are actively involved.

At the Alliances level, to enhance cooperation from production, research to applicatitmeof
industrial Intenet, and jointly promote the standardisation industrialgation and
internationalsation of the industrial Internet, the Alliance of Industrial Internet (All) was
established in 2016. As an open orgation, the All has more tha®00 members now, 7% of
which are foreign companies. It is an important communication platform for domestic and
foreign companies in the field ¢fie industrial Internet. In additionthe All has signedraMoU

with the l1IC of the US to promote the cooperatibetweenindustrial Iriernet architecture, test
beds andstandardisationAn MoUbetweenthe All andthe AIOTH facilitated by EXCITIN@/as
signed in November 2018

China is also becoming increasingly active in internati@tahdardisation leading and
participatingto more and more standards. China joined other countries to seangM2M, to
provide a common platform for communication service providers to ensure thaotheevices

can beinterconnected worldwideA research group for loand Smart Gties has beenset up
under ITUT SG20, to promote thstandardisationof the 10T endto-end architecture and
interoperability mechanisms for applications and data sets adopted by different vertical
industry sectors. China has also actively npoted the establishment ofthe ISO/IEC
JTC1Working Group for Sensor Networks untther International StandardisationwWorking
Group, to promote multiple sensor network communication technology standards.

10



3.3 3GPP Standardisation

5G Definitions andstandard updates

5G Wireless is defindaly the 3GPP Release 15 (R15) and later releases (R16, 17, émngof
Term Evolution TE and New Radio (NR) mobile communication systems. It is thusT&n
advanced pro evolution and a NR technoltt adds tcexisting networks in a 3GPP NStand
Alone (NSA) or 3GPP Stand Alone (SA) architecture configuration. 3GPP will propose its
standards to be adopted by ITU, being compliant with the International Mobile
Telecommunications (IMT) for 2020 and beyond (ITU 200), which expands and supports
diverse usage scenarios and applications with respect to current mobile network generations,
purposed primarily for voice, mobile internet and video experience.

The Next Generation Radio Access Network (MR&N) represents the newly defined radio

access network for 5G, and provides bothfRd LTE radio access, ségure 1: Overall 5G
Architecture: a) 5G system (5GS)

1.

AnNG-RANnNode (i.e. base statigris either:

1 AgNPB (i.e. a 5G base station), providing NR user plane and control plane services; or
1 AnngeNP, providing LTEADTRANSservices towards the User Equipment (UE).

The5G System (5G$pnsist oNGRANand5G Core Network (5GCas shown ifrigure 1 Overall
5G Architecture: a) 5G system (5GS)

1),

4NR (New Radio)

5gNB(5G base station

6 ng-eNB(Next generation eNodeB)
"EUTRANEvolved Universal Terrestrial Radiccess)

11



NGRAN in relation to the 5G System 3GPP Option 3 LTENRDualConnectivity (ENDC)
AMF/UPF AMF/UPF n MME/SGW MME/SGW

(Other vendors) (Other vendors) (Other vendors) (Other vendors)

Standardised and
unified interface

) Standardised k-
interface '

StU StuU

Y
5GC
(Other vendors)
=
Y
EPC
(Other vendors)

EUTRAN

ng-eNB(eLTE ng-eNB(eLTE - eNB(LTE) eNB(LTE) -
AMF(Access and Mobility Management Funciion
UPHUser Plane Function)
MME (Mobility Management Entity)
SGW(Serving Gatewagy
EPC (Evolved Packet Core)

Figure 1. Overall 5G Architecture: a) 5G system (5GS)

The NG RAN operates in both@d f St&ngAlcineé ¢ { ! 0 2 LISowStaniiARlofieé Y R &
(NSA) operation. In SA operation, the gNB is connected to the 5G Core Network (5GC); in NSA
operation, NR and LTE are tightly integrated and connect to the existing 4G Core Network (EPC),
leveragingDual Connectivity (DQpward the terminal. In a DC dritecture, aMaster Node

(MN) and aSecondary Node (SNpncurrently provide radio resources towards the terminal

for an enhanced endser bit rate (speed or throughpjror! Reference source not found.

Moreover, 3GPP has defined the following architecture configuraton®p of the fist option
above:

Option 2: NR gNB connected to 5GC

In this option, the gNBs are connected to the 5GC through the NG interface. The gNBs
interconnectthrough the Xn interface.

Option 3: Multi-RAP DC with EPC

In this option, commonly known dsTENR Dual Connectivity (ENC) a UE is connected to an
eNB that acts as a Master Node (MN) and to amgNiBthat acts as a Secondary Node (SN). An
engNB is different from a gNB in that it only implements part of the 5G base station
functionality, which is required to perform SN functions for[BS. The eNB is connected to the
EPC via the S1 interface and tethngNB via the X2 interface. The-gNB may also be
connected to the EPC via the-8linterface and to other egNBs via the XB interface. Note

that the engNB may send URo the EPC either directly or via the eNB.

8 RAT (Radio Access Technology)
9 UP (User Plane)

12



Option 4: Multi-RAT DC with the 5G&hd NR as Master
In this option, a UE is connected to a gNB that acts as a MN and teedBithat acts as an

SN. This option requires the 5G Core to be deployed. The gNB is connected to 5GC and the ng
eNB is connected to the gNB via theiderface. The nggNB may send UP to the 5G Core either
directly or via the gNB.

Option 5: LTE ngNB connected to 5GC

In this option, the ngeNBs are connected to the 5GC through the NG interface. TieNBg
interconnect through the Xn interface. Esseatly this option allows the existing LTE radio
infrastructure (through an upgrade to the eNB) to connect to the new 5G Core.

Option 7: Multi-RAT DC with the 5GC and HRA as Master

In this option, a UE is connected to anefdB that acts as a MN and tghB that acts as an SN.
The ngeNB is connected to the 5GC, and the gNB is connected to teNBgvia the Xn
interface. The gNB may send UP to the 5GC either directly or via {bRBg

Family of usage scenarios

The family of usage scenarios for {40271 | YR 06 S& 2y R FEnhahcedmobily’ Of dzZRSY
broadband (eMBB) | R R NI & acknffid us& cidés$ fr access to multimedia content,
ASNIDAOSA | YRa-reRablélowT lateacy codamunications (URLLEC) ¢ A G K & d NR O
requirements, especially it SN & 2F I (SyOe Magde MadsHing tymeAt A G&T |
communications (IMMTG) F2NJ I @GSNE I NAS ydzyoSNI 2F O2yyS
transmitting a relatively low volume of nesfelay-sensitive informatioirror! Reference source

not found..

3GPP 5G Roadmap

As illustrated irFigure 2: 3GPP definition of 5G: LTE evolution and New Radio (NR), supporting new
usage scenariosrror! Reference source not found.
2, the completion of thdirst 5G phag (Phase 1 or Release 15, R15) of the NR Access technology
wasachievedn June 2018, in its NSA configuratiemor! Reference source not foundThe SA
option wasfinalised in September 2018. The 3GPP R15 sumgxMBB and some elements of
URLLC, e.g. flexible numerology and reduced scheduling interval.

Both LTE and NR use orthogonal frequedieysion multiplexing (OFDM) as the waveform. LTE

uses dixed numerologyf 15 kHz suearrier spacing (SCS) ampkrates below 6 GHZhe new

5G radio is for all spectrum optian¥o this end, 5G supportsflexibe numerology which

consists of differenSub Carrier Spacif§CSynominal Cyclic Pref()CP), andransmission Time

Interval (TTI), or scheduling interval, depending on bandwidth and latency requirements. At

higher SCS, the symbol duration decreases, lzence also the length of a slot. The slot is the

basic frame structure at which most physical channels and signals repeat. In NR, slots can be

O2YLX SYSy(iSRafo@iél 06 MBRA UNFyavYAdaarzya G2 LINRODA
transmission units thanats. In LTE and NR a slot comprises 14 OFDM symbols, which leads to

a slot length of 1 ms at 15 kHz SCS.

13
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Figure 2. 3GPP definition of 5G: LTE evolution and New Radio (NR), supporting new usage
scenariosError! Reference source not found.

By using higher numerologies in NR, the slot duration decreases, which is beneficial for lower
latencies. The intention of NR is to support a mix of numerologies on the same carrier. A more
profound URLLC analysis can be found, e.g&srior! Reference source not found.

Thesecond 5G phas@hase 2 or Release 16, R16), supporting usage scenarios, including URLLC
and mMTCwill befrozen in Q1 of 2020, or laté&trror! Reference source not found.

Spectrum

5G NR is expected to increase spectrum efficiency and support contiguouspntiguous, and
much broader channel bandwidths than available to current mobile systemBR¥@ll be the

most flexible way to benefit from all available spectrum options from 400 MHz to 90 GHz,
including licensed, shared access and licemsampt bands, FDD and TBBodes, including
Supplementary Uplink (SUL), LTE/NR uplink sharing (ULS), and narrcavithrnddeband
Carrier Components (CC).

A multHlayer spectrum approach is required to address such a wide range of usage scenarios
and requirements

1 The 'Coverage and Capacity Layeelies on spectrum in the 2 to 6 GHz range (eslga)
to deliver thebest compromise between capacity and coverage.

9 The 'Super Data Lay&melies on spectrum above 6 GHz (e.g. 229% and 3743.5 GHz)
to address specific use cases requiring extremely high data rates.

9 The 'Coverage Layé&rexploits spectrum below 2 GHe.g. 700 MHz) providing wiekrea
and deep indoor coverage.

10FDD (Frequency Division Duplex), TDD (Time Division Duplex)
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5G networks will leverage the availability of spectrum from these three layers at the same time,
and administrations are expected to make available contiguous spectrum in all layers in parallel,
to the greatest extent possible.

5G reference architecture and migration strategies

The most likely initial deployment options are illustratedrigure 3: Main initial 5G deploynmat
options

The mediurdong term migration path of 5G networks is illustratedFigure 4: Long term migration
paths
4. Ultimately, all networks will converge to a 3GPP Option 2 architecture configuration (SA NR
with 5GC).

3.

3GPP Option 3NSA LTE plus NR with EPC) is the configuration that, most likely, more carriers
(network operators)ill adopt, due to minor investments for their initial 5G deployment, and

so it is by the local players in Australia. It supports 8\MBd FWA usage scenarios and Voice

over IP (VoIP) over LTE (VOLTE) or Circuit Switch F4ICB&EXp earlier network releases (3G,

2G).

The 3GPP Option &SA NR with 5GC) is initially adopted by only a few carriers globally. For
taking full advantage from it, a wide coverage rollout is needed, as the interoperation with
4G/EPS is less efficient. Initial partial coverage rollouts may be more suitabledgprese or

overlay deployments. In the long round, it will support all scenarios (eMBB, URLLC, mMTC), plus
other functionalities than Option 3x, such as Network Slicing and Voice over NR (VoONR).

3GPP Non standalone (NSA) 3GPP Standalone (SA)
Deployment [EEEEVERISSEIA « eMBB/FWA, URLLC and mMTC
scenarios « LTE as anchor with reuse of current * E2E Network Slicing
EPC + NR introduction * 5GC connected to EPC with min
+ Voice: VOLTE or CSEB impact on current LTE network
IR Ok * Voice: VONR
3GPP Option 3x | NSA LTE+NR with EPC 3GPP Option 2 | SA NR with 5GC
5GC
(Other vendors)

Standardised and
unified interface

5G(SA) UE

Figure 3. Main initial 5G deploymat options

I FWA (Fixed Wireless Access)
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The mediurdong term migration path of 5G networks is illustratedFigure 4: Long term migration
paths
4. Ultimately, all networks will converge to a 3GPP Option 2 architecture configuration (SA NR
with 5GC).

3GPP Option 3kNSA LTE+NR with EPC 3GPP Option TNSAeLTE+NRith 5GC
-] EPC LT sGC
. (Other vendors) I (Other vendors)
i Standardised and
_____i. LS __urlified interface
1
7\

e 5GC 5GC
FEF (Other vendors) FEF (Other vendors)
L L Standardised and

Standardised and unified interface
! unified interface -8 gy

________ _i -

NR

Figure 4. Long term migration paths

The middletermY A ANJ G A2y aGNI 0S3ASa NS o6lFlaixolrftte Goz2=>
availability for deploying the NRror! Reference source not found.

1. From deployed 3GPP Option 3x (NSA ETHR with EPC) to 3GPP Option 7 (NSA eLTE +
NR with 5GC)The reasons to go for that are: Leverage 4G (LTE/EPC) installed base; NR
rollout driven by better service (not coverage); and evolved LTE (eLTE) for all wide area
coverage and alise cases. The drabacks are: Full Dual Stack eNB&NB in LTE RAN to
EPC/5GC; LTE RAN upgrades to eLTE; and required Interworking between LTE and NR. UE
availability is also, currently, questionable. The migration scenario is shofigune B:
Main migration strategy in Europe From 3GPP NSA Option 3x to 3GPP NSA Option 7

2. From deployed 3GPP Option 3x (NSA LTE + NR with EPC) to 3GPP Option 4 (NSA NR + eLTE
with 5GQ. This choice is driven by the availability of low band NR (<3 GHz, <1 GHz for rural).
The 5G services are launched with LTE+NR NSA on EPC, the NR and 5@f2 rfloen
by needs of 5G coverage; outside the NR coverage, 5G services may be provided by 3GPP
LTE NSA Option 4 with 3GPP Option 5 (SA eLTE with 5GC). The interworking between eLTE
and NR is also required. The migration scenario is shown in Figure 6.
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epc =

- (Other vendor:

.
EPC <
(Other vendors) 5GC Added
LTE LTE Evolves

LTE 5GC

(Other vendors)

\S

s

Figure %: Main migration strategy in Europe From 3GPP NSA Option 3x to 3GPP NSA Option
7

4. From deployed 3GPP Option 3x (NSA LTE + NR with EPC) to 3GPP Option 4 (NSA NR + eLTE
with 5GQ. This choice is driven by the availability of low band NR (<3 GHz, <1 GHz for rural).
The 5G services are launched with LTE+NR NSA on EPC, the NR and 5@f2 rdtieen
by needs of 5G coverage; outside the NR coverage, 5G services may be provided by 3GPP
LTE NSA Option 4 with 3GPP Option 5 (SA eLTE with 5GC). The interworking between eLTE
and NR is also required. The migration scenario is shown in Figure 6.

- |
1 e u
EPC
e (Other vendor
3
e\ N
(Other vendors)
NR coverage
LTE
»
=
LTE 5GC

(e)LTE

(Other vendors)

Figure ®: Other possible migration strategy: From 3GPP NSA Option 3x to 3GPP NSA Option
4

As in previous mobile system generations, 3GPP defines a clear functional split between the
Access Network (NRAN) and Core Network (5GCihahe overall 5G System architecture
defined in the 3GPBSystem architecture for the 5G system; Stag§e8&GPP TS 23.501 v.15.2.0.
and a more convenient overview of the AN and CN functionBar8G t Pratedures for the

5G System; Stage,23GPP TS 23.502 v.15.ZThe two network domains are separated by a
standardised interfac€N2 and N3) defined in a set of specifications, with 8GRAN; NG
general aspects and principie8GPP TS 38.410 v.15.@6.the overarclng specification which
enable multivendor RAN, CN deployments. Also, this interface has been oaified meaning

that all next generation accesses (trusted/untrusted fixed/mobile 3GPP access points) must
support this interface.
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The NGRAN supports intecell radio resource management (RRM), radio bearer (RB) control,
connection mobility control, radio admission control, measurements configuration and
provisioning, and dynamic resources allocation.

The 5GC is responsible for rancess stratum (NAS) seity and idle state mobility handling;
user equipment (UE) IP address allocation and protocol data unit (PDU) camiloinobility
anchoring and PDU session management.

The functional split between the NG radio and core domains is shown thieiggine77: NGRAN
and Core Function Splits in 3GPP Standard

7, where the multivendor implementation (equipment from differentendors) of the
corresponding functions is also illustrated.

*) Proprietary interface

F1* Standardised
and unified
interface

gNB or ng-eNB

Inter Cell RRM
RB Control
Radio Admission Control
Configuration & Provision

Dynamic Resource
Allocation (Scheduler)

AMF SMF

NAS Security UE IP address
allocation

cu

NG-RAN

Idle State Mobility
Handiing PDU Session

Control

Mobility Anchoring

BBU
WU eLTE

il

PDU Handling

a
e ; Wifi

non-3GPP Access

NG-RAN

W

AMF = Access and Mobility Function UPF = User Plane Function SMF = Session Management Function

Figure 7: NGRAN and Core Function Splits in 3GPP Standard

:’ | Non-Access Stratum : [ ]

= 1 S —
Radio Radio | NG NG
proto- prote- [ proto proto
cols cols cols cols
M O 1@ 2

: Access Stratum .
UE | Radio| NoRAN | yg | %6C
(Uu)

Figure88: Overall NGRAN architecture

Both the user plane and control plane architectures for -RW&N follow the same higkvel
architecture scheme, as depictedhigure888. Figure 9: 4G/5G User Plane protocol stack

9 andFigure 1Q0: 4G/5G Control Plane protocol stack
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10show the 3GPP 4G and p@tocol stacks for user and control plane, respectively. The two
systems, with similaarchitecture, also use the same protocols, except for the Service Data
Adaptation Protocol (SDAP). The SDAP has been introduced in 3lBwidoased QoSas
describedin the following sections. It provides mapping between QoS flows and data radio
bearers and marking QoS flow ID (QFI) in both DL and UL packets. There is a single SDAP entity
for each PDU session (GTP TuriEredr! Reference source not found.

In 4G, the noraccess stratum (NAS) supports mobility management (MM) functionality and
user plane bearer activation, modification and deactivation; it is also responsible of ciphering
and intgyrity protection of NAS signalliggror! Reference source not tmd.. In 5G, NASM
supports registration management functionality, connection management functionality and
userplane connection activation and deactivation; as well as ciphering and integrity protection
of NAS signalling. NARssion Management (SM) is responsible for user plane PDU Session
Establishment, modification and release; it is transferred via the AMFtrandparent to the
AMPO.

As in the previous 3GPP network releaskee, NGRAN and 5GC have crystal clear boundaries
regardless the implementatiordence security risks in NEAN are manageable as in previous
RAN generationsgn Australia, the Huawei equipment are only in the access part of the network.
The core network is provided by other vendors, such as, for example, Nokia and Ericsson.

L4 P
PDCP ‘J\e'ay Relay GTP-U
4G PDCP GTP-U GTP-U | GTP-U
RLC RLC UDP/IP UDP/IP UDP/IP UDP/IP
MAC MAC L2 L2 L2 L2
L1 L1 L1 L1 L1 L1
LTE-Uu S1-u S5/S8 SGi
UE eNodeB Serving GW PDN GW
[ ) Standardised and \
Applcaton RA unified ipterface CO re
']
PDU Layer ' . ' i PDU Layer
T 1
: N | H
1 i Rblay 1 Relay | 56 UP
| SDAP i i 1 5G UP ; Encapsulation
5G ' SDAP GTPU i GTPU :
' | Encapsulation
- e e e = ;l
pocP ; g7 UPDIP —H bR UDRIP : UDAIP
RLC RLC il :
' 2 — 12 12 T 2
MAC : MAC | i
; il | '
u ‘ It i) ol 1 1 i i)
: ; ‘ :
UE ' gNodeB ' UPF ' UPF
\ N3 N9 N6 /

Figure @: 4G/5G User Plane protocol stack
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Relay
4G RRC RRC S1-AP S1-AP
PDCP PDCP sCTP SCTP
RLC RLC P P
MAC MAC L2 L2
L1 L1 L1 [E1
UE LTE-Uu eNodeB SI-MME MME
[ Standardised and \
RA unified igterface Core
1
NAS-SM I NAS-SM
1 Rela)
5G NAS-MM T NAS-MM
Relay
NG-AP i
5G-AN SEAN SCTP SCTP N11 N11
Protocol Protocol P P
Layer Layer
L2 L2
L1 L1
\ UE 5G-AN N3 AMF N11 SMF j
Figure 1Q0: 4G/5G Control Plane protocol stack

5G core and slicing

The 5G core (5GC) supports many new enabling network technologies. Among other
fundamental technology components, as depictedrigure 11 the 5GC is characteed by a
layered and service oriented architecture, with control plane (CP) and UPasglifnterfaces

to subscription, state and policy data. Moreover, the 5GC supports: User plane session
continuity, while the terminal moves across different access points; interworking with untrusted
non-3GPP access; a comprehensive policy framework farsadeaffic steering, switching and
splitting; and wirelessvireline convergence.

A AMF = Accesand MobilityManagement
A UPF = User Plane Function

1
:
1
[}
- }m : A NSSF = Network Slice Selection Functi

1 A SMF = Session Management

o T [ :ruﬁ_ e A UDM = Unified Data Management
] A PCF = Policy Control Function

Lo I—m”é’*"bé E E A AUSF = Authentication Server Function

A DN = Data Network (External)

A AF = ApplicatiofFunction

UPF
(N3IWFUP,

L]

5G Core UsePlane

Figure 111 5G Core (5GC) functions and interface
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The separation of control and user planes provides deployment flexibility and independence.
The dstribution of core functionality, especially user plane functions, closer to the radio nodes,
i.e. at the edge of the network, enables the placement of applications in the proximity of the
enduser, reducing transport network load and latency. The serbiased architectureg
including the related Network Repository Function (NRF) for 5GC control plane fungtions
allows flexible addition and extension of network functions. Slicing and related Network Slice
Selection Function (NSSF) enable a flexible asgighof users to different network slice
instances that may be tailored to different use cases. The 5GC also supports unified subscriber
management, authosation and authentication functions.

The NGRAN is not aware of any end user daa in earlier network generations, all user plane
and signalling traffic is transparently forwarded to the 5GC through secure tunnels and third
party security gateways, as detailed in the next session.

Other fundamental 5G enabling technologies, encetal, are: Flow based QoS, with a much
higher level of granularity than LTE, which is limited to the bearer service concept (single pipe
between terminal and core network); multbnnectivity, where the 5G device can be connected
simultaneously to 5G, LT&nhd WiFi, offering a higher user data rate and a much more reliable
connection; terminal assisted Network Slicing, and E2E network management and
orchestration, with irbuilt support for cloud implementation and edge computing. The 5G flow
based QoS andising concept are illustrated iRigure 12 The NGRAN and UE are only Slice

and QoS aware. Slices consisting of chains of virtual network functions (VNFs) are supported by
the 5GC only.

3GPP for terminal (UE) assisted network slicing defines a new paranienoted as Single
Network Slice Selection Assistance InformatiotNESAI). EachNSSAI assists the network in
selecting a network slice instance. ThBISSAI is composed by the following attributes:

9 Slice/Service Type (SST):(eMBB), QURLLC), 3 (MloT) are the standardised values for
roaming; operator specific settings are also possible;

1 A Slice Differentiator (SD)enant ID, for further differentiation during the NSI selection.

Slice/QoS
aware only

Standardised and
unified interface

Slice/QoS
Control
(E2E)

;;;;;;;

m B3
:m’l’\]’z v Slice A @
N3 m

SMF

4

PDU:Sessiofy SNSSAI

QoS(IP) Flows
UDM = Unified Data ManagememiSSE Network Slice Selection FuncticéRF= Network Repository Function

Figure 122: E2E QoS management@ 5GC Slicing

The Network Slice Selection Assistance Information (NSSAI) consists of a collecNSt#IS.
Maximum eight SNSSAIs may be sent in signalling messages between the UE and the Network.
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The NSSAI is configured (Configured NSSAI) in the UE per PublidobdadNetwork (PLMN)
by the Home PLMN (HPLMN).

The terminal uses the Requested NSSAI (UE) during the Registration Procedure and the Allowed
NSSAI, received from the Access and Mobility Function (AMF), within its Registration Area (RA).
The RA allocatedybthe AMF to UE has homogeneous support of network slices. The 5GC
supports AMF level slicing per UE type, and SMF and UPF level slicing per Service or per Tenant,
based on SNSSAI and DNN.

IP Flows are mapped onto QoS Flows, which are mapped onto onererdata radio bearers
(DRBs). DRBs are associated to one PDU Session, which is mapped ontéSS8®l.SThe-S

NSSAI is mapped onto one Network Slice Instance (NSI), i.e. one Network Slice; and the NSI is
mapped onto a single Data Network Name (DNN). Hewev is not true the vice versa, as
described in the following text. This is how 5G handles the 5G flow based QoS within a given
NSI.

The NGRAN is aware of the slice at PDU Session level, becaused\tB8A is included in any
signalling message contaig PDU Session infoation. Pre-configured slice enabling in terms

of NGRAN functions is implementation dependent. An example off@®! slicing is depicted

in Figure 14 The medium access control (MAC) schedulingpased on radio resource
management (RRMpolicy related to the servile level agreement (SLA) in place, between
communication service provider and tenant, for the supported slice and QoS differentiation
within the sliceg is vendor dependent. The 5GC has full control of slice and QoS management,
end to end (E2E).

RAN Support for Network Slices x@

Radio Access Metwork [RAN] awareness of slices

= MG-RAM selects the RAN part of the network slice based on assistance information provided by the UE or the
5G Core Network

&  NG-RAN provides differentiated handling of traffic for network slices by differentiated radio resource
scheduling and by applying specific L1/L2 configurations

Slice specific Radio Resource Management

- NG-RAN applies Radio Resource Management policies specific per slice [type)

- An MG-RAN node can support multiple network slices

Resources may be reserved exclusively for certain slices to fulfil 5LAs, e.g. to prevent service degradation in
one slice due to shortage of resources in another slice

4

Slice Availability and steering of UEs

- Some slices may be deployed only in part of the netwark coverage area, dependent on service needs

- Regardless of the number of slices used simultanecusly there is one signaling connection with the network
and the network steers the UE to the slice related resources

- UEs in idle mode the network provides with selection policiesto steer the UE to its slice related radio
FEsOUrces

o IGPP 2018 B

Figure 133 3GPP RAN Support for Network Slicing
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Figure 144: NGRAN Slicing

5G security aspects

5G System security is based on the weslablished and proven 4G/EPS security, which has been
further enhanced. NAS security and keying hierarchy are as in 4G. NAS security is established
via the 3GPP Authentication and Key Agreement between NAS eitiés and CN (AMMBjigure 185:

Key hierarchy generation in 5GS

5 shows the 5GS keying hierarchy, which is comparable to 4G for the functionality towards the RAN, i.e.
all keys for the écess Stratum (AS = RAN or AN) are derived from the NAS security parameters inside the
Core Network and signalled the RAYe main new model of the 5GS is on how the security functionality

is decomposed and distributed inside the Core Netwbhisenables also that the globally unique 5G
Subscription Permanent Identifier (SUPI, which is comparable to thé?ldi8hrlier system generations)

is always signalled encrypted via the RAN towards the CN. It is decrypted by thé>hdieand delivered

from there to the serving Core Network for any user service, management and regulatory purposes. In
contrast to earlier system generations, where the IMSI was used in the RAN for recovering from network
failures and enabled thereby certain attacks, the 5G Systever exposes the SUPI to the RAN nor does

it transfer it in clear via the radio. Further, 3GPP 5G Release 15 adds an option to perform user
plane integrity protection between UE to gNB. And, in 3GPP Release 16, security algorithms use
up to 256bit keys seeFigure 186: E2E Securitgnhancement with 5G Evolution

6.

12IMSI (nternational Mobile Subscriber Identity)
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Figure 185:

Key hierarchy generation in 5GS
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Figure 146: E2E SecuritiEnhancement with 5G Evolution

Also, as in 4G, the transport network layer within the RAN and between RAN and core network
domains is protected using IPSec tunnels. Examples of security deployment scenarios for 3GPP
NSA Option 3x (which is the same as wiB) and SA Option 2, NSA Option 7 and NSA Option 4,
architecture configurations are illustrated Figure 17and Figure 18respectively. As shown in

the figures, here with 3GPP Option 2 as an example, the 5G system RAN related transport adopts
the same neans as 4G and, therefore, for this aspect, it has the same level of security as 4G and

as 3GPP Option 3x. The Security GateWay (SeGWY) saaty8 product.
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In summary, it can be concluded that the 5G RAN security level is at the same or higher level
than for 4G, depending on deployment options, and is fully under operator control. 3GPP aims
at ensuring the security of data transmission. The Packet Data Convergence Protocol (PDCP)
encryption in the RAN (downlink), and UE (uplink), ensures security beeait interface.
Carriers ensure the security of Intranet transmission (transport network layer connecting the
access and core network equipment. The application layer ensures the security of services.

NGRAN i
StU : SeGW
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Figure 11.7: 3GPP NSA Option 3 and SA Option 2 security deployments

(The Security Gateway (SeGW), Evolved Packet Core (EPC) and 5G Core Network 6GC) are 3
party equipment, e.g. from Nokia or Ericsson
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Figure 188: 3GPP SA Option 7 and SA Option 4 security deployments

(The Security Gateway (SeGW), Evolved Packet Core (EPC) and 5G Core Network %6GC) are 3
party equipment, e.g. from Nokia or Ericsson)

3.4 oneM2M

oneM2M brings together several major ICT Standards Developing @tians (SDOs) around
the world, namely ARIB, ATIS, CCSA, ETSI, TIA, TSDSI, TTA and TTC. These SDOs, referred to as
Partners Typ4, share the common objective of developing common standards for the Internet
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of Things Service Layer across different industry segments. Partners Type 1, have made a great
effort to achieve a mucimeeded convergence in the |oT standards landscape throeghking
developing own IoT standards. Instead, they contribute in promoting the oneM2M effort
through publication of oneM2M specifications as own standarddad® ensuring a global and
institutional reach for oneM2M.

In addition to these SDOs, sevefata and industry alliances working on IoT related topics
joined oneM2M where they play an important contributing role in shaping oneM2M
specifications and ensuring a coordinated approach. Referred to as Partners Type 2, their list
includes: the BradbandForum, Global Platform, etc.

Currently there are 200 active members in oneM2M. All share the vision of specifying an IoT
Service Layer, a layer that sits between applications and networks and expose functions needed
by loT applications across different usiry segments. As opposed to proprietary approaches,
oneM2M specifications development is open and contribution driven, meaning the industry at
large can influence the direction of the specifications, therefore market deployments.

[ Over 200 member organizations in oneM2M ]

- /’//
el e ///
[atis;'—:' ][/TH' ]
B oeMeLee | | ARgacond | [cvomal |27 O
Figure 199: oneM2M Partnership Project orgasation structure

Open and contribution driven approach to set standards

As opposed to proprietary approaches, oneM2M specifications development is open and
contribution driven, meaning the membecan influence the direction of the specifications. In
addition, oneM2M maintains a list of liaisons with other fora and standards initiatives, to ensure
complementary approaches.

To seek efficiency and expedite time to market for oneM2M specificatiomswitrk is being
handled by different working groups who actually develop the output specifications. The
Technical Plenary coordinates between the working groups, oversees the progress and manages
the work program. The list of working groups is as folloReguirements, Architecture,
Protocols, Security, Management Abstraction and Semantics, Testing.

Interoperability testing for shorter time to market
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oneM2M believe in running code and interoperable products. 2 plugtests are ceghaiery
year where engineers get together and test their products against each other and in accordance
to test specifications. Regular interoperability testing events are a real asset.

As these events are always held in the week prior to a Technicarilereeting, they allow
immediate feedback to the oneM2M working groups where the issues discovered can be
addressed very quickly.

This is a key element to the stability of the oneM2M platform.

Members of oneM2M keep the specifications and open sourceyaéd

Despite not chartered to build open source, the role of open source in the ICT industry cannot
be underestimated in helping market uptake and fostering a developer community. Members
of oneM2M have driven open source implementations according to ordMpecifications in
several established open source initiatives such as OCEANnux Foundation, Eclipse
Foundatiort*. In addition, ATIS and its members developed a lightweight oneM2M client
targeted for device quick prototyping and deployments.

A use cas driven approach to 10T standards

Use cases are a great way to express real world scenarios. Once properly described, they are
used to derive requirements for the 10T service layeis towever important to recogse that

0T is about use case proliféi@n, therefore the specifications should be built to address the
need of multiple use cases including the ones we did not even think of at the time of the
specification. To achieve this endeavpuse cases are used to derive service requirements
which inturn drive guidelines (referred to as Technical ReporEBgure 20 and interoperability
specifications (referred to as Technical Specifications in Figlyre 2

Figure 2Q0: A usecasedriven approach to setnarket-driven specifications

13OCEAN (OCEAN Prototuips://oceanprotocol.com/#why
14 Eclipse Foundatior(ttps://www.eclipse.org/org/foundation)
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