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EXECUTIVE SUMMARY 

This deliverable seeks to capitalise on the unique strengths of the EU and China for Integrated and end-
to-end solutions. 
To generate impactful research on 5G/IoT, appropriate experimental facilities are necessary for proof of 
concepts developed within the research projects and for optimisation of integrated solutions which will 
ultimately result in new ideas, solutions and innovations. This deliverable addresses the strengths, 
opportunities, weaknesses and threats of the identified IoT and 5G large scale pilots between Europe 
and China and generates recommendations for their integration and federation. This could lead to several 
pilot systems which address different applications, especially in vertical markets where appropriate 
federation techniques will be proposed to leverage the available assets in complementary fashion. 
Additionally, the deliverable identifies important but missing features for future development of new 
pilot systems which, collectively with the existing ones, can be used for end-to-end and inter EU-China 
testing of 5G/IoT technologies and applications.  
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1 INTRODUCTION 

1.1. Objectives 

The aim of this deliverable is to build upon the results of EXCITING Task 4.1. We took into account 
the evolution of the project and decided upon common agreement to focus on the development of a set 
of best practices and recommendations to be considered in future cooperation opportunities of LSP for 
IoT or 5G. These best practices are intended to contribute to support future frameworks for EU China 
collaboration.  
 
1.2. Methodology 

The expected results of this deliverable aim to support the deployment of IoT and 5G, in order to enhance 
the acceptability and adoption by users, citizens and foster possible new market opportunities for both 
Europe and China suppliers. As stated in Deliverable 4.1, the methodology followed by this study 
consists of two phases and delivered by two tasks, i.e. Task 4.1 and Task 4.2. The first phase consisted 
of outlining and identifying LSPs in Europe and China. The achieved results of Task 4.1 as reported in 
D4.1 produced a candidate list of the ongoing LSPs which will be considered in this deliverable. The 
second phase was dedicated to the development of best practices and recommendations to improve 
future collaboration projects between the two regions with regards to the identified testbeds in D4.1.  
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2 APPROACH FOR SURVEY IMPLEMENTATION AND ANALYSIS  

Adequate models and frameworks representing successful incorporation of Internet of Things and 5G 
into the urban infrastructure, often with graphical and ICT user interfaces that make services accessible 
to a wide variety of users are on the rise. However, many times stakeholders are often unaware of the 
limitations of model/framework suitability resulting from both model structural uncertainty (simulation 
of the underlying urban operations) and limited availability of data for model validation. Additionally, 
these models and frameworks may not serve as a satisfactory foundation for further exploration of IoT 
or 5G-based services and functioning. 
 As a result, models may often be selected based on user accessibility rather than due to proven 
performance for the specific task at hand. This is especially important because results are unlikely to 
receive the required scrutiny. 
In order to overcome the limitation associated with insufficient data, this document intends to develop 
a best practice framework on implementing methods for the launch of IoT and 5G in large scale pilots 
with the view to support their proliferation in the future. This framework is intended to qualify the IoT 
and 5G management practices in a regulatory, or voluntary setting, which will serve as the basis for 
policymakers and stakeholders in smart city communities who seek to use these best practices for 
applied purposes of initiating their own pilot associated with IoT and 5G. 
An implementable best practices framework is needed because measurement of all relevant ecosystem 
processes and types of  IoT and 5G functions is precluded by technical and financial reasons. 
Best practices frameworks are increasingly a component of  smart city planning and management for 
the integration of IoT and 5G. Many commonly used best practices in the IoT and smart city domain 
were underscored and adopted to allow for the evolution of the overall ecosystem along with the long-
term benefits associated with the citizenry.  
Traditionally, in order to measure the complex processes linked to the success of large-scale pilots on 
IoT and 5G, test model features have been applied which are often specific to certain regions or for 
which site-specific data are available for model calibration and validation. With emerging interest in 
such pilots globally, limited available along with the lack of a credible key performance indicator 
framework to assess the progress of these ventures’ stakeholders are increasingly relying on best 
practices derived from existing and successful pilots within the same domain. 
This deliverable shall be based on the main factors and selection criteria presented in D4.1.  
With the aim of identifying useful tools to help in the decision-making process to better manage the 
smart city and IoT ecosystem, a set of survey questions were distributed among the various LSPs listed 
in Europe in D4.1. The main results of the survey will highlight the major topics to fit into the best 
practices framework. The information collected by the survey will help streamline the best practices 
model reasonably. 
This D4.2 may also be utilized as the basis to deduce a structural relationship between the degree of IoT 
penetration, collaboration between test-beds and the successful IoT adoption approach. 
The main aim of the survey distributed was to present current state of quality models of smart cities and 
IoT throughout Europe and China. Development of the quality models of IoT systems was explored 
where some future directions were suggested.  
Based on the survey, some characteristics, service descriptions, concepts and architecture of the IoT 
ecosystems were extracted. However, before commencing on the survey and the analysis of the survey 
results, it is important to keep in mind that due to rapid changing in information and communication 
technologies, the practices highlighted in this deliverable may need to be updated or adapted based on 
the test-bed concerned. 
A SWOT Analysis was also carried out for the major LSPs. 
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The main survey questions circulated among the LSPs are as given in Table 1: 
Table 1 - Survey questions 

 

 
 

 

Q1) Name of the project: 
 
Q2) How would you define a best practice? 
 
Q3) What are the main innovations achieved by your project? 
 
Q4) What good practices have been achieved or identified through your project? 
International cooperation good practices (list as many as necessary): 
 
Technical good practices (list as many as necessary): 
 
Q5) Did your project consider or pursued Europe-China cooperation at any point? 
 
Q6) Would it be interesting for your project to initiate/strengthen collaboration with 
Chinese/European partners? 
 
Q7) What are the main goals/benefits of such cooperation? 
 
Q8) What are the main obstacles to such cooperation? 
 
Q9) What suggestions could you provide to ease and foster cooperation between Europe and China 
in the context of research projects? 
 
Q10) Has your project generated any output or deliverable which could be of relevance for the 
identification of best practices in your context? 
(Please identify if the deliverable is publicly available) 
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3 BEST PRACTICES: EU-CHINA STUDY OF 5G LSP/LARGE SCALE 
TESTBEDS 

3.1 Introduction 

It is commonly supposed that 5G will lead to a step-change in the capability of mobile networks, opening 
up possibilities for innovative new services, such as the Internet of Things (IoT), connected vehicles and 
augmented reality (AR). Whilst 5G may eventually be transformative for some sectors, in the short to 
medium term these developments are more likely to be evolutionary rather than revolutionary. The speed 
of roll-out and adoption of 5G will depend on complementary investments being made in network 
infrastructure as well as new services, applications and products using 5G. 

 

5G brings a number of enhancements over 4G, including high speeds, low latencies, enhanced reliability, 
lower power consumption and greater terminal device densities. Perhaps most important, 5G offers new 
network management possibilities that could enable a single physical network to support a number of 
virtual networks with different performance characteristics. This network slicing creates, for the first 
time, the possibility of tailoring mobile data services to the particular characteristics of specific users. 
For example, a dense IoT sensor network might prioritise low power consumption of terminals over 
connection speed; at the same time, a separate network slice on the same infrastructure could deliver 
high-speed mobile broadband. 
 
This new ability for differentiation of services without having to build different physical networks raises 
the possibility of services targeted at particular economic or industrial sectors – so called ‘verticals’ – 
as well as at specific user groups. Therefore, 5G has the potential to change business models for network 
operators relative to the current marketplace, where network operators have offered largely standardised 
services and differentiation has been limited to pricing plans. 
 
This also opens up potentially new roles for intermediaries in the value chain, positioned downstream 
of network operators, offering to bundle and repackage connectivity for particular industries. For 
example, aggregators might put together trans-national connectivity packages for particular industries. 
In general, there are likely to be opportunities for orchestration of different networks, tying them 
together to create connectivity services for specific verticals. 
 
There may also be opportunities for new players upstream of traditional mobile networks. For example, 
5G is likely to require significant densification of current networks at high frequencies to meet 
bandwidth requirements. This may create new opportunities for independent operators to acquire sites 
in dense urban areas and indoor public spaces and deploy 5G infrastructure, offering wholesale services 
providing patches of connectivity to 5G operators. Given availability of appropriate spectrum, 
traditional network operators could also be bypassed by entrants focussed on providing connectivity for 
specific industries (for example, within factories or warehouses). 

Spectrum award designers need to be aware of these possibilities for upstream entry, rather than assume 
that the only buyers of spectrum will be incumbent MNOs. Spectrum should be packaged to allow entry, 
for example by allowing bidders to assemble smaller blocks to give flexibility over the amount of 
spectrum acquired. 
 
Despite these transformative possibilities of 5G in the long-run, there is currently broad consensus 
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amongst stakeholders that initial deployments of 5G will be driven by enhanced mobile broadband 
(eMBB). Operators will be incentivised to deploy 5G by lower unit costs of network capacity and the 
need to maintain competitive service quality in the face of continued data growth. 

It is possible that eMBB alone will not create significant additional revenue from 5G for network 
operators. Experience of previous migrations from one mobile technology to the next suggests 
consumers pay a broadly similar amount even though data speeds have increased, and bundled data and 
call allowances have grown due to falling unit network costs. In the longer run, 5G roll-out incentives 
depend on incremental revenues from new services. In turn, incentives to develop and market novel 
services dependent on 5G will require sufficient 5G coverage, which creates a coordination issue. 

Any commercial developer of a new service or product benefiting from 5G connectivity will want to 
reduce its exposure to the risk of 5G roll out being slow or geographically limited. We have found that 
developers tend to follow diversified approaches to connectivity, looking to develop services that will 
fall back smoothly onto slower or less capable mobile networks or which might even use quite different 
technologies. For example: 

• Agricultural applications of dense sensor networks are unlikely to wait until 5G becomes 
ubiquitous in rural areas. Rather, developers wanting to get new products and services to market 
will adopt other interim technologies that are readily available. For example, Long Term 
Evolution for Machines (LTE-M) or NarrowBand IoT (NB-IoT), or low-power wide-area 
technologies such as LoRa in a hub and spoke arrangement with centralised backhaul, possibly 
even using satellite. 

• So-called ‘vehicle to everything’ (V2X) communications have a development path through 4G 
and are not dependent on 5G availability. Connected vehicles will need to make use of a wide 
range of connectivity strategies, include fall back to lower specification networks and peer-to- 
peer networking. We understand that car manufacturers are keeping all these options open, 
rather than relying on the 5G availability. In the short term, 4G cellular vehicle connectivity will 
be used to deliver infotainment. 

• A leading national broadcaster indicated that because of its public remit to make services 
available widely, it was concerned about developing new services using 5G capabilities if this 
would lead to a digital divide with those services only being available in urban areas and would 
need to have fall-back options. 
 

3.2 5G large scale pilots in Europe 

Europe has largely agreed on some important steps that will need to be undertaken to support the roll 
out of 5G infrastructure and 5G services, the first of which is to ensure the EU-wide availability of 5G 
spectrum for coverage and capacity uses as soon as possible. For example, priorities for 5G spectrum 
harmonisation and identification of ‘pioneer bands’18 for 5G in Europe were outlined in “5G for Europe: 
An Action Plan”19 (5G Action Plan). The action plan and accompanying staff document set out a 
strategy aimed at ensuring that all urban areas have uninterrupted 5G coverage by 2025, and the EC 
proposes a coordinated approach to 5G deployment in Europe. 
 
To achieve this goal, the EC action plan identified the 700 MHz and the 3.6 GHz20 bands for early 5G 
deployment. Following a request by the EC to publish an opinion on 5G spectrum requirements, in its 
“Strategic Roadmap Towards 5G for Europe” the Radio Spectrum Policy Group (RSPG) agreed that the 
3.6 GHz band is most suitable for the immediate introduction of 5G and proposed to Member States that 
large blocks of this band ought to be made ready for authorisation by 2020.21 The 700 MHz band is 
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recommended for nationwide and indoor coverage22. The RSPG also recommends the 26 GHz (24.25-
27.5 GHz) band as a pioneer band above 6 GHz, suggesting that a sufficiently large portion (e.g. 1 GHz) 
of the band ought to be made available by Member States in response to local market demand by 2020.23 
The opinions also outline recommendations regarding licensing and flexibility of authorisation for these 
bands. 
 
These findings and recommendations are also in line with the EC mandate issued to The European 
Conference of Postal and Telecommunications Administrations (CEPT) requesting a report on technical 
conditions, as well as sharing conditions for 5G spectrums. The CEPT is mandated to develop 
harmonised technical conditions for spectrum use in the 26 GHz band. The CEPT has also been 
requested to revise harmonised technical conditions in the 3.6 GHz band, and to study potential 
extensions of the 1.5 GHz band. Both the RSPG opinion and the CEPT mandate have emphasised the 
importance of taking into account international developments to facilitate interoperability and 
economies of scale from common tuning range. The mandate also indicates that the 700 MHz, 800 MHz, 
900 MHz, 1.5 GHz, 1800 MHz, 2.6 GHz and 3.6 GHz bands are already potentially available for 5G 
use. 
 
Although on the agenda for WRC-19, the 32 and 42 GHz bands are not mentioned in the EC mandate. 
Even though RSPG identified the 32 GHz band as a priority for studies in its first opinion, it is now of 
the opinion that 31.8-33.4 GHz band should no longer be considered a priority because of reasons such 
as incompatibility for radio-navigation, declining interest, and interest in keeping this band for 
backhauling fixed services. The RSPG is also of the opinion that there is no urgency in potential 
harmonisation of the 42 GHz band because the 26 GHz band will eventually provide capacity in excess 
of 3 GHz of spectrum for 5G, which is likely to cover the potential demand. Further, in its second 
opinion, RSPG suggests that the 66-71 GHz band should be prioritised in terms of studies for second-
stage 5G mmWave bands for reasons such as the reported lack of use of these bands in most CEPT 
countries, its proximity to and better propagation characteristics than the adjacent 57-66 GHz band, its 
existing primary allocation for mobile and its potential to become a primary European band. 
 
Therefore, at present, the three bands that have been identified for harmonisation and to facilitate the 
launch of 5G in Europe are: 

• The 700 MHz band for sub 1 GHz spectrum; 
• The 3.6 GHz band for spectrum between 1 GHz and 6 GHz; 
• The 26 GHz band for above 6 GHz spectrum. 

Moreover, several large-scale testbeds or trial sites have been developed in Europe as listed in D4.1 [1]. 
In the following, some analyses of these testbeds or trial sites are given.  
 
Ericsson SoftFIRE testbed 
Ericsson SoftFIRE testbed is part of the Ericsson RMED CloudLab. Located in Rome, the Lab scope is 
to provide Hands on and Competence Build-up, show specific and concrete “proof” points related to the 
cloud benefits, Customer Demo on specific products and demonstrate how issues and concerns can be 
managed mitigating the risks. 
Some of the main activities performed in the Lab are listed below,  

• Standard Customer Demo 

• Deep Dive on Customer specific request 

• PoC on Customer premises 
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• Fully Customized PoC on Customer premises 

• Validation and Certification on Customer specific stack / solution 
The Ericsson Cloud Lab is a flexible environment where it is possible to combine different hardware 
configurations to support different delivery policies. The Lab is adaptable to guarantee the Ericsson 
Platform requirements and commercial products. 
 

Strengths  

§ Transformation of mobile core networks to 
open programmable network platforms 

§ Software-defined networks and distributed 
cloud capabilities 

§ Open source 
§ Allow operators to experiment and learn how 

cloud infrastructure could be designed and 
integrated in existing environments 

Weakness 

§ Industry oriented research mainly 
 

Opportunities  

§ The lab is leading by Ericsson in open 
industry collaboration 

§ Working with large number of partners, 
customers and vendors  

 Threats 
§ Limited number of compatible national  

 
 
University of Surrey 5GIC testbed 
The Surrey 5GIC testbed consists of commercial grade communications equipment with all relevant 
security functionalities built in. It supports various wireless scenarios, from provision to static indoor 
and outdoor users to eMBB services to mobile users travelling at higher speeds. Furthermore, the 5GIC 
holds a trial license for experimental operation in the 3.8GHz band. A license for the 3.5GHz band will 
be obtained from the regulator on demand. 
University of Surrey and its 5GIC provide unique state of the art 5G test and demonstration platforms. 
These include a Cloud-RAN test platform which supports clusters of remote radio heads supported by 
high performance core processing facilities for experimental research on advanced techniques such as 
joint transmission coordinated multi-point transmission and reception schemes. In addition, the test 
network provides a unique environment to test operation of heterogeneous access networks in a real life 
environment on university main campus. 
The testbed is connected to the Vodafone Core Network, Fujitsu Cloud Computing facilities and covers 
a 4 km² area for the testing of 5G technologies. The coverage area encompasses a stretch of motorway, 
rural, urban and dense urban radio environments. The outdoor deployment consists of 44 sites and 65 
cells (of which 3 are macro cells, the remainder are small and ultra-dense cells). This unique end-to-end 
testbed incorporates a different range of frequency bands and allows the testing and trialling of new air-
interface solutions. Supported by a mix of wireless and fibre optic backhaul connectivity, trials can be 
matched to meet industry requirements. 
 

Strengths  Weakness 
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§ Supporting to test operation of heterogeneous 
access networks in a real-life environment on 
University of Surrey main campus 

§ Connected to the Vodafone Core Network, 
Fujitsu Cloud Computing facilities 

§ Covers a 4km^2 area for the testing of 5G 
technologies 

§ End-to-end testbed incorporates a different 
range of frequency bands  

§ Academic oriented research mainly 

 

Opportunities  

§ Able to test and trial new air-interface 
solutions 

§  Supported by a mix of wireless and fibre 
optic backhaul connectivity, trials can be 
matched to meet industry requirements 

 Threats 
§ Limited number of UEs for testing  

 
 
Huawei Munich 5GVIA testbed 
Huawei has invested $600M in research and innovation into 5G technologies by 2018. The Munich 5G 
VIA testbed is an important part of this process. Namely, most of the research work on 5G throughout 
the world has focused so far on developing generic concepts for 5G communication. The 5G VIA 
experimental system enable researchers to test the developed algorithms in real-world environments and 
specific scenarios envisaged for the vertical markets of the digital society beyond 2020. The testbed will 
be built with the crucial support from the Bavarian State Government, City of Munich, TUM and M-
Net for the setup of trial sites in the city and the conduct of experiments. 

The first trials were performed in December 2014 on Huawei ERC campus in Munich. The focus was 
put on demonstrating some of the key features of the new waveforms for the 5G air interface such as 
flexible fragmented spectrum usage and latency reduction, which can support versatile 5G application 
scenarios and ultimately render a 5G Service-Oriented Radio Network. The Bavarian State Government 
welcomes the development of the testbed infrastructure.  

The Munich 5GVIA testbed is part of Huawei’s broader 5G research and innovation activities in Europe. 
Huawei European Research Centre in Munich participates as a member of the European research 
consortium METIS in the development of the key technology components for the new 5G air interface. 
The ERC is also one of the principal contributors in the Horizon 2020 and 5G PPP funded by the 
European Commission, where it collaborates with major companies from various industry verticals.  
Ultimately, the Munich 5GVIA testbed will become an innovation platform for global collaboration 
among the ecosystem partners, such as large private sector companies, SMEs, universities, and 
governments, in order to drive 5G technologies. 

 

Strengths  

§ Supporting to test development algorithms in 
real-world environments 

§ 5GVIA is designed to allow for information 

Weakness 

§ Industry research mainly 

 



D4.2: Development of best practices for future IoT and 5G large scale pilots between 
Europe and China (V 1.0)             

 
© EXCITING Consortium 2016-2018  Page 18 of 62 

to be gathered from varying vertical markets  
§ Supported by Bavarian State Government 

Opportunities  

§ Test the key feature of new waveform for the 
5G air interface 

§ A member of METIS  
§ An innovation platform for global 

collaboration among the ecosystem partners 

 Threats 
§  International cooperation  

 
 
The Espoo Trial Site 
The Espoo trial site provides 5G testing facilities built in several national projects under the 5GTNF (5G 
Test Network of Finland) framework. The site is in the Otaniemi region in Espoo. The current network 
infrastructure is built on top of Nokia’s NetLeap LTE test network. It will be gradually upgraded to 5G 
networks when 5G NR and 5G core network components are available. Currently, core network 
functionalities are mimicked with 4G/5G emulators. The support for real 5G will be added to the 
network in the later phase of the project. The network contains both indoor and outdoor eNodeBs 
operating at 2.6GHz, lamppost integrated small cell networks operating at 3.5GHz and mm-wave bands 
at 26GHz, as well as Wi-Fi networks operating at unlicensed 2.4GHz and 5GHz. The eNodeBs are 
shared between Nokia and VTT. VTT can create its own virtual mobile network with its own evolved 
packet core and can utilize the edge computing platform for developing localized services. The design 
of the test network is such that it is open for experimental EPCs. This enables multi-operator scenarios 
and testing of network slicing in the project. MEC platforms are currently being installed at the Otaniemi 
site. With the aid of an artificial delay element (network emulator), the performance of MEC for URLLC 
use cases can be tested in different latency scenarios. 

 

Strengths  

§ The use of timing signal from VTT MIKES 
metrology for high-accuracy, one-way 
latency measurements, time-based 
positioning and synchronisation of timing 
dependent devices 

§ Trial site support both outdoor and indoor 
scenario 

Weakness 

§ Currently, core network functionalities are 
mimicked with 4G/5G emulators 

Opportunities  

§ Supported by Nokia, and involve 14 key 
mobile network players from six European 
countries  

 Threats 
§ Limited number of vendors 

 

3.3 5G large scale pilots in China 

The road to 5G standardization has become clearer after the 3GPP, a collaboration of telecom standard 
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development organizations, officially ratified the first release of a non-standalone version for the 5G 
New Radio (5GNR) standard in December 2017. This interim standard helps telecom industry move 
toward a single and global standard for 5G. Supported by a large group of operators and equipment 
vendors, the decision to accelerate 5GNR will facilitate large-scale trial and enable early deployments 
of standardized commercial 5G network sooner. Non-standalone 5GNR will rely on an operator having 
an existing LTE network as an anchor, while adding 5GNR carriers to boost speed and reduce latency.  
Following this, the international body that set 5G standards approved the completion of the standalone 
(SA) Release 15, 5G specification in June 2018. It is another essential step to standardize 5G following 
the release of 5G New Radio (NR) specification for non-standalone (NSA) operation in 2017. Based on 
the press release, the completion of SA specifications complements the NSA specifications. It not only 
gives 5G NR the ability on independent deployment, but also provides a brand-new end-to-end network 
architecture, making 5G facilitator and an accelerator during the intelligent information and 
communications technology improvement process for enterprise customers and vertical industries.  

Now, the whole industry is on track toward 5G commercialization, and network equipment 
manufacturers are very confident that 5G will become a reality by 2019, a year earlier than the previous 
deployment timelines. Moreover, 5G is believed should be fully standardized by the end of 2019, paving 
the way for mobile network operators to roll out the 5G services from 2019 to 2020.  

Asia has been spearheading the 5G development showcasing the technology in major sporting events 
like the Winter Olympics hosted in the region. Among them, China is probably the most committed 
across all levels. After missing the opportunities in the 3G and 4G era, China has been determined to 
make 5G a top priority on its national agenda, striving to take a leadership role in the global landscape. 
Targeting for a commercial launch in 2020, China is set to reap the benefits of its early participation in 
setting the standardization, building the industry chain and pushing research and implementation of 5G-
related technologies.  

China has been expanding its influence on the 5G standard-setting process. Its ambition was revealed 
back in 2013 when the Ministry of Industry and Information Technology (MIIT), with the National 
Development and Reform Commission (NDRC) and the Ministry of Science and Technology (MOST), 
jointly founded the IMT-2020 (5G) Promotion Group to push forward the formulation of 5G standard 
in cooperative mechanism with the EU, US, Japan and Korea. Operators and technology vendors, both 
domestic and international, participate in this group, providing important inputs to 3GPP to support the 
development of a global unified 5G standard.  

In the state level, the Government has drawn up supporting policies under its national strategy including 
the 13th Five-Year Plan and Made in China 2025 to support industry R&D and strive for 5G 
commercialization in 2020. It also pressed for the need to engage in the formulation of international 5G 
standard and make China become one of the main players. The Premier of China’s State Council has 
highlighted 5G as one of the emerging industries to be accelerated in the latest Government Work Report 
in March 2017. The MIIT has constructed the 5G Development Guidance document aiming to make 5G 
an important infrastructure for China’s economic and social development. The NDRC also released a 
guidance document on information infrastructure construction projects for 2018 that directs 5G 
networks to be built in at least five cities to form a continuous coverage. 

Taking a leading role in developing 5G technologies will enable China to gain a greater share of the 
intellectual property behind the universal 5G standard, thereby increasing its global influence. 
Eventually, it will enhance China’s bargaining power with foreign patent holders and help lower costs 
for mainland telecoms equipment makers, chip companies and other enterprises in the supply chain. 

It will also give Chinese companies an edge internationally in new frontiers such as autonomous driving 
and the IoT. On the domestic front, the economic stakes for 5G is attractive, led by large-scale job 
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creations and incubation of new devices, applications, and business models that could significantly 
stimulate the Chinese economy. According to a study from the China Academy of Information and 
Communications Technology, the 5G market could account for RMB1.1 trillion (US$166 billion) or 
3.2% of mainland China’s entire GDP in 2025, generating 8 million jobs and adding RMB2.9 trillion in 
economic value by 2030. 

 

Table 2 - China's Initiatives on 5G LSPs 

Year Initiatives Description 

2013 Made in 
China 2025 

The plan pointed out that China should break 
through the 5G mobile communication technology 
comprehensively 

2015 13th Five-
Year Plan 
(2016-
2020) 

The plan proposed that China should promote the 
development of 5G actively and launch it in 2020. 

2014-2015 National 
863 
Program 

• National major projects aimed to promote 
5G key technologies development 

• They looked to verify and improve 5G 
technical schemes 

• The program supported the global unified 
5G standardization 

2015-2017 National 
Science and 
Technology 
Major 
Project 

 

Proactive government support and industrial capital investments have helped shape a self-sustained 5G 
environment in China. This will create a rich ecosystem comprising equipment and device 
manufacturers, chipset suppliers, telecom operators and application and platform providers which 
largely reduces the investment risks of the industry chain.  

 

China is one of the pioneers in 5G R&D, which sees the world’s first 5G test being guided and planned 
by the Government. Ahead of schedule, the country has already started the third phase of 5G technology 
R&D tests, which both domestic and international companies have joined the field trials, aiming to get 
pre-commercial 5G products ready when the first version of 5G standards comes out by mid-2018. 
Meanwhile, the industry regulator has called for a bigger push to experiment with more 5G-enabled 
applications, with added focus on the integration of chips, systems and other instruments. 

Proactive government support and industrial capital investments have helped shape a self-sustained 5G 
environment in China. This will create a rich ecosystem comprising equipment and device manufactures, 
chipset suppliers, telecom operators and application and platform providers which largely reduces the 
investment risks of the industry chain.  

A couple of large-scale testbeds or trial sites developed in China have been introduced in D4.1 [1]. 
Below, there are some analyses of these testbeds or trial sites are given.  
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Huairou 5G testbed 
Huairou 5G testbed is carried by Huawei to verify network performance across diverse NSA scenarios. 
The tests examined cell throughput, user experienced data rate, mobility, network latency, key 5G 
solutions, and essential service procedures. During the first phase of the 5G trial, five companies 
including Huawei and ZTE have built 15 base stations in Huairou District in Beijing to support further 
testing. Further test will be move on to conduct tests for SA network scenarios.  
Huawei said it became the first vendor to pass China’s third-phase 5G research and development tests 
based on 3GPP’s non-standalone (NSA) 5G specifications. During this trial, Huawei achieved over 10 
Gbps downlink throughput for C-Band using its 5G end-to-end commercial system. The vendor said 
that the results suggested that 5G enhanced mobile broadband services (eMBB) are now ready for 
commercial use. It is said that uplink-downlink decoupling verification is mandatory for the standalone 
part of the third-phase 5G R&D tests. 
 

Strengths  

§ Supported by IMT-2020 Promotion Group 
§ Able to test wireless technologies including 

massive MIMO, novel multiple access, new 
waveforms, advance coding, ultra-dense 
network implementations and high-
frequency communications 

Weakness 

§ Limited cooperation opportunities for 
international projects  
 

Opportunities  

§ Supported by China Mobile, China Telecom, 
China Unicom and Japanese telecoms 
operator NTT DoCoMo.  

§ Supported by the vendors as Huawei, ZTE, 
Ericsson, Nokia, Datang and Samsung.  

§ Supported by a number of chipset and test 
measurement vendors, including Qualcomm, 
Intel, Mediatek, Ctec, Keysight Technologies 
and Rohde & Schwartz etc. 

 Threats 
§ Limited information available internationally  
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Figure 1 - Timetable for China’s 5G development (source: MIIT, SCMP, China Daily) 
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4 BEST PRACTICES: EU-CHINA STUDY OF IOT LSP/LARGE SCALE 
TESTBEDS 

4.1 IoT Large scale testbeds/ pilots development in Europe 

The Internet of Things (IoT) offers a lot of benefits for building smart cities. Such cities will be able to 
utilize a huge number of heterogeneous IoT devices that can generate a sheer volume of data. Taking 
into consideration this heterogeneity, one of the major challenges in smart cities is how to process this 
data and identify different situations for decision-makers on the basis of this data. The traditional cloud 
computing approach can provide enormous computing and storage facilities to support data processing. 
However, it requires all the data to be moved to the cloud from the edge devices of the user endpoint, 
thus introducing a high latency. Besides, as major portion of data is generated from the user endpoint, 
processing this data in the edge can significantly improve the performance. If implemented in an 
efficient manner, processing raw IoT data at the edge devices is effective in terms of latency and 
provides situational awareness for the decision makers of smart city in a seamless manner. 
Based on the advantages bestowed by IoT, several smart city and IoT related LSPs are on the rise in 
Europe. This Section shall explore the various LSPs listed in D4.1 and emphasize on the beneficial 
practices associated with each project based on the survey responses. These best practices are expected 
to serve as a foundation for future IoT related LSPs 

AUTOPILOT 

The Automated driving Progressed by Internet of Things in other words AUTOPILOT has been 
described to be a three-year project, which initiated its activities in early 2017. The project aims to 
enable safer highly automated driving through smart and connected objects including IoT. It is a project 
funded under the European Union’s Horizon 2020 research and innovation programme. The project 
involves 45 partners.  
 

Query Response Received  

Best practice definition  Methods which are effective and replicable 

Innovation(s) achieved  Automated valet parking, real time car sharing, 
sixth sense driving, platooning, vulnerable road-
user sensing, automated driving route 
optimization  

Does EU-China cooperation exist within this 
project? 

None exist currently. However, it would be 
interesting to pursue suitable partnerships in this 
area. The project does have a pilot site in South 
Korea. 

Do the project partners have an interest in 
expanding to other pilot sites? 

Yes 

Goals and benefits of international cooperation in 
this domain  

- Enable local and international public-private 
partnerships on automated driving services 
- Create a global ecosystem for multi-sensor 
fusion which will promote real-time optimization 
collision avoidance and driverless cars 
- Boost research on real-world vehicle 
deployments in Europe and beyond 
- Provide test-beds which engage in rigorous ad 
extensive testing to combine real and virtual 
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worlds improves driverless vehicle testing across 
the globe 
- Lay the foundation for formulating international 
policies and standards for automated driving 
systems 
- Create road-based mobility system which is 
interoperable and safe 
 

Benefits and suggestions for collaborating with 
potential partners in China 

- China currently occupies a leadership position 
in the research and implementation of self-driving 
vehicles in cities like Beijing and Shanghai 
- China has laid out specific guidelines for test 
self driving vehicles 
- Several local start-ups are involved in the 
development of self-driving cars 
 

Main obstacles for collaboration with Chinese 
partners 

- Limited and fragmented policies/regulations 
directed at the cybersecurity aspects of self-
driving cars unlike Europe and United States 

Does the project have any deliverables 
highlighting best practices for promoting 
automated driving systems based on IoT? 

Currently, none. However, the project does have 
two deliverables which serve as effective tool s 
for replicating the results of the project: 

(i) D5.3 Performance and KPIs for 
autonomous vehicles and IoT pilot 
impact measurement 

(ii) D5.7 Standardisation Plan 
Both these deliverables are publicly available 

 
 

Strengths  

§ Large-scale pilot involving key cities in 
Europe and South Korea 

§ Promotes interoperability between 
autonomous driving systems across countries 
and continents 

§ Involves a wide-array of 45 participants 
§ Presents a variety of use-cases which can be 

replicated  
§ Presents feasible measures for the embedding 

of IoT sensors for enabling safe automated 
driving 

§ Contributes to the IoT standardization 
landscape 

Weakness 

§ Project involves only one South Korean city 
§ Lack of coherent standards and national 

guidelines on the development of self-driving 
vehicles 

§ Limited number of cities in other continents 
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Opportunities  

§ The test results from the project will provide 
multicriteria evaluations for IoT impact on 
autonomous driving, thereby allowing for 
benchmarking efficient practices for 
replication 

 Threats 
§ Limited number of compatible national 

policies on cybersecurity for automated 
driving systems 

 

Technical Good Practices 
1. Process Scheme: At the onset of the project, the partners prepared the following process scheme 

to guide the project which served as the basis for the forming the use-cases and the derivation 
of the key performance indicators 

 
Figure 2 - Process scheme adopted within AUTOPILOT 

2. Real-time car-sharing architecture: In general, car-sharing feature enables a user to avail of the 
service of a vehicles which are the closest in terms of location to the user. This feature can also 
be utilized by multi-users heading to different destinations yet being picked up by the same car. 
Such services need to match vehicles with customers’ requests and their respective locations 
with the destinations and other requests made within the same time-frame. These car sharing 
services usually rely on new authentication service using mobile App both for web and car 
access. The apps will allow users to book cars and manage their requests. 
The focus of enabling such a car sharing system would be on the interaction between the various 
car sharing actors (including the users and drivers) with the components of the Open IoT 
Platforms. The suggested architecture for systems requires that shared vehicles should be 
equipped with the necessary hardware and software for:  

(i) communicating probe data (GPS location, speed, etc.) to the open IoT platform 
common services and the car sharing service; 

(ii) computing optimal routes and their costs (distance, energy consumption, etc.) 
given an assigned destination 

These IoT-system enabled vehicles will also be able to share relevant information including 
traffic accidents and congested route with the other vehicles connected on the open IoT 
platform. It is suggested that the open IoT platform will be responsible for collecting, storing 
and relaying data information from and to the various vehicles connected to the IoT ecosystem 
as required. 
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Figure 3 - Real-time car sharing architecture 

 

SYNCRONICITY 

Smart cities hold the potential to be a key driver and catalyst in creating a large scale global IoT market 
of services and hardware. However, the emerging smart city market faces specific challenges that act as 
barriers to growth, impeding rapid innovation and inhibiting widespread market adoption. 
SynchroniCity is an ambitious initiative to deliver a digital single market for Europe and beyond for 
IoT-enabled urban services by piloting its foundations at scale in reference zones across eight European 
cities and involving other cities globally. It addresses how to incentivize and build trust for companies 
and citizens to actively participate and find common co-created IoT solutions for cities that meet citizen 
needs, and to create an environment of evidence-based solutions that can easily be replicated in other 
regions. These reference zones are based on cities at the forefront of smart city development covering 
different geographies, cultures and sizes and include Antwerp (BE), Carouge (CH), Eindhoven (NL), 
Helsinki (FI), Manchester (UK), Milano (IT), Porto (PT) and Santander (ES). Globally, SynchroniCity 
adds committed replicating reference zones in Mexico, Korea, USA and Brazil. 

Query Response Received  

Best practice definition  Measures for desires outcomes 

Innovation(s) achieved  Creation of an IoT marketplace for digital 
services across various cities in Europe and South 
Korea 

Does EU-China cooperation exist within this 
project? 

None exist currently. The project only has project 
sites outside Europe in South Korea 

Do the project partners have an interest in 
expanding to other pilot sites? 

Yes 

Goals and benefits of international cooperation in 
this domain  

- Creating international IoT marketplace will 
enable the maximizing of interoperability across 
various IoT value chains and IoT sensor hardware 
platforms in smart cities in different countries 
-  Enabling a global IoT marketplace makes it 
simple and efficient to explore the growing 
landscape of IoT solutions and easily purchase 
and employ services which may originate in 
another region or country 
- With an international IoT marketplace, it will be 
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possible for companies or individuals to 
experiment with IoT and create an IoT device 
prototype, bypassing the complicated process of 
assembling a set of hardware and software 
components that work together from scratch. 
Companies may use and build on the existing IoT 
infrastructure 

Benefits and suggestions for collaborating with 
potential partners in China 

- China has one of the largest IoT market. Thus, 
ensuring interoperability of IoT-based serviced in 
China will inevitably expand the potential of the 
IoT marketplace envisioned within Synchronicity 
-  There is strong support from the government in 
China for accelerating and transforming the 
global IoT market and facilitating vertical 
segments including smart cities, smart 
transportation and smart industries to name a few. 
- Foreign direct investment is encouraged in the 
development of IoT related technologies 

Main obstacles for collaboration with Chinese 
partners 

- There are limitations and restrictions on the 
transportation of power-grids, satellites and 
telecommunications 
-  There are certain laws in China for the 
protection of critical information infrastructures 
which may include IoT. These laws also entail the 
providers of these critical information 
infrastructure storing their data within China, 
under the jurisdiction of the country. 

Does the project have any deliverables 
highlighting best practices for creating an IoT 
marketplace in smart cities? 

Currently, none. However, there are deliverables 
underscoring the guidelines for the architecture 
adopted by the project titled: 
D1.3 “Guidelines for Synchronicity Architecture 
Synchronicity also has the following deliverable 
on KPI Framework, which will be useful for 
highlighting and benchmarking important areas 
of setting up an IoT marketplace 
These deliverables are publicly available 

 

Strengths  

§ Large-scale pilot involving key cities in 
Europe and South Korea 

§ Creates a concrete network for interoperable 
services within the IoT ecosystem in Europe 
and South Korea 

§ Allows for the easy launch of IoT products 
and services with minimal infrastructural 
changes across borders 

Weaknesses 

§ Project would be considered Europe-centric 
as it involves only one city in South Korea 
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Opportunities  

§ Given the rise of smart cities across the 
globe, it would be prudent to create an IoT 
marketplace for the incorporation of new 
technologies and services within the urban 
ecosystem too 

§ China has one of the largest IoT markets and 
hence inclusion of Chinese partners and 

cities in China would allow for further 
expanding on the IoT marketplace network 

created within SynchroniCity. 
§  Chinese economy is open to investment 

from foreign IoT firms for the development 
and application of IoT 

 Threats 
§ Law revolving around critical information 

infrastructure (which includes IoT) requires 
that the providers of this infrastructure must 

store their data in China 
§ There are strict regulations on the shipping 

of satellites, power-grids and 
telecommunications which may limit the 
required technology transfer for the 
expansion of the IoT market from Europe to 
China 

 

Technical Good Practices 
 

1. The reference architecture implemented within the SynchroniCity is given in Figure 4. The 
logical modules comprising the reference architecture is as follows:  

• Context Data Management (CDM):  This entails the management of the context information 
coming from IoT devices and other public and private data sources for detecting events. 

• IoT Management: This module is responsible for the interaction of specific IoT Agents with 
the devices (using standards or protocols), to ensure interoperability and compatibility with 
the remaining system. 

• Data Storage Management: This module provides the functionalities on storage and access 
of data from heterogeneous sources within the IoT ecosystem.  

• IoT Data Marketplace This module enables data exchange for IoT capabilities to manage 
asset catalogues, orders, revenue management. These functions will support the creation of 
innovative business models and incorporation of pertinent IoT-based services. 

• Security, Privacy and Governance: This module includes the three pillars: data, IoT 
infrastructure and the platform services.  

• Monitoring and Platform management services: This module contains the required 
functionalities to manage platform configuration and monitor activities of embedded 
services 
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Figure 4 - Reference Architecture (SynchroniCity, 2018) 

2. Architectural security and privacy requirements: 
• Platform security: Given the different security requirements for data and services, the 

concerned platform should provide for flexible security capabilities for data storage as 
well as access. 

• Data Protection and privacy: Data protection and privacy should be addressed at all 
levels of the platform including end-user access. The platform should ensure that the 
required practices to prevent data theft through breaches and unauthorized access is 
prevented through proper encryption mechanisms employed in line with the GDPR 
requirements. Other methods including data anonymization and deletion/restricted 
third-party access to personal data could also be utilized.  

• IoT Infrastructural security: As the IoT ecosystem is home to a variety of devices which 
makes it difficult to define a common framework of security for the whole heterogenous 
environment, the system should aim to provide end-to-end security at the API level. 
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MONICA 

The LSP MONICA demonstrates how cities can use the Internet of Things to deal with sound, noise and 
security challenges at big, cultural, open-air events. A range of applications will be demonstrated in six 
major European cities involving more than 100,000 users in total. The project brings together 29 partners 
from 9 European countries with the objectives to provide a very large-scale demonstration of multiple 
existing and new IoT technologies for Smarter Living. 
 

Query Response Received  

Best practice definition  Easily replicable requirements or methodology  

Innovation(s) achieved  Large-scale implementation with of IoT-based 
applications for sound monitoring, crowd safety 
and control, and citizen engagement 

Does EU-China cooperation exist within this 
project? 

None currently 

Do the project partners have an interest in 
expanding to other pilot sites? 

Yes 

Goals and benefits of international cooperation in 
this domain  

-Boosting citizen engagement through 
applications can propel tourism as inhabitants as 
well as tourists will be more aware of ongoing 
events and new venues 
-Implementing security requirements within a 
shared IoT environment will require the 
identification of persons who might have a 
disruptive influence, through facial recognition 
systems which are effective even for crowds 
along with the information of such persons of 
foreign origin. Such an IoT environment will 
facilitate the sharing of information and help 
improve public security. 
 

Benefits and suggestions for collaborating with 
potential partners in China 

- China already has several IoT-based 
applications launched to detect noise-levels and 
undesirable persons within Chinese boundaries 
- China constitutes nearly 24% of the IoT market 

Main obstacles for collaboration with Chinese 
partners 

- China has an “Anti-Monopoly Law 2007” 
which allows Chinese regulatory authorities to 
regularly investigate foreign IoT companies 
functioning in China, in case they are suspected 
of violating antitrust laws. In this scenario, 
foreign companies could be hesitant to invest in 
China as these regulations may be used to 
penalize their work in favour of domestic firms. 

Does the project have any deliverables 
highlighting best practices? 

The project has a specific deliverable on D2.1 on 
“Scenarios and Use Cases for use 
of IoT Platforms in Event Management”. This   
deliverable is already publicly available.  
Other deliverables in progress include: 



D4.2: Development of best practices for future IoT and 5G large scale pilots between 
Europe and China (V 1.0)             

 
© EXCITING Consortium 2016-2018  Page 31 of 62 

D7.5 “MONICA Development Toolbox” 
D9.3“Replication Reference Book and 
Roadmaps for MONICA Market Replication” 

 

Strengths  

§ Unique large scale pilot combining sound 
monitoring, safety and citizen engagement 

§ Strong participation of six cities in Europe 
§ Implementing a blend of services on an IoT-

based platform will help analyse the overlap 
and complementarity of these services and 
applications with each other. 

Weaknesses 

§ Project involves no cities outside Europe 
§ Limited number of   demonstrations real-life 

crowds 

Opportunities  

§ These services have the potential to 
optimize the physical environments using 
IoT-based services for the comfort of 
citizens and to boost productivity 

§ City-level decision-making can be 
facilitated through the IoT applications 
deployed through the project 

 Threats 
§ There are limited number of deliverables 

focusing on data management within the 
project which may bring into question, the 
data protection policies implemented within 
the project 

§ There are no publicly available deliverables 
on security and privacy 

 
 

Technical Good Practices 
1. Access Control: This use case highlights the involved actors including security staff, event 

Control staff and the visitor involved. The end result would be that the visitor is adequately 
found. 
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2. Sound Monitoring and Control: This diagram illustrates the mechanism employed for sound 

monitoring and control by underscoring the actors involved. The end result should include the 
detection of the source of the sound along with adjustment of the sound-levels to the allowed 
limits. 

 
3. Crowd Monitoring: This diagram depicts the actors involved for crowd monitoring and 

detecting high risk queues. The end result would involve having adequate security staff to 
control the crowd if required. 

 
 

4. Infrastructure for crowd-wristbands: The crowd wristbands also require a dedicated 
infrastructure of base stations that communicate with each other and with the wristbands. 
TCP/IP based communication, both Ethernet and WiFi, as well as several low-bandwidth 
wireless communication technologies (Plexus) are supported by such infrastructures. This 
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creates a highly fault-tolerant communication channel between the base stations. The diagram 
of the suggested infrastructure for connecting smart-wearables namely crowd wristbands 
embedded with sensors. 

 
Figure 5 - Infrastructure for crowd-wristbands 

 

IOF2020 

IoF2020 is a European LSP on IoT for Smart Farming and Food Security. Its main objective is to foster 
a large-scale uptake of IoT in the European farming and food domain. This will contribute to a next 
huge innovation boost and consequently to a drastically improved productivity and sustainability in the 
agri-food domain. 

Query Response Received  

Best practice definition   

Innovation(s) achieved  Farm machine interoperability, automated 
production chains, smart framing 

Does EU-China cooperation exist within this 
project? 

Currently, None 

Do the project partners have an interest in 
expanding to other pilot sites? 

Yes 

Goals and benefits of international cooperation in 
this domain  

-Fostering technology transfer on smart farming 
methods and applications can increase yield in 
countries which still rely heavily on traditional 
agricultural methods 
- Innovation farm management systems 
predicated on an IoT platform could be expanded 
to other countries and continents. This will help 
create coherent frameworks for the efficient use 
of pesticides, fertilizers and ensure safety along 
the whole food chain, especially in developing 
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Strengths  

§ Tackles Sustainable Development Goal 2 on 
“Zero Hunger” 

§ Accounts for all the major aspects of 
agriculture including arable land and 
transparency throughout the food chain using 
IoT networks 

Weaknesses 

§ This project does not include pilot sites 
outside Europe 

Opportunities  

§ Integrates the supply and demand side of IoT-
based technologies in the agriculture sector 

§ Seeks to pave the way for data-drive 
agriculture which will make the European 
farming sector have a competitive edge 

§ Create opportunities by providing access to 
valuable data sets relating to production and 
open up entrepreneurial opportunities 

§ Develop a secure infrastructure which can be 
utilized and expanded beyond the duration of 
the project 

 Threats 
§ Some interfaces in this project are still to be 

defined 
§ Project may not take into account the type of 

native crops and fruits grown in other 
regions along with other environmental 
considerations which will allow for the 
replication of good practices 

 

Technical Good Practices 
1. Domain model: This domain model provides a high-level view of the main concepts and 

inter-relationships. 

countries 

Benefits and benefits of collaborating with 
potential partners in China 

- China has a labour-intensive agricultural 
industry which would greatly benefit from 
automation of this industry using IoT 
- There is known to be a communication gap 
between the farmers and the end consumers in 
China. It is has noted that Implementing smart 
farming methods will greatly improve the 
communication channels between farmers and 
consumers, thereby reducing wastage. 
 

Main obstacles for collaboration with Chinese 
partners 

-Regulations limiting foreign investments in the 
agricultural arena in China, and favouring 
domestic companies for this purpose 

Does the project have any deliverables 
highlighting best practices for promoting 
agricultural systems based on IoT? 

D3.3 on Opportunities and Barriers in the Present 
Regulatory Situation for System Development 
This deliverable is publicly available 
D3.7 “Compilation of Use Case Requirements 
This deliverable is not available to the public 
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Figure 6 - Domain Model Elements 

 
The IoT sensors will remain available to measure desired parameters.  For example, if it is 
required to keep tabs on the eating patterns of pigs, a specific IoT sensor, the Radio 
Frequency Identification (RFID) Reader, is available to track individual pigs. Each pig in 
the area will be given an RFID tag, physically attached to its neck, which can be used deduce 
the pig’s identity. Data from these sensors and tags are stored locally and can be analysed 
to decipher eating patterns and fattening levels of the pigs.1 
 

 
Figure 7 - Example of Domain Model 

2. Deployment model: There are three specific physical layers for the IoT platform: 
(i) RFID Reader platform; 
(ii) Water Consumption Platform; and  
(iii) Feed Sensor Platform 

The Platform correspond to a dedicated, stand-alone PC installed in a protected location in the 
farm. The nodes implementing these three platforms are dedicated PCs and cannot host other 
components except for their original software. They are all connected to the local farm Local 

                                                   
 
1 Taken from D3.1 on Guidelines for Use-case Analysis Design 
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Area Network (LAN), which is a traditional ethernet-based local network, which is specifically 
used to inter-connect these nodes to the Farm Server. This is done by means of specific over-IP 
protocols including Low Level Reader Protocol (LLRP). The Farm server is a general-purpose 
ruggedized x86-64 PC running Linux, which host three dedicated “IoT Adapter” components, 
one “Local IoT Middleware Component” and one “Local Data Storage” built upon a standard 
MongoDB installation.2 

 
Figure 8 - Deployment model 

3. Business Model: The following describes underscores the business process to be adopted 
 

 
Figure 9 - Business Model 

 
 The model is comprised of the following layers: 

• Management Information Layer: identifies the processes that are related to the 
control of the entire enterprise (e.g. a farm). These processes have the longest time 
horizon (months, weeks, days) and focus on control on an aggregate level.  

                                                   
 
2 Taken from D3.1 on Guidelines for Use-case Analysis Design 
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• Operations Execution Layer: identifies the processes that are related to the 
definition, control and performance of tasks. These processes have an intermediate 
time horizon (days, hours, minutes). 

• Production Control Layer: groups the processes that are directly related to the 
execution of tasks by equipment and humans. These processes have the shortest 
time horizon (minutes, seconds, milliseconds).  

• Physical Object Layer: This is the actual real-time layer. It includes objects like 
fields, stables, animals, plants, farm equipment, processing facilities, containers, 
boxes, trucks, but also humans like employees or consumers. Other IoT devices 
including sensors and actuators can be attached to these physical objects.3 

 

ACTIVAGE 

ACTIVAGE is a European Multi LSP on Smart Living Environments. The main objective is to build 
the first European IoT ecosystem across 9 deployment sites in seven European countries, reusing and 
scaling up underlying open and proprietary IoT platforms, technologies and standards, and integrating 
new interfaces needed to provide interoperability across these heterogeneous platforms. This ecosystem 
will enable the deployment and operation at large scale of Active and Healthy Ageing (AHA) IoT based 
solutions and services, supporting and extending the independent living of older adults in their 
environments, and responding to real needs of caregivers, service providers and public authorities. 
 

                                                   
 
3 Taken from D3.1 on Guidelines for Use-case Analysis Design 

Query Response Received  

Best practice definition   

Innovation(s) achieved  IoT-enabled active ad healthy aging solutions 

Does EU-China cooperation exist within this 
project? 

None, currently 

Do the project partners have an interest in 
expanding to other pilot sites? 

Yes 

Goals and benefits of international cooperation in 
this domain  

-Promote IoT-based products for health and 
social care in developing countries, thereby 
making global health and social care systems 
more sustainable with a wider audience 
- Create IoT-based smart living environments 
across the globe for senior citizens who are not 
residing with their families 
-Create business opportunities for niche solutions 
on IoT-based products for the elderly, in keeping 
with the increasing demand 
- Will improve the overall quality of life of senior 
citizens across the globe and give them 
independence with no financial burdens 
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Strengths  

§ Empowering senior citizens to live 
independently  

§ Improves quality of life 
§ Building interoperable local IoT ecosystem 

and improve communication between the 
different heterogenous layers 

§ Covers major aspects of ethics and rights of 
users 

Weaknesses 

§ Project involves no cities outside Europe 

Opportunities  

§ Presents an ideal IoT framework for the 
deployment of more IoT-based wearables 
and other innovative solutions to cater to a 
growing market 

§ Could be used to create an evaluation 
framework to be emulated worldwide. 

 Threats 
§ Older people may have limited knowledge 

and understanding of technologies and could 
be averse to using new IoT technologies 
later in life 

§ IoT wearables and other devices are prone to 
threats and therefore regular upkeep would 
be required to ensure that the required level 
of security is maintained and is regulated by 
a credible authority 

 

Benefits and suggestions for collaborating with 
potential partners in China 

-With the one child policy in China, a significant 
portion of the population is ageing. Most senior 
couples have only one child to rely on in their old 
age. If their children are based elsewhere, it 
would be beneficial to implement IoT-based 
applications to support senior citizens in such 
situations 
- Target existing companies in China which 
provide IoT-based care services for the elderly 
and try and integrate these services into the LSP 
 

Main obstacles for collaboration with Chinese 
partners 

-Older populations may only be well versed with 
the native Chinese languages and hence there 
could be a language barrier. The IoT applications 
implemented within this project would need to be 
adapted to the Chinese market 
-There are limitations on the import of smart 
wearables into China  

Does the project have any deliverables 
highlighting best practices to improve the 
standard of living? 

D2.1 on “Requirements specification for ageing 
well 
D3.1 Report on IoT Devices 
D6.2 “Tools processes for the implementation of 
the evaluation methodology 
The deliverables are available online 
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§ Data storage and transmission remains a 
matter of concern for users 

 

Technical Good Practices 
1. IoT System Architecture: This proposed architecture includes the following layers: 

(i) Application domain: This domain is in charge of monitoring and controlling the overall 
IoT system. The processed information in this domain will be made available to the 
users via a human machine interface for decision making. 

(ii) Cloud domain: This domain consists of the infrastructure which stores the data. It is 
also responsible for performing data analysis on the data received. 

(iii) Gateway domain: This collects the raw data from the sensors 
(iv) Device domain: This forms the main link to the physical world and includes the sensors, 

actuators and sensor nodes. 

 
Figure 10 - IoT Architecture Framework 

 
2. Concept of developing Smart Homes: 

• Serving as the pillar of smart urban environment bestowing cost-effective housing systems 
which are secure for older adults and persons with disabilities 

• Overriding issues of heterogeneity of home automated devices and ensuring coordination 
between the operation of basic appliances 

• Providing predictive failure analysis which can allow for self-monitoring of the smart 
housing system 

• Serving as the core unit for smart city establishments by self-embedding smart homes into 
the IoT ecosystem set out for the urban IoT network 
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U4IOT 

U4IoT will support the LSP funded by the European Commission in the context of the Horizon 2020 
research programme. It will enable a citizen-driven process by combining multidisciplinary expertise 
and complementary mechanisms from state-of-the-art European organizations. It will also analyse 
societal, ethical, and ecological issues related to the pilots in order to develop recommendations for 
tackling IoT adoption barriers including educational needs and skill-building. 
 

 

Strengths  

§ Focuses on end-user engagement which will 
strengthen the IoT technology acceptance 

Weaknesses 

§ Project does not include large-scale pilots 
based in other regions excluding Europe 

Query Response Received  

Best practice definition  Good practices to ensure success in the IoT realm 

Innovation(s) achieved  End-user engagement tools to support IoT 
services 

Does EU-China cooperation exist within this 
project? 

N/A 

Do the project partners have an interest in 
expanding to other pilot sites? 

N/A 

Goals and benefits of international cooperation in 
this domain  

-Promotes technology transfer within the IoT 
domain mainly to end-users 
- Ensures education-level awareness of IoT as 
well as privacy and personal data protection 
regulations in Europe 
- Sets the basis for creation of living labs 
worldwide 

Benefits and suggestions collaborating with 
potential partners in China 

N/A 
 

Main obstacles for collaboration with Chinese 
partners 

-Compliance with GDPR and possible clash with 
local Chinese regulations 
- Most U4IoT resources have been provided in 
English and hence may not be beneficial for 
persons in China who speak only Mandarin or 
any local dialects. 
 

Does the project have any deliverables 
highlighting best practices? 

Future deliverables o: 
 D2.2 on Living Labs Methodology  
D2.3 End-user Engagement Support Report 
D3.3 Recommendations for tackling IoT 
adoption barriers 
D1.4 End-user Engagement Toolkit Report 
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§ Takes into account aspects on societal, 
ethical and ecological issues associated with 
the IoT-based implementation 

Opportunities  

§ Provides an excellent channel for 
dissemination of information on privacy and 
security regulations in Europe 

§ Creates the opportunity for online courses on 
IoT to disseminate technical information on 
Europe’s leading LSPs 

 Threats 
§ Generic game on privacy guidelines 

available 
§ Limited number of deliverables are available 

publicly 

 

CREATE-IOT 

CREATE-IoT is the coordination and support action involving all IoT European LSP innovation actions 
projects, articulating altogether the IoT European LSP Programme that is built around eight activity 
groups. Through an active participation of these activity groups, IoT LSP projects are able to contribute 
to the consolidation and coherence work that is implemented by the CREATE-IoT and U4IOT. This is 
done by supporting the clustering activities defined by the Programme and addressing issues of common 
interest such as interoperability approach, standards, security and privacy approaches, business 
validation and sustainability, methodologies, metrics, etc. The ultimate goal of the IoT European LSP 
Programme and the coordination/collaboration activities is to increase the impact of the activities and 
development in the IoT LSP on citizens, public and private spheres, industry, businesses and public 
services. The activity groups are key enablers for the identification of key performance indicators to 
measure progress on citizen benefits, economic growth, jobs creation, environment protection, 
productivity gains, etc. The coordination mechanisms implemented through the activity groups will help 
to ensure a sound coherence and exchange between the various activities of the IoT Focus Area, and 
cross fertilisation of the various pilots for technological and validation issues of common interest across 
the various use cases. The issues of horizontal nature and topics of common interest, for all IoT LSP 
projects, such as privacy, security, user acceptance, standardization, creativity, societal and ethical 
aspects, legal issues and international cooperation, etc., are coordinated by the activity groups and 
consolidated across the pilots to maximize the output and to prepare the ground for the next stages of 
deployment including pre-commercial or joint public procurement.  

Query Response Received  

Best practice definition  Replicable practices 

Innovation(s) achieved  Consolidating knowledge on IoT from the 
various Horizon 2020 LSPs 

Does EU-China cooperation exist within this 
project? 

N/A 

Do the project partners have an interest in 
expanding to other pilot sites? 

N/A 

Goals and benefits of international cooperation in 
this domain  

This project is already heavily based on 
international cooperation 
 

Benefits and suggestions for collaborating with 
potential partners in China 

-Allows core practices from Chinese LSPs on IoT 
to be considered within CREATE-IoT 
deliverables 
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Strengths  

§ Includes the major LSPs revolving around 
IoT in Europe 

§ Ensures that there is no overlap in the work 
of the LSPs 

§ Ideally placed to develop toolkits for IoT 
deployments 

Weaknesses 

§ Project does not include LSPs from other 
countries outside Europe 

Opportunities  

§ Could lay the foundation for creation of an 
effective standardization framework on IoT 

 Threats 
§ None 

 

Technical Good Practices 
1. For IoT systems, different levels of interoperability are required 

(i) Technical interoperability: This involves communication protocols and the physical 
infrastructure 

(ii) Syntactic Interoperability: This involves the use of data formats and encodings 
(iii)  Semantic Interoperability: This involves the sharing of information 
(iv) Organizational Interoperability: This includes the ability to transfer information across 

information systems, regions and even cultures 

KAA PLATFORM 

KAA is an open source multipurpose middleware IoT platform (Apache License 2.0) for building smart, 
connected and end-to-end IoT solutions. It facilitates data exchange among the attached devices, data 
analytics, visualization, and IoT cloud services. Capturing of device specifications, performing device 
provisioning, configuration, enabling cross device communication, and allowing distributed firmware 
update are the core activities done by KAA. It provides back end functionality to operate large scale IoT 
solutions comprising data security, consistency, interoperability, and data management with help of 
SDK that gets embedded into developer's chip or device. 
 

 
 

Main obstacles for collaboration with Chinese 
partners 

-Interoperability between the LSPs in China and 
in Europe needs to be taken into consideration 

Does the project have any deliverables 
highlighting best practices? 

-Common methodology and KPIs for testing and 
validation 
- IoT Policy Framework 
- IoT Data Value Chain Model 
- Recommendation for commonalities and 
interoperability profiles of IoT platforms 
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Strengths  

§ Highly customizable making it useful for 
implementing in any environment 

§ Per server can host up to 200 devices 

Weaknesses 

§ Limited ability to deploy applications based 
on the commercial platform as a service 
(PaaS) models 

Opportunities  

§ Provides a device gateway for and can 
function as an effective middleware 

 Threats 
§ There exist certain vulnerabilities associated 

with overflow and memory corruption 

 
Use cases of KAA Platform could cover the following Sustainable Developing Goals 

SDG Number Use-case 

SDG 12: Responsible Production 
and Consumption 

Smart Farming 

SDG 9: Industry, innovation and 
infrastructure 

Connected cars and IoT automotive 
cloud services 

SDG 3: Good health and wellbeing IoT Healthcare solutions and 
Applications 

SDG 11: Sustainable Cities and 
Communities 

Smart City Solutions 

SDG 10: Reduced inequalities Smart retail 

 

ONELAB 

OneLab is designed to be able to test in a variety of diverse networked communication environments 
including IoT networks with mobility and sensing capabilities, ad-hoc wireless and wireless broadband 
access networks, a global, public, fixed-line Internet, and Cloud and SDN networks. Both wireless and 
fixed-line emulated environments are available. 

Strengths  

§ Offers assistance to users from industry as 
well as academics by means of online 
tutorials, documentation etc. 

§ Free open-source tools 

§ Virtual machines on over 300 servers across 
150 locations in Europe 

Weakness 

§ Difficult adaptability 

Opportunities  

§ Possibility of repeating the experiment over 
different environments. 

 Threats 
§ There could be technological stagnation 

which may impede productivity 
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SDG Number Use-case 

SDG 9: Industry, innovation and 
infrastructure 

Physical and software 
infrastructures in the ONELAB 
project 

 

SMART SANTANDER 

SmartSantander is modelled as a highly localised Smart City in Northern Spain. It is large and flexible 
and available for use by researchers. 

Strengths  

§ Real world experimental facility that can be 
made available for various experiments. 

§ Environmental monitoring devices that have 
been deployed can provide information to the 
users via web and mobile applications. 

§ Information collected from various parking 
meters pushed to public displays that can 
inform drivers about the availability of 
parking places. 

Weaknesses 

§ Limited availability for experimentation 

Opportunities  

§ Specific focus on researchers allows for 
experimenting with different protocols and 
data processing algorithms 

§ Smart metering in the testbed can explore 
the use and demand side of the IoT-based 
solutions and provide additional services as 
required  

 Threats 
§ Within the smart city ecosystem, security and 

privacy threats always loom over the IoT 
infrastructure 

§ Replicability of the testbeds in other regions 
is still be seen 

 
 

SDG Number Use-case 

SDG 11: Sustainable Cities and 
Communities 

Smart city transition 

SDG 9: Industry, Innovation and 
Infrastructure 

Deployment of IoT-based services 
in Santander 

 
 

4.2 IoT Large scale testbeds/ pilots development in China 

YINGTAN SMART CITY 

Yingtan Smart City has built a global coverage of NB-IoT business network, with 135 NB-IoT base 
stations. Several IoT businesses have been deployed, including smart city management, smart street 
light, smart parking, smart logistics and smart agriculture. 
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Strengths  

§ Multi-stakeholder involvement of different 
companies including Huawei China Mobile, 
China Telecom and China Unicom 

§ Well formulated policies are already in 
place to stimulate the smart city program 

§ Several trial applications have already been 
deployed for smart lighting, smart water 
management, smart parking etc 

Weaknesses 

§ While proposal is still underway, several 
IoT-based applications have already been 
deployed 

Opportunities  

§ IoT standards worldwide can be incorporated 
into the proposal for its direct 
implementation in the smart city program 

§ Since smart applications have been deployed 
within 6 months, Yingtan may be able to 
hasten its transition to a smart city within a 
short duration of time 

 Threats 
§ As the project is still relatively new, the long-

term effects of the policies, applications and 
regulations implementation can only be 
predicted 

§ As the smart city programme is itself not part 
of any LSP, it essential that interoperability 
of IoT-based services is ensures at least with 
other cities in the region to avoid vendor-lock 
in 

 
 

SDG Number Use-case 

SDG 11: Sustainable Cities and Communities Smart city program 

SDG 9: Industry, Innovation and Infrastructure Deployment of IoT-based services in Yingtan 

 

MOBIKE 

Mobike is created by Beijing Mobike Technology Co., Ltd., which is a fully station-less bicycle-sharing 
system currently deployed in Beijing, Shanghai, Guangzhou, Shenzhen, Chengdu, Ningbo, Xiamen, 
Foshan, Zhuhai and Wuhan. It is the world's largest bicycle operator, and recently made Shanghai the 
world's largest bike-share city. Mobike works with China mobile, Vodafone, Ericsson, Qualcomm, and 
Huawei to create a seamless mobile networking system. It is also the first one to use NB-IoT in the real 
case. 
 

Strengths  

§ Effective bike sharing system which is spread 
across different countries in Asia, Europe and 
America 

§ Environment friendly biking system which 
has been embraced 

Weaknesses 

§ Parking stations for Mobike continues to be 
an issue 

§ Incidents related to vandalism continue to 
happen and are difficult to control 

Opportunities   Threats 
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§ Given the popularity of Mobike, it may be 
possible to make inroads into other countries 

§ Could be incorporated into the smart 
transportation sectors of upcoming smart 
cities with limited infrastructure upgrades 

§ Mobike requires personal information 
including mobile number, credit card 
information and ID number which are stored 
in China  

§ There are no safeguards against accidents in 
case there are limited bike lanes 

 
 

SDG Number Use-case 

SDG 9: Industry, Innovation and Infrastructure Introduction of e-bike sharing systems 
worldwide 
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5 CONSIDERING MODELS FOR TESTBEDS FEDERATION 

As shown before there are many different IoT and 5G testbeds in Europe and China. For a better 
collaboration on testbeds should be federated. In this section we are suggestion methods to allow the 
connection of testbeds via IPv6.  

5.1 IPv6 Subnet addressing scheme 

As the availability of IPv4 addresses diminishes, it would be beneficial to have reference model which 
will be help the smooth transition from IPv4 to IPv6 address allocation  
An IPv6 address is known to be128 bits long.  
The IPv6 address is consists of two segments:  

- The routing address: 
• global routing prefix assigned to a site; 
• The subnet ID which is managed by the site and enables to differentiate several 

subnetworks.  
- The interface ID: which corresponds to a specific interface of end-node. 

 

 
Figure 11 - IPv6 address structure 

This structure and format of an IPv6 address enables hierarchical address allocation. 

5.1.1  SUBNET ADDRESS REQUIREMENTS,  

In general, the sub-net address plan should focus on the following: 
• Scalability in keeping with the growing number of IoT devices. 
• Manageability of the IoT networks. 

5.1.2. REFERENCE MODEL FOR IPV6 SUBNET ADDRESSING PLAN  

The reference model for the IPv6 subnet addressing plan is structured as follow: 
A first hexadecimal digit (A), equivalent to 4 bits, is used to identify buildings and locations. It can 
identify up to 16 distinct locations. One or several hexadecimal digits can also be reserved for subnets 
that are not linked to any specific building or location.   
A second hexadecimal digit (B), equivalent to 4 bits, is used to classify subnetworks among distinct 
categories: 

• demilitarized zone (DMZ) category: used for public servers for the segment of the network 
directly connected to the Internet and to external interactions; 

• internal servers’ category: reserved for the internal servers, backups and storing capacities;  
• regular local area network (LAN) category; 
• Internet of things category; 
• other category: reserved for any other specific allocation, and which may also be used to 

extend one of the previous categories. For instance, it can be used to extend the IoT category 
to 50% of the subnets. 

A third (C) and fourth (D) hexadecimal digits, equivalent to 4 bits each, are used to specify specific 
subnets. However, when IPv4 addresses require mapping with IPv6, the first and the fourth hexadecimal 
digits are set to 0, as indicated in Figure 12. 

n bits 64-n bits 64 bits
Global Routing Prefix Subnet ID Interface ID (or Host ID)
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Figure 12 - Subnet ID structure 

The proposed model enables a direct mapping between IPv4 and IPv6 addresses. It facilitates a smooth 
transition from IPv4 to IPv6 and simplifies the coexistence of IPv6 and IPv4 addressing plans, while 
facilitating the transition towards IPv6 only networks (in line with the Internet Architecture Board 
recommendation). Where IPv4 is still required, it enables bidirectional mapping and translation of IPv4 
addresses to IPv6 addresses and vice versa. 
 Figure 14 shows an example of reference model for the IPv6 subnet ID addressing plan based on a 
paper published by Institute of Electrical and Electronics Engineers (IEEE). The proposed model defines 
a two-stage addressing plan:  

1. A dual IPv6-IPv4 addressing plan, with a perfect mapping of IPv6 addresses to IPv4 addresses, 
enabling a smooth transition from IPv4 to IPv6 with a consistent addressing plan. 

2. An IPv6 only addressing plan, with the possibility of extending the addressing plan towards a 
larger number of end-nodes.  

 

 
Figure 13 - Subnet ID addressing plan 

 
We have explained how testbeds can be federated thanks to our IPv6 address plan. If we have two 
partners, one in Europe and one in China, we would be able to connect their respective testbeds. Data 
created from different IoT devices on a pilot would hence be available to both partners. Facilitating the 
exchange of data and access to other testbeds can be very beneficial for all stakeholders involved in 
research and development practices. Our IPv6 address plan hence facilitates the cooperation between 
Europe and China, but not limited to. Indeed, the connection of testbeds fosters the collaboration 
among stakeholders worldwide. There needs to be a minimum of common structure for cooperation, 
which is provided via the reference model.  
 

A B C D
Dual IPv6 - IPv4 0 Category Subnet 0

Pure IPv6 Prefix Category Subnet Subnet

IPv4
Allocation A B C D octet Nb A B C D Nb

0 0 0-f 0 0 - 15 0-f 0 0-f 0-f
0 1 0-f 0 16 - 31 0-f 1 0-f 0-f
0 2 0-f 0 32 - 47 0-f 2 0-f 0-f
0 3 0-f 0 48 - 63 0-f 3 0-f 0-f
0 4 0-f 0 64 - 79 0-f 4 0-f 0-f
0 5 0-f 0 80 - 95 0-f 5 0-f 0-f
0 6 0-f 0 96 - 111 0-f 6 0-f 0-f
0 7 0-f 0 112 - 127 0-f 7 0-f 0-f
0 8 0-f 0 128 - 143 0-f 8 0-f 0-f
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6 ADDITIONAL CONSULTATIONS ON RECOMMENDATIONS 

Additional consultations, discussions and surveys with partners that collaborate on the LSPs to 
complement the information were carried out in preparation of this deliverable. Here again, the idea was 
to better understand what the main challenges for a cooperation between China and Europe are with 
regards to the LSPs, and to directly introduce their experiences into the development of 
recommendations and best practices. 

6.1 Challenges 

The main challenges that were stated by our respondents were: 
1) The limited effects of collaborations between Europe and China. There are some joint 

projects in place, though often the collaboration rests limited. The idea would be to extend 
collaboration beyond general information exchange. Also, often clear objectives are 
missing, and no long-term goals are addressed.  

2) Difficulty when trying to find adequate funding for such joint collaboration projects. 
3) Cultural differences and language difficulties were also stated as factors complicating a 

cooperation. 
4) Respondents are concerned about the different standards that are in place with regards to 

5G and IoT, regulation and data protection. 
5) Long geographical distances between both regions make it harder to meet in person for the 

different stakeholders. 
6) Lastly, the different size and pace of development in 5G and IoT in Europe and China was 

raised as a potential challenge for future research projects. 

6.2 Most relevant sectors 

A) Smart Cities 
B) Connected Cars 
C) eHealth 
D) Others (for example: Agriculture, Supply Chain, Wearables, Public Transport, Connected 
Homes, etc.) 

Most respondents stated that Smart Cities is a relevant sector for a joint cooperation on LSPs between 
China and Europe. Reasons mentioned where the fact that most people live and are more and more 
moving to the cities. Most energy consumption and CO2 emissions are generated there. Hence it makes 
sense to implement smart solutions to improve the quality of life and reduce their impact on the 
environment. There is a large number of smart city projects in Europe and less in China, according to 
our survey respondents exchanging ideas, as well as experiences and best practices can be useful for 
both geographical areas.  
Several respondents consider the automotive industry is very relevant for a collaboration on LSPs 
between Europe and China. The mentioned sector is very strong in Europe and there has been a 
substantial push for electric vehicles in China. So, the sector is interesting for both regions and synergies 
can be found, especially with regards to the validation of technologies on a very large scale. Such 
collaboration would also open market opportunities for the European, as well as for the Chinese industry.  
Other sectors where a collaboration would make sense are agriculture and supply chain. These are very 
relevant topics in both regions. China and Europe are both confronted to global challenges such as 
ensuring transparency in the food supply chain and improving food production in general, and hence 
working jointly on LSPs might increase the probability to successfully address them.  
Different respondents agree that all areas can be relevant. Nevertheless, for smart cities, connected cars 
and eHealth there is the additional defiance of privacy concerns, that should not be neglected.  
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6.3 Services 

We have gathered some services that we consider as relevant for a collaboration and asked the 
respondents to rate the relevance of each for Chinese stakeholders.  

6.3.1 Standardization 
a. To support a joint standardization effort  

Standardization is essential to ensure consistency, portability, interoperability and manageability of IoT 
devices and usability of the 5G technology. Both China and Europe have invested large amounts of 
resources in standardization. Collaborating on standardization activities are potentially relevant for both 
regions. 

b. To coordinate consolidated positions and mutual support 
 The coordination of positions that are already consolidated and a joint effort for support seem to be 
mutually beneficial. As one respondent mentioned, Chinese stakeholders are interested in driving the 
debate in telecoms standardization. This might lead to a higher interest in services to support 
coordination of consolidated support.  

6.3.2 IoT Testing 
a. Organizing interoperability tests, for instance in area of oneM2M (but not exclusively).  

In Asia oneM2M is a strong player and therefore it is possible that China has a high interest in testing 
such technologies. 

b. Remote conformance, interoperability, performance and privacy testing 

Testing conformance, interoperability, performance and privacy are very important but can be 
expensive, complicated and involve long processes. In order to avoid travelling and waiting for the next 
interoperability event, remote testing can facilitate the development and market launch process. A 
respondent pointed out that privacy testing might be less of a concern in China as data protection is not 
really pursued.  

c. Access to remote test beds 

Real-life validations are very important and hence stakeholders in China and in Europe might be 
interested. Collaborating on such a topic might involve sharing the access to their test beds with their 
partners. This would provide more possibilities of validating implementations in different environments.  

d. Creation of ad hoc / customized testing tools 

Every stakeholder might have determined needs with regards to their testing tools. Providing the 
possibility to create testing tools customized to their respective specificities can potentially be of a great 
advantage. 

6.3.3 Network and Community 
a. Meet network like-minded industry 

Exchange of information during meetings with stakeholders from the same or similar 
industry can be very fruitful.  

b. Developing joint projects 
Joint projects can also be of high importance to exchange and create knowledge and 
innovative solutions. 

c. Promoting optimal regulations for IoT 
Despite the fact that regulations for IoT are very disparate in China and Europe, it would be 
useful to promote similar norms and regulations to guarantee certain levels of security, 
privacy, etc.   
d. Access to an international network of experts 
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Being able to regularly consult an international network of experts with regards to the topics 
of IoT and 5G can serve for sharing and promotion of best practices and innovations.   

We asked all respondents to rank the above listed services on the relevance for Chinese stakeholders, 
where 0 is not relevant at all and is extremely relevant 10. We calculated the average for each service 
and ranked them.  
When comparing the groups of services Network and Community services are according to our 
respondents the most relevant for Chinese stakeholders. Standardization ranked second among the 
service groups suggested and IoT Testing fourth. Finally, Security and Data Protection services would 
be less important. 
With regards to the individual services we have found that the most relevant ones are Access to an 
international network of experts, Meet network like-minded industry and Developing joint projects. So 
here again we can confirm that meeting a community to exchange best practices, relevant information 
and collaborate on different topics should be put in place. The most important for a better collaboration 
is hence to organize events for the European and Chinese stakeholders to meet, discuss and exchange, 
and to foster a global network.   
Supporting a joint standardization effort also reached a high score, meaning that collaborating on joint 
standardization projects should be considered.  
Following items in the ranking are the IoT Testing services - Access to remote test beds and Organizing 
interoperability tests, for instance in the area of oneM2M (but not exclusively), Remote conformance, 
interoperability, performance and privacy testing, Creation of ad hoc / customized testing tools, as well 
as Security and Data protection -To coordinate consolidated positions and mutual support. All these 
still have a relatively high relevance according to our respondents.  
The services that are the least relevant according to our survey are two services with regards to Security 
and Data Protection: Privacy audit and certification (GDPR/OCPD) and Improved cybersecurity risk 
analysis. China and Europe have very divergent regulations in place. Also, culturally and politically the 
opinions with regards to these topics are extremely different. Hence a joint effort might be very difficult. 
Therefore, we would not recommend focussing the collaboration on these aspects.  

6.4 Stakeholders 

 
Figure 14 - Relevance of stakeholder involvement per service 

 
The stakeholders that should be involved for projects on creating a network are all of the stakeholders 
that we had suggested to our respondents: SDOs, IoT Integrators, Device Manufacturers, Government 
or Public Institutions, IoT End-Users (SMEs, Large industries), Research Centres and Universities and 
Academia. The more stakeholders are involved in meetings and events for collaboration the richer will 
be the exchange of information and the more fruitful the events. For standardization, mainly SDOs and 
Device Manufacturers should be involved.  
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6.5 Willingness to pay 

More than the half of all respondents agree that it should be possible to secure public funding, especially 
if public universities are involved. One respondent considers that for projects on GDPR (data 
protection/privacy concerns) it should be possible to obtain public funding and could be via private-
public partnerships. Some respondents think that device manufacturers and especially large enterprises 
would be willing to pay for the services mentioned above. This is explained by the fact that device 
manufacturers have a real interest in paying or a disadvantage in not paying for such services. For 
example, if a device is not interoperable with others in its eco-system it will not be usable for the 
consumer and it loses its value.  

6.6 Strengths per region  

According to our survey Chinese are more advanced compared to Europe in the topics of 
interoperability, cybersecurity and security in general. Also, they are better in integration and algorithm 
design. Different respondents mentioned that Chinese are able to react faster and bring products to 
market. They are faster in adoption and promotion of technical specifications. They have speedy and 
large-scale deployments. They are more advanced in technologies such as Smart cities, Artificial 
Intelligence, IoT, (Super)Computing and 5G.  
Europeans are more advanced in privacy and data protection. Europe is also leading in research and 
development activities, developing ideas, innovations, new services and business development. Proof 
of concepts is also a domain where Europe is more advanced.  
For standardization we did not have clear status, some respondents mentioned that China was more 
advanced and others that it is Europe.  
 

6.7 Cybersecurity and Data Protection 

Cybersecurity and personal data protection are highly relevant fields for both European as well as 
Chinese stakeholders. Risks linked to cybersecurity are not dependent on borders and should hence be 
addressed on a global scale. While it seems that China is aware of this situation, we consider it possible 
that Chinese partners will be interested in considering external views on cybersecurity. 

Chinese organizations that want to participate in the European market need to respect privacy regulations 
such as the GDPR. Chinese stakeholders could benefit from the European experience. For organizations 
currently outside of the European Union, collaboration on privacy audits and the procurement of privacy 
certifications is a viable way to ease their access into future research projects. 
Rules and political decisions on security and data protection in China and Europe are still very disparate, 
until this situation is resolved, future projects should seek to minimize transfer of personal data unless 
sufficient (and effective) contractual arrangements have been put in place to ensure the appropriate 
handling of personal data by non-European partners. 
As part of this exercise, a high-level examination of cybersecurity and personal data protection 
frameworks was carried out between Chinese and European partners. The results and recommendations 
can be found below: 
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6.7.1 Examination of cybersecurity and personal data protection 
frameworks between China and the EU 

1) China 

The interest4 of the Chinese government in the development of IoT technologies and their protection has 
been translated to the publication of relevant industrial policies5 and the establishment of regulatory 
frameworks6. The foremost of these frameworks is the 2017 Cybersecurity Law7, which includes 
specific dispositions on (KPMG China 2017): 

1) The protection of personal information: focused on both personal information and 
individual privacy, the law regulates collection and usage of personal information and states 
the need for companies to go beyond a data security approach, to focus on the protection of 
individual privacy. 

2) Security requirements for network operators: defining network operators and requiring 
technical and organizational security requirements to be put in place. 

3) Critical information infrastructure: introducing greater demands on its protection and 
specifying the scope of the infrastructure. 

4) Restrictions on the transfer of personal information and business data overseas: requiring 
domestic storage of sensitive data. 

5) Penalties: clearly stating penalties which include suspension of business activities. 
 
An additional key development on the issue is the 2018 Personal Information Security Standard GB/T 
35273-2017, which was issued on January 2nd, 2018 by the Standardization Administration of China, 

                                                   
 
4 “In recent years, the Central Committee of the Party attaches great importance to network security. The report at the 19th CPC National 
Congress pointed that the non-traditional security such as cyber security has become one of the common challenges facing humanity. We 
should uphold the overall national security concept, strengthen national security capacity building, and resolutely safeguard national 
sovereignty, security and development interests. General secretary Xi Jinping stressed at the Symposium on Cyber Security and IT 
Application that no network security is no national security, no economic and social stability. It is necessary to establish the correct view of 
network security, to actively develop the network security industry, to move forward the gateway to prevent the unknown accident. The new 
concept, new idea, and new strategy of network security provide the fundamental compliance for network security work. The construction of 
network power, digital country and intelligent society has created valuable opportunities for the development of network security. 
5 These policies include the following: 

• Nov. 2009: Let science and Technology Lead China’s Sustainable Development. 
• Oct. 2010: Decision on speeding up cultivation and development of strategic emerging industries 
• May 2011: White paper on China internet of things 
• Aug. 2012: Outline on the development planning for Wuxi national sensor network innovation demonstration zone 
• Sep. 2013: Special Action Plan for the Development of Internet of Things 
• Feb. 2013: Guidance opinions on the orderly and healthy development of propelling networks 
• Dec. 2012: Twelfth five-year IoT development plan 
• Apr. 2014: Work points for IoT work of Ministry of Industry and Information Technology 2014 
• Mar. 2015: Circular of the Pilot demonstration project on Intelligent Manufacturing of 2015 
• Jan. 2017: Thirteenth Five-year plan for Internet of Things (2016-2020) 
• Jun. 2017: Notice on the comprehensive advancement of mobile internet of things (NB-IoT) construction and development 

6 The Chinese government introduced diverse laws and regulations which are tangentially related to the subject, including: 
• State council – regulations on security protection of computer information systems, administrative measures for Internet 

information services. 
• Ministry of public security – administrative measures for prevention and treatment of computer viruses 
• Ministry of public security and five other ministries – administrative measures for hierarchical protection of information security 
• NPC standing committee – law on guarding state secrets  

7 “The term “cybersecurity” should be understood in the broad sense, which means it includes not only internet security, but also information 
security, communication security, computer security, automation, and control system security. Significantly, the businesses affected by the 
Cybersecurity Law are not limited to those in the information technology (IT) industry.”(Leo Zhao and Lulu Xia 2018). 
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the Personal Information Security Standards8 and came into effect on May 1st, 2018. Initially generated 
as non-binding recommendations, the standards introduce critical data protection concepts detailed 
already by the Chinese Cybersecurity law while generating best practices for collection, retention, 
processing and sharing of personal data. Their introduction to the Chinese legal context is of great 
relevance as it considers the requirements of the GDPR and translates them into the Chinese context, 
providing a more permissive instrument than the GDPR (to avoid undermining efforts for developing 
fields (Samm Sacks 2018)). Under this approach, the standard uses and defines some of the traditionally 
key concepts of personal data protection, such as sensitive personal data and informed and explicit 
consent while also introducing the EU concepts of data subject, data controller and data processor. 
Additionally, these standards introduce the eight privacy principles generated by the Organisation for 
Economic Co-operation and Development. 
It is important to recognize that, while the standards are not a formal part of the Chinese legal framework, 
properly performed certification activities by recognized certification bodies can provide substantial 
securities to interested parties on the activities undertaken by a Chinese organization towards securing 
personal data and introducing cybersecurity controls. The adoption of these tools alongside a strong 
contractual framework that dully defines bilateral obligations might help ease market access and future 
growth of IoT/5g LSP activities between Europe and China. 
 

Strengths  

§ Flexible towards innovation on potential 
development areas related to IoT. 

§ Increasing awareness of need to support 
cybersecurity and personal data protection 
activities. 

Weaknesses 

§ Limited depth of legal framework and 
breadth of the effective protection granted to 
national and international data subjects may 
impair Chinese stakeholders from entering 
European Markets. 

Opportunities  

§ Governmental and private interest in 
developing the Chinese framework. 

§  Push from European customers and partners 
might lead to private commitments towards 
personal data protection and usage of tools 

 Threats 
§ Attention by local companies should be given 

to the areas of consent, data processing 
contracts, security incident response plans 
and privacy policies. 

§ Potential economic and legal liability if 

                                                   
 
8 The standard (People’s Republic of China General Administration of Quality Supervision, Inspection and Quarantine, China National 
Standardization Administration 2017) defines a set of basic principles of personal information security and addresses the following topics: 

• Personal information collection: requirements for legitimate collection, minimization, requirement of authorization or 
consent to collection; exceptions to consent; requires express consent for the collection of sensitive personal 
information; and specifies the minimum content of a privacy policy and release forms. 

• Personal information preservation: Seeks to minimize personal information retention time while defining rules for the 
identification of processing, transmission and storage and activities to perform when the controller ceases to operate. 

• Use of personal information: Specifies Access Control Measures; Limitations of Personal Information; Restrictions on 
the use of personal information; Access; Corrections; Deletion; Subject Withdrawal of Consent; account cancellation; 
the subject’s right to obtain a copy of personal information; restraints on automatic decisions; specifies responses to 
requests for personal information and Complaint Management practices. 

• Personal information entrusted handling, sharing, transfer, public disclosure: addresses such issues such as: Delegated 
handling; Personal information sharing, transfer; Acquisition, mergers and personal information transfer; Personal 
Information Disclosure; Exceptions to prior authorization, consent for sharing, transfer, disclosure of personal 
information; Common Personal Information Controller; and Personal Information Cross-Border Transmission 
Requirements. 

• Personal Information Security Incident Disposal: Security Incident Response and Reporting; and Security Incident 
Notification 

• Organizational Management Requirements: Including clear responsibility of departments and personnel; the need to 
Conduct Personal Information Security Impact Assessments; to identify Data Security Capabilities; to carry out 
Personnel Management and Training; and to perform Security Audits 
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like security and privacy certification. mishandling personal data from EU residents 
given global reach of GDPR. 

 

2) European Union 

a) GDPR 

One of the most important normative element to be considered in the context of for future IoT and 5G 
large scale pilots between Europe and China is the General Data Protection Regulation (European 
Parliament and European Council 2016), which was signed in 2016 as a successor to Directive 95/46/EC 
aimed to prevent disparities between Member States in terms of procedures and sanctions and to 
generally harmonize personal data protection in the European Union. 
Among its key features, the GDPR enshrines several guiding principles and dispositions that are to be 
implemented whenever Personal Data is compiled, stored, processed, disclosed or otherwise handled. 
Namely the principles of Lawfulness; Fairness; Transparency; Purpose limitation; Data minimisation; 
Accuracy; Storage limitation; Integrity; and Accountability. Additionally the GDPR explores the 
requirements for consent; details the requirements for processing personal data regarding underage 
persons and for processing special categories of data; sets out obligations towards the facilitation of 
exercise of the data subject’s rights of information, access to personal data, rectification and erasure; 
enables the data subject to restrict processing of his data under certain circumstances, detailing processes 
for objection and seeks to protect the individual vis-à-vis automated decision-making mechanisms;  
creates the requirement of data portability; adopts the Data Protection by design and by default approach; 
sets specific requirements for Data Controllers and Processors; calls for the collection of records of 
processing activities and for auditing to be implemented; establishes general requirements regarding 
security of processing; calls upon the generation and implementation of Data Protection Impact 
Assessments; and sets out the rules to be implemented when dealing with transfers of personal data to 
countries outside the Union and those which do not ensure equivalent levels of protection to personal 
information. 
The GDPR includes specific dispositions (Art. 25 and Recital 78) to include the principles of privacy 
by design and by default (hereinafter “PbD”) to the European Normative Framework for Personal Data 
Protection. This concept9 should be carefully considered in future H2020 projects between EU and 
China as it requires the adoption of measures10 aimed to minimise the processing of personal data, 

                                                   
 
9 Originally postulated by Dr. Ann Cavoukian (Cavoukian 2011) as being comprised of the following foundational principles: 
 1) Proactive not reactive; preventative not remedial: the PbD approach aims to anticipate and prevent privacy invasive events (and possible 
affectations to the rights of data subjects) instead of reacting (and trying to remediate) them. 
2) Privacy as the default setting: Privacy enhancing settings and technologies are enabled by default, not requiring further intervention by 
the end-user, thus ensuring their automatic protection from privacy invasive events. 
3) Privacy embedded into design: Privacy considerations come as a fundamental pillar to be considered and supported throughout the design 
of any process or system and not as an afterthought. 
4) Full Functionality – positive-sum, not zero-sum: The perspective considers that it’s possible to find a balance between all legitimate 
interests and objectives, and to enhance the functionality of the system without introducing any drawbacks. 
5) End-to-end security – full lifecycle protection: Personal data is protected by the approach even before collection, and continues doing so 
through the collection, processing and deletion processes through the adoption of strong technical and organisational security measures.  
6) Visibility and transparency – keep it open: The approach aims to generate and enhance user trust in the system/business/process through 
enhanced transparency mechanism and openness to all interested parties. 
7) Respect for user privacy: the interests of data subjects are of paramount importance to this approach, as is enabling the participation and 
empowerment of end-users in the determination and control over the processing of their data. 
10 (Hoepman 2014) mapped these abstract notions to concrete design strategies for software developers. (Danezis et al. 2015)  further mapped 
these strategies to concrete design patterns and technologies. It further turned out that the identified technologies are of heterogenous quality 
and technology readiness. 
A combined reading of Articles 24(1) and 25(1) GDPR allows to distinguish the three pillars of a sound data protection by design approach, 
namely: (1) a data protection impact assessment (DPIA) that is comprehensive enough to identify the risks associated with the processing 
activities carried out by the controller (Alnemr et al. 2016; Bieker et al. 2016; Binns 2016; Dijk, Gellert, and Rommetveit 2016) (2) a catalogue 
of mitigation strategies that can be deployed to address the identified risks (Danezis et al. 2015)  and (3) a layer of accountability practices 
paving the way for swift and proactive demonstrability of the measures adopted. (Butin, Chicote, and Le Metayer 2013; Van Alsenoy et al. 
2015). As echoed in Article 24 GDPR and in most DPA’s guidance on DPIA, data protection by design is not a one-shot exercise. Rather, the 
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pseudonymising personal data as soon as possible, enabling the data subject to monitor the data 
processing, ensuring that by default only the necessary personal data are processed, and preventing the 
disclosure of Personal Data to an indefinite number of natural persons. 
Of relevance to future EU-China projects, article 4211 of the GDPR considers the possibility of 
Certification as ways to demonstrate compliance with the Regulation, and although the specific 
characteristics of the certification mechanism defined by the GDPR are still unclear12, the close relation 
between these mechanisms and similar approaches found in International Standards may well be a way 
forward for Chinese-based partners who wish to demonstrate compliance with the GDPR. 
 

b) Directive on security of network and information systems (NIS) 
The first piece of EU-wide legislation on cybersecurity, the NIS Directive entered into force in August 
2016. It seeks to ensure member state preparedness to address computer security incidents and 
generating the necessary cooperation mechanisms to develop a culture of security across sectors 
involved in the EU Digital Single Market.  
 

c) Regulation on electronic identification and trust services (eIDAS) 
“The Regulation (EU) N°910/2014 on electronic identification and trust services for electronic 
transactions in the internal market (eIDAS Regulation) adopted by the co-legislators on 23 July 2014 is 
a milestone to provide a predictable regulatory environment to enable secure and seamless electronic 
interactions between businesses, citizens and public authorities.”(European Commission 2018). As such, 
it seeks to enhance online trust by setting up a common environment for electronic identification 
schemes throughout the Union alongside with the development of an European internal market for 
electronic signatures, electronic seals, time stamp, electronic delivery service and website 
authentication. 

                                                   
 
above-mentioned assessment should be reviewed and updated where necessary, considering the evolution of technology and the system itself. 
In that sense, addressing compliance challenges at the design phase might not prove sufficient when it comes to heterogeneous, highly 
distributed and moving environments (García-Galán et al. 2016). This is of particular relevance to EU-China projects as it implies that a 
permanent methodology for addressing compliance and minimizing risk should be put in place. 
11 “ 1. The Member States, the supervisory authorities, the Board and the Commission shall encourage, in particular at Union level, the 
establishment of data protection certification mechanisms and of data protection seals and marks, for the purpose of demonstrating compliance 
with this Regulation of processing operations by controllers and processors. The specific needs of micro, small and medium-sized enterprises 
shall be taken into account. 
2. In addition to adherence by controllers or processors subject to this Regulation, data protection certification mechanisms, seals or marks 
approved pursuant to paragraph 5 of this Article may be established for the purpose of demonstrating the existence of appropriate safeguards 
provided by controllers or processors that are not subject to this Regulation pursuant to Article 3 within the framework of personal data 
transfers to third countries or international organisations under the terms referred to in point (f) of Article 46(2). Such controllers or processors 
shall make binding and enforceable commitments, via contractual or other legally binding instruments, to apply those appropriate safeguards, 
including with regard to the rights of data subjects.  
3. The certification shall be voluntary and available via a process that is transparent.  
4. A certification pursuant to this Article does not reduce the responsibility of the controller or the processor for compliance with this 
Regulation and is without prejudice to the tasks and powers of the supervisory authorities which are competent pursuant to Article 55 or 56.  
5. A certification pursuant to this Article shall be issued by the certification bodies referred to in Article 43 or by the competent supervisory 
authority, on the basis of criteria approved by that competent supervisory authority pursuant to Article 58(3) or by the Board pursuant to 
Article 63. Where the criteria are approved by the Board, this may result in a common certification, the European Data Protection Seal.  
6. The controller or processor which submits its processing to the certification mechanism shall provide the Certification Body referred to in 
Article 43, or where applicable, the competent supervisory authority, with all information and access to its processing activities which are 
necessary to conduct the certification procedure. 
7. Certification shall be issued to a controller or processor for a maximum period of three years and may be renewed, under the same 
conditions, provided that the relevant requirements continue to be met. Certification shall be withdrawn, as applicable, by the certification 
bodies referred to in Article 43 or by the competent supervisory authority where the requirements for the certification are not or are no longer 
met. 
8. The Board shall collate all certification mechanisms and data protection seals and marks in a register and shall make them publicly available 
by any appropriate means.”(European Parliament and European Council 2016) 
 
12 On this topic consider the Recommendations on European Data Protection Certification developed by ENISA, which recognize that “GDPR 
provisions on certification also introduce a number of challenges that relate to the interpretation of provisions and the terminology, the 
disposal of different accreditation models, the consistency of benchmarks and approval procedures by competent authorities and connected 
questions of mutual recognition and harmonization at a national and European level.” (ENISA 2017, 06). 
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d) ePrivacy Directive/Regulation 
Aimed at maximizing the protection of privacy in the electronic communications sector, the Directive 
introduces specific requirements on such topics as security, communications confidentiality, protection 
of traffic and location data, and protection of the end-user terminal equipment. While still valid, the 
Directive’s scope was mainly aimed at translating the principles found in Directive 95/46/EC, the 
predecessor of the GDPR, into the specific context of the telecommunications sector. For this reason, 
an update to the Directive in the form of the Regulation on Privacy and Electronic Communications 
(ePrivacy Regulation) has been proposed. It is expected that the regulation will not only introduce the 
same level of protection granted by the GDPR to the communications sector but expand upon it to 
address the many ways in which communication networks (and even machine to machine 
communications) can impact data subject’s fundamental through the generation and processing of 
immense amounts of metadata. 
The scope of protection and specific dispositions of the proposed Regulation must be considered in 
depth by any future 5g/IoT projects and LSPs between Europe and China, as it will most likely impact 
companies and institutions offering services in Europe (and to European residents). 
 

e) Cybersecurity Act 
Currently under negotiation, the cybersecurity act is set to become the latest element of the EU 
cybersecurity framework. Among its many elements, it will seek to create cybersecurity certification 
mechanisms for specific ICT products, services and processes which raise trust across the Union. 
Additionally, it will grant ENISA a permanent mandate as the EU agency for cybersecurity, further 
enhancing its range of actions in the region towards provide support to member states, EU institutions 
and other stakeholders on cyber issues. 

Strengths  

§ Most robust personal data protection 
framework worldwide. 

§ Global reach of enforcement processes. 
§ Wide range of governmental authorities 

involved in enforcement and great 
awareness on the implications by private 
and public data controllers, processors and 
data subjects. 

§ Expected interactions with IoT and 5g 
currently being considered by authorities 
and legal framework, updates are expected 
in the near future.  

Weaknesses 

§ Limited flexibility for enabling IoT related 
activities that might require intensive use of 
personal data (AI) compared to Chinese 
framework. 

§ Difficulty of verification of implementation 
of technical and organizational controls by a 
non-EU data processor. 

Opportunities  

§ Potential compliance verification solutions 
are available by the framework, including 
establishment of contractual clauses to bind 
non-EU processors to same level of 
requirements and recognition of privacy and 
security certifications. 

 Threats 
§ High level of privacy and cybersecurity 

requirements might limit adoption by non-
EU companies given associated costs. 
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7 PROPOSALS AND RECOMMENDATION FOR FUTURE COOPERATION 

 
1. Mirroring Policies: Both Europe and China follow different political systems. Despite this it is 

essential that there is policy level cooperation to promote research in the domain of IoT and 5G 
and allow for technology transfer through innovation cooperation and publication of results 
from the various LSPs carried out in both these regions 

2. Enterprise-level cooperation: It is essential to carry out IoT-based deployments 
simultaneously in Europe and in China to capitalize on upcoming innovations in the IoT domain 
and preventing vendor-lock in in both these regions. Additionally, more incentives for foreign 
direct investment could be promoted in China and Europe to ensure enhanced cooperation at 
company level. 

3. Boosting standard creation: Instead of vying for submitting inputs to upcoming international 
standards on IoT, LSPs in Europe and China to deduce commonalities in the effective guidelines 
implemented in their respective projects and together submit inputs to draft international 
standards for the benefit of the rest of the world and other nascent IoT-based projects 

4. Facilitating strategic alliance for market cooperation between the IoT industry in Europe 
and China: This will expand on the existing IoT marketplace in Europe and China which 
currently exist separately. Business exchange is an important player for a complete 
collaboration.  

5. Converging privacy and security requirements in Europe and China: China and Europe 
have different guidelines and regulations directed at personal data protection and security. It is 
essential to find a common ground between them to ensure that future collaborative LSPs 
involving sites in China and Europe will not be subjected to contradictory policies or 
regulations. This may be performed through the introduction of clear contractual clauses on the 
topic, which could be supported by certification processes and voluntary audit mechanisms to 
be undertaken by the interested parties. 

6. Consideration of smart city verticals: IoT and smart city concepts go hand in hand. In this 
scenario, it is essential that all the segments of establishing a smart city are accounted for when 
incorporating IoT infrastructures for any project as this can be used as the basis for future smart 
city transition and launch of other urban services. 

7. Adopting the required IPv6 Reference Model: In keeping with the exhaustion of IPv4 
addresses and the growing number of IoT LSPs worldwide, it is essential that a standard IPv6 
subnet addressing plan is adopted uniformly in Europe and Asia to ensure consistency and 
interoperability 

8. Breaking language and culture barriers: Europe and China are faced with the daunting 
challenges of major differences in culture as well as language. In keeping with this, it is pertinent 
that in order to expand EU-based IoT projects to China, all documentation and information is 
also provided in Mandarin. Additionally, China should ensure that the technical documentation 
from their successful IoT projects are also available in English to ensure that the information 
trickles to every corner of the world and facilitates technology transfer. 

9. Ensuring Data storage norms: Chinese regulations require that data derived from projects on 
Chinese soil should be maintained in China. For EU-China cooperation, negotiation needs to be 
carried out on this aspect such that GDPR is also followed. 

10. Focussing on the Sustainable Development Goals: When pursuing EU-China cooperation on 
IoT, this will serve as an excellent opportunity also strive for the achievement of the Sustainable 
Development Goals set forth by the United Nations. 

11. Good will: Both parties need to be willing to cooperate. It seems obvious, but without this basic 
condition no collaboration will be possible. Motivating stakeholders from different sectors, for 
example by stating the advantages of a cooperation, is important.  

12. Funding framework: Research projects if in collaboration with other regions or not need to be 
financed. There is the possibility to obtain private or public funding, or a mixture of both. 
Chinese and European projects have the potential to seek financing in both regions. Without an 
established funding framework, a collaboration is impossible.  
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13. Objective settings: LSPs need to set objectives that should be achievable by both Chinese and 
European stakeholders. If there is an overlap in interests, it is much easier to establish a stronger 
collaboration. Before setting objectives it essential to understand the needs in the different 
regions. Objectives that are not relevant for both regions are not likely to encourage a mutual 
effort.  

14. Meetings: More joint events, workshops, meet/ups, students and experts exchange, social 
events would foster a closer collaboration and a better exchange of information. Starting fora, 
meetings and congresses bring relevant stakeholders together and could be used for networking 
and forming of project consortia. 

15. Joint R&D: More collaborative R&D efforts will allow to be more efficient in developing 
innovations in Europe and China.  
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8 CONCLUSIONS 

For the development of innovations, it is necessary to have appropriate pilots. Different experimental 
facilities exist in Europe and in China where new solutions emerge. Testing platforms are often limited 
on the one hand due to insufficient data for model validation, on the other hand there can be a model 
bias. Policy makers and other stakeholders take decisions based on the biased testing models and the 
pilots have hence limited effects. In order to leverage the strengths of each region and to optimize the 
research results on 5G and IoT we have driven a survey on best practices for 5G and IoT pilots and 
collaboration and analysed the results. More specifically, in this deliverable we tried to state the 
strengths and weaknesses of existing 5G and IoT LSPs. At the same time, we showed the opportunities 
and threats for these pilots. Thanks to our SWOT analysis we were able to create a framework of 
recommendations that could be applied in order to enhance a stronger collaboration between Europe and 
China and that can optimize research results. The best practices of this deliverable were focused on 
LSPs. In WP5 the best practices will be more global for any collaboration project between Europe and 
China. Some of the recommendations might be applicable to collaboration projects with similar 
challenges linked to the cultural, technical, legal and economic disparities.  
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